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providers to understand the nature of the service 
through which its downstream customers may 
deploy the software. That upstream third-party 
could be independently liable for COPPA 
violations if it has actual knowledge that it is 
collecting information on or through a child­
directed online service, including a toy. 

Uncertainty may exist where a child-directed 
connected toy platform, such as EVS Empire, or 
Brixo Blocks (in development),54 allows third-party 
applications to connect to the toy. In other 
contexts, general audience platforms such as the 
Apple App Store are not considered to be 
covered by COPPA, but a platform that is directed 
towards children may be treated differently. 

General Home Devices Are Not 
Typically "Directed to Children" 
Within the Meaning of COPPA 

The market for connected smart home devices is 
growing rapidly, but most general purpose home 
devices are not - and should not be - covered by 
COPPA. The federal children's privacy law applies 
only to online services that either directly target 
children or have actual knowledge that children 
are providing data through the device. 

For good reasons, COPPA was not designed to 
apply to general audience online services, such 
as search engines or news websites, even though 
many children may indeed visit these websites 
and even provide personal information through 
them. As designed, COPPA requirements-for 
example, enhanced parental consent-are 
usually considered too burdensome to be applied 
to all the users of general audience services. 
Instead, these restrictions are considered 
appropriate for those operators who target 
children or have actual knowledge that they are 
collecting data from children. In part, this is 
because COPPA places heightened restrictions 
on the user, requiring users to undergo extra 
steps to provide verifiable consent before being 
able to access the service. In other words, it does 
not make sense for either operators or all users of 
a general market device to be burdened with the 
extra requirements of COPPA because of the 
possibility that a child might use that device. 

In contrast, if a general purpose home device is 
directed to children, the device will fall under the 
umbrella of COPPA requirements. For example, 
the Smarty by Siliconic Home, Inc. (currently in 
development) is a child-facing home assistant 
designed to control lights, answer questions 
through a voice interface, and help with 
homework. This kind of device, described by the 
company's co-founder as an "Amazon Echo for 
kids," would most likely be considered "directed 
to" children under COPPA.55 

Another way for a general audience website or 
service to fall under COPPA is for it to obtain 
actual knowledge that it is collecting data from 
children. This could include, for example, asking 
for a date of birth on the site's registration page, 
or asking "age identifying" questions like "What 
grade are you in?".56 Most connected home 
devices do not obtain this knowledge, and would 
have to take extra privacy-intrusive measures to 
distinguish children from adults. 

For example, a general audience device that 
utilizes speech recognition to interact with users 
may, at times, interact with children. However, 
these devices are typically engaged in speech 
recognition (speech to text) but not voice 
recognition (biometric identification).57 As a result, 
they are unable to reliably distinguish age by 
voice with any accuracy in order to treat data from 
children differently than data from adults. With 
advancements in voice recognition technology, it 
may one day soon become possible to make such 
distinctions, and treat the data from children 
differently. 
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primarily voice-enabled, it can provide a basic 
form of notice upon hearing voice commands 
related to privacy, as is now done by the Hello 
Barbie. If a connected toy is primarily controlled 
through an app, it will be important to make the 
privacy notice prominent and easily readable 
within the app. 

These kinds of notices, which will remain flexible 
and adapt over time, will help ensure that the 
physical toy itself is intuitive, and will not surprise 
parents with unexpected data collection. 

Flexible and creative forms of notice will also help 
providers address the question on many parents' 
minds: what if my child 's friend brings over a 
connected toy? Although, as we explain in Part 11, 
obtaining consent from other parents is most 
likely not desirable or feasible (given the privacy­
intrusive methods that would be needed to 
distinguish between children), toy providers may 
nonetheless be well-served to consider how 
outside observers may react to a connected toy. 
From this perspective, there is an increasing utility 
for built-in visual, audio, or haptic cues. 

Companies should also be conscious of the wide 
range of users, including children or parents with 
disabilities who may benefit from adaptable forms 
of notice and controls. Implementing user 
education and clear settings is one step in 
ensuring that users are fully aware of when data 
is flowing between a physical toy and a computer 
server. 

Choice: Parents Should Be Able to 
Consent in Meaningful Ways to Data 
Collection and Use 

Federal law, as explored above, requires that a 
provider obtain verifiable parental consent for the 
collection, use, or disclosure of any personal 
information collected from children (with narrow 
exceptions, see Part II). 

However, beyond adhering only to COPPA's 
requirements, toy providers would be well-served 
to invest in thought and smart design to make 
parents feel comfortable with their options for 
data collection and use. Options should be 
customizable, granular enough to provide 

meaningful choices without being overwhelming, 
and easily understandable. 

A good first step for obtaining meaningful consent 
is to alert parents at the point of sale that their 
consent will be needed (discussed above). After 
a parent has purchased a toy, especially if there 
is a child who is asking for the toy, they are much 
less likely to withhold their consent to its data 
practices. 

Currently, all connected toys reviewed in this 
paper have an associated app or online interface 
in which parents can give consent to data 
collection. Thus, the design of the associated 
mobile apps will be critical. Although mobile 
operating systems may not currently require it, 
providers of connected toys should post 
prominent privacy notices in the App Stores, as 
well as within the app itself and any other platform 
that the parent might be expected to access. 

Consent mechanisms within the app or online 
account should be usable. In order for parents to 
meaningfully have control over the sharing and 
uses of their child 's information, companies 
should put serious thought into the user interface 
and granularity of consent options. It is important 
to ensure that they are intuitive enough that 
parents have control, but not so complex that they 
risk being overwhelming. 

Increasingly, operating systems are requinng 
more granular and nuanced controls. Apple's iOS 
10, for example, requires that apps request 
permission for sensitive categories of data within 
the app itself ("just-in-time" consent), rather than 
permitting the user to provide blanket consent to 
all app permissions upon download. 

Security: Safeguarding Data Helps 
Mitigate Risks of Unauthorized 
Disclosure 

Providers of connected toys, especially those that 
collect personal information, have a responsibility 
to safeguard that information. Leading toy 
companies recognize the need to implement 
strong security measures, especially as the FTC 
can bring enforcement actions against 
companies with inadequate security practices 
(with heavy monetary penalties, see Part II above). 
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END NOTES 

1 Future of Privacy Forum & Family Online Safety Institute, July 20th Event: Kids & The Connected Home, (Jul. 20, 
2016), https://fpf.orq/2016/07/06/kids-connected-home/ (video of the event is available at 
https://www.youtube.com/watch?v=wk gr1aOQjA). 

2 See JUNIPER RESEARCH, Smart Toys: Do Toys Dream of Digital Lives? (Nov. 2015), available at 
https://www.juniperresearch .com/docu ment-libra ry/wh ite-pa pers/sma rt-toys-N -do-toys-d rea m-of-diqita I-lives 
(reporting that the smart toy market was projected to hit $2.8 billion by 2015 and $11.3 billion by 2020, in 
comparison to a total of toy industry sales of $22 billion in 2015). See also Andy Robertson, Connected Toys Are 
Only Just Getting Started, Here's What's Next, FORBES (Apr. 21 , 2016), 
http://www. fo rbes. co mis ites/ an dyro bertson/2 016/04/21/ conn ected-toys-ve ntu re-ca pita I-re po rt/ ( d iscu ssi n g how 
venture capitalist funding of connected toys has steadily and rapidly increased since 2012); Doug Renert, The 
Serious Business Of Play, TECHCRUNCH (Feb. 15, 2016), https://techcrunch.com/2016/02/15/the-serious-business­
of-play/. 

3 See Lauren Orsini, How Tamagotchi Rose From The Dead To Join The Internet Of Things, FORBES (Jul. 1, 2015), 
http://www.forbes.com/sites/1aurenorsini/2015/07/01/how-tamagotchi-rose-from-the-dead-to-join-the-internet-of­
things/#99af12d533c8. 

4 See Sony, Aibos History, http://www.sony-aibo.com/aibos-history/ (last accessed Nov. 23, 2016). 

5 Advances in speech recognition allow for the ability to speak naturally and contextually with a computer system 
in order to translate speech to text or execute commands. Voice recognition, in contrast, involves biometric 
identification of an individual by the characteristics of her voice. Many general home devices on the market 
today use speech recognition as their primary interface. See STACEY GRAY, FUTURE OF PRIVACY FORUM, ALWAYS ON: 
PRIVACY IMPLICATIONS OF MICROPHONE-ENABLED DEVICES (Apr. 2016), available at https://fpf.orq/wp­
content/uploads/2016/04/FPF Always On WP.pdf. 

6 An example of a very smart connected toy is CogniToys' Dino, an interactive talking dinosaur developed by 
Elemental Path. Dino is able to discuss topics with children in detail and learn their preferences over time, and 
provides a greater level of interaction by connecting via Wi-Fi to IBM 's Watson , a cloud-based artificial 
intelligence service. See CogniToys, How It Works, https://cognitoys.com/pages/about (last accessed Nov. 23, 
2016). 

7 See note 60. 

8 See, e.g., Brendan Sinclair, Toys-to-life grew 7% in 2015 - NPD, GAMESINDUSTRY.BIZ (Apr. 21, 2016), 
http://www.qamesindustry.biz/artic les/2016-04-21-toys-to-life-qrew-7-percent-in-2015-will-shrink-in-2016-npd; 
David Roberts, What is the 'toys-to-life' genre, anyway?, GAMESRADAR (Nov. 23, 2015), 
http://www.gamesradar.com/what-is-toys-life-qenre-anyway/. 

9 See Doug Renert, The Serious Business Of Play, TECHCRUNCH (Feb. 15, 2016), 
https://techcrunch.com/2016/02/15/the-serious-business-of-play/ (citing research by Tandem Capital that in 2015, 
the total amount of venture capitalist funding given to connected toy start-up companies placed 64% of the total 
amount invested in robotics, 29% in learning development, 5% in toys to life, 3% in other). 

10 In addition to collecting data from sensors, a robot may have customizable preferences that reveal information 
about its user. See generally, Ryan Calo, Robots and Privacy, in Robot Ethics: The Ethical and Social Implications 
of Robotics, Patrick Lin, George Bekey, and Keith Abney, eds. (Apr. 2, 2010), pg. 3, 13-14, available at 
https://ssrn .com/abstract=1599189 (describing "settings privacy," including how the ways in which a person 
programs a robot might be intimately revealing). 

11 See FUTURE OF PRIVACY FORUM, BEST PRACTICES FOR CONSUMER WEARABLES & WELLNESS APPS & DEVICES (Aug. 17, 
2016), https://fpf.orq/wp-content/uploads/2016/08/FPF-Best-Practices-for-Wearables-and-Wellness-Apps-and­
Devices-Final.pdf. 

12 Increasingly, toys are being used as a tool for medical professionals or to help parents monitor their children 's 
health. For example, Grush, a connected tooth brush, allows parents to send collected data on their children's 

https://fpf.org/2016/07/06/kids-connected-home/
https://www.youtube.com/watch?v=wk_gr1a0QjA
https://www.juniperresearch.com/document-library/white-papers/smart-toys-~-do-toys-dream-of-digital-lives
http://www.forbes.com/sites/andyrobertson/2016/04/21/connected-toys-venture-capital-report/
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
http://www.forbes.com/sites/laurenorsini/2015/07/01/how-tamagotchi-rose-from-the-dead-to-join-the-internet-of-things/#99af12d533c8
http://www.forbes.com/sites/laurenorsini/2015/07/01/how-tamagotchi-rose-from-the-dead-to-join-the-internet-of-things/#99af12d533c8
http://www.sony-aibo.com/aibos-history/
https://fpf.org/wp-content/uploads/2016/04/FPF_Always_On_WP.pdf
https://fpf.org/wp-content/uploads/2016/04/FPF_Always_On_WP.pdf
https://cognitoys.com/pages/about
http://www.gamesindustry.biz/articles/2016-04-21-toys-to-life-grew-7-percent-in-2015-will-shrink-in-2016-npd
https://techcrunch.com/2016/02/15/the-serious-business-of-play/
https://ssrn.com/abstract=1599189
https://fpf.org/wp-content/uploads/2016/08/FPF-Best-Practices-for-Wearables-and-Wellness-Apps-and-Devices-Final.pdf
https://fpf.org/wp-content/uploads/2016/08/FPF-Best-Practices-for-Wearables-and-Wellness-Apps-and-Devices-Final.pdf


18

brushing habits to dentists. See IBM, Grush: From entrepreneur to reality TV star (last accessed Nov. 27, 2016), 
https://developer.ibm.com/startups/grush/. Jerry the Bear, a connected teddy bear that teaches children with 
diabetes how to be healthy, may collect health information about a child from parents, such as date since 
diagnosis. Sproutel, Jerry the Bear Privacy Policy, https://www.jerrythebear.com/leqal.html (last accessed Nov. 
27, 2016). Research indicates that smart toys may also prove beneficial for early diagnoses of medical conditions. 
See, e.g., Maria Luisa Martin-Ruiz, Miguel Angel Valero, Maria Linden, Susana Nunez-Nagy, Angeles Guiterez 
Garcia, Foundations of a Smart Toy Development for the Early Detection of Motoric Impairments at Childhood, 
INT'L J. OF PEDIATRIC RESEARCH (Nov. 11, 2015), available at http://clinmedjournals.org/a rticles/ijpr/international­
journal-of-pediatric-research-ijpr-1-011.pdf (describing the development of a smart toy for the early detection of 
motoric impairments). 

13 See MIT Media Lab, Personal Robotics Group, Huggable, http://robotic.media.mit.edu/portfolio/huggable/ (last 
accessed Nov. 23, 2016); The New York Times, A Talking Teddy Bear Practicing in the Pediatric Hospital, THE 
NEW YORK TIMES (Jun. 3, 2015), http://www.nytimes.com/2015/06/04/technoloqy/huggable-robot-therapeutic­
value-hospitals.html? r=O. 

14 See Beamz Interactive, Beamz For Therapy & Rehab, http://www.thebeamz.com/therapy-rehab/ (last accessed 
Nov. 23, 2016). 

15 See CogniToys Meet the CogniToys Dino, https://coqnitoys.com/ (last accessed Nov. 23, 2016); Elemental Path , 
The Educational Toy Dino Unlike Any Other I CogniToys (Jan. 21 , 2016), video available at 
https://vimeo.com/152622607. 

16 Spiral Toys is developing a credit card to accompany its connected toy piggy bank, Wiggy, which will allow 
parents to set-up a debit card for their children from their Wiggy account. See Spiral Toys, Spiral Toys Provides 
Product Update and 2016 Outlook, Spiral Toys Blog, News, Press Release (Jun . 30, 2016), 
http:/ /sp i ra ltoys. com/s pi ra 1-toys-provid es-product-update-an d-2 016-o utloo k/. 

17 See Health Insurance Portability and Accountability Act (HIPAA), Pub. L. 104-191, 110 Stat. 1936 (Aug. 21 , 1996), 
available at https://www.qpo.gov/fdsys/pkq/ST ATUTE-110/pdf/ST ATUTE-110-Pq1936.pdf. 

18 See Family Educational Rights and Privacy (FERPA), 34 CFR § 99, 53 FR 11943 (Apr. 11 , 1988), available at 
http://www.ecfr.gov/cqi-bin /text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5. 

19 Children 's Online Privacy Protection Act (COPPA), 15 USC§§ 6501-6508, 16 CFR § 312 , 78 FR 4008 (Jan. 17, 
2013), available at http://www.ecfr.gov/cqi-bin /text­
idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5. 

2° For example, former FTC Commissioner Julie Brill has expressed that she believes that the FTC would view 
COPPA as applying to connected toys. See Future of Privacy Forum & Family Online Safety Institute, July 20th 
Event: Kids & The Connected Home, (Jul. 20, 2016), https://fpf.orq/2016/07/06/kids-connected-home/ (video of 
the event is available at https://www.youtube.com/watch?v=wk gr1aOQjA). 

21 See Federal Trade Commission , Complying with COPPA: Frequently Asked Questions, (Mar. 20, 2015), FAQ 
A.9, https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions. 

22 16 CFR § 312.3. COPPA defines "operator" as any person who operates a Web site located on the Internet or 
an on line service and who collects or maintains personal information from or about the users of or visitors to 
such Web site or on line service, or on whose behalf such information is collected or maintained, or offers 
products or services for sale through that Web site or on line service, where such Web site or on line service is 
operated for commercial purposes involving commerce among the several States or with 1 or more foreign 
nations; in any territory of the United States or in the District of Columbia , or between any such territory and 
another such territory or any State or foreign nation; or between the District of Columbia and any State, territory, 
or foreign nation . 

23 See note 21. 

24 The age of 13 was chosen because Congress recognized that younger children are particularly vulnerable to 
overreaching by marketers and may not understand the safety and privacy issues presented by the online 
collection of information. See Federal Trade Commission, Complying with COPPA: Frequently Asked Questions, 

https://developer.ibm.com/startups/grush/
https://www.jerrythebear.com/legal.html
http://clinmedjournals.org/articles/ijpr/international-journal-of-pediatric-research-ijpr-1-011.pdf
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https://vimeo.com/152622607
http://spiraltoys.com/spiral-toys-provides-product-update-and-2016-outlook/
https://www.gpo.gov/fdsys/pkg/STATUTE-110/pdf/STATUTE-110-Pg1936.pdf
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(Mar. 20, 2015), FAQ A.11, https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa­
frequently-asked-questions. 

25 16 CFR § 312.2. 

26 As an example of unusual data that may be considered "personal information," consider chess moves. Square 
Off, a connected chess board (in development), may collect game play data such as a user's favorite signature 
moves and habits. Square Off, Square Off - World's Smartest Chess Board, Kickstarter, 
https://www.kickstarter.com/projects/ infivention/square-off-worlds-smartest-chess-board-relaunched (last 
accessed Nov. 27, 2016). Many chess players consider their style of play to be personal and possibly unique, to 
the point that some chess players have attempted to copyright certain moves or games. See Mark Borders, The 
Self-Improvement of Chess (2007), at 51; Murray Whyte, Can you copyright a chess move?, THE STAR (Mar. 15, 
2009), https://www.thestar.com/news/insight/2009/03/15/can you copyright a chess move.html; Edward 
Winter, Copyright on Chess Games (last updated Mar. 12, 2016), 
http://www.chesshistory.com/winter/extra/copyright.htm l. 

27 See 16 CFR § 312.5(c)(7); Federal Trade Commission, Complying with COPPA: Frequently Asked Questions, 
(Mar. 20, 2015), FAQ 1.5, https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently­
asked-questions. 

28 See Hasbro, Hasbro Mobile Application Privacy Policy (last Updated Nov. 14, 2016), 
http://www.hasbro.com/app esrb privacy. 

29 The Walt Disney Company, Playmation & Your Privacy (last accessed Nov. 23, 2016), 
http://www.playmation.com/privacy. 

30 16 CFR §312.1. 

31 16 CFR 312.2. 

32 See Federal Trade Commission , Complying with COPPA: Frequently Asked Questions, (Mar. 20, 2015), FAQ 
G.2 , https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions. 

33 Amazon .com, CHiP Robot Toy Dog - White , WowWee, https://www.amazon.com/WowWee-CHiP-Robot-Toy­
Dog/dp/B01CFW6ME8/. 

34 See Federal Trade Commission, Complying with COPPA: Frequently Asked Questions, (Mar. 20, 2015), FAQ G, 
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions. 

35 See note 34. 

36 16 CFR § 312. 

37 COPPA lays out limited exemptions. For example, operators that collect a persistent identifier and no other 
personal information solely to provide internal operations do not need to provide notice. See 16 CFR § 312 .5(c)(7). 

38 Federal Trade Commission, Adjustment of Civil Monetary Penalty Amounts, 81 Fed. Reg. 42476 (June 30, 2016) 
(to be codified 16 C.F.R. pt. 1), available at 
https:/ /www. ftc. gov /syste m/fi I es/ d ocu m ents/f edera I register n oti ces/2 016/06/16063 Ocivi I pen a ltyfrn. pdf. 

39 16 CFR § 312.4(c)(1). 

4° Federal Trade Commission , 78 Fed. Reg. 12, 3984-85 (Jan. 17, 2013), available at 
https://www.ftc.gov/system/files/2 012-31341. pdf. 

41 16 CFR § 312.5(b) 

42 16 CFR § 312.5(b)(2)(vi). 

43 16 CFR 312.5(b)(3); see also note 40, pgs. 3991-2. 

https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.kickstarter.com/projects/infivention/square-off-worlds-smartest-chess-board-relaunched
https://www.thestar.com/news/insight/2009/03/15/can_you_copyright_a_chess_move.html
http://www.chesshistory.com/winter/extra/copyright.html
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
http://www.hasbro.com/app_esrb_privacy
http://www.playmation.com/privacy
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
https://www.ftc.gov/system/files/documents/federal_register_notices/2016/06/160630civilpenaltyfrn.pdf
https://www.ftc.gov/system/files/2012-31341.pdf


53 See note 40, pgs. 3975-78. 
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https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-compliance#step6
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-compliance#step6
https://www.indiegogo.com/projects/brixo-building-blocks-meet-electricity-and-iot-diy#/
http://www.siliconichome.com/
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-not-just-kids-sites
https://www.ftc.gov/tips-advice/business-center/guidance/childrens-online-privacy-protection-rule-not-just-kids-sites
http://www.bsmmedia.com/2016/02/parents-kids-drive-billion-dollar-smart-toy-market/
http://www.salon.com/2015/12/19/hello_barbies_war_on_imagination_the_childhood_destroying_gift_you_dont_want_to_give_your_kid/
http://www.salon.com/2015/12/19/hello_barbies_war_on_imagination_the_childhood_destroying_gift_you_dont_want_to_give_your_kid/
http://jamanetwork.com/journals/jamapediatrics/article-abstract/2478386
http://www.ornes.nl/wp-content/uploads/2010/08/Play-in-children-s-development-health-and-well-being-feb-2012.pdf
http://www.ornes.nl/wp-content/uploads/2010/08/Play-in-children-s-development-health-and-well-being-feb-2012.pdf
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Wi-Fi or Bluetooth, or providing their range of toy-assigned MAC addresses to the industry's location analytics 
central Opt Out program. See Future of Privacy Forum, Mobile Location Analytics Opt Out, https://smart­
places.org/ (last accessed Nov. 25, 2016). 

63 See e.g., HackerOne, Public Bug Bounty Program (last accessed Nov. 27, 2016), https://hackerone.com/ 
(demonstrating a program that allows hackers to find security leaks and aid in creating a security program). 

64 See e.g., National Telecommunications & Information Administration, Multistakeholder Process; Internet of 
Things (loT) Security Upgradability and Patching (last accessed Nov. 27, 2016), https://www.ntia.doc.gov/other­
publication/2016/multistakeholder-process-iot-security (demonstrating an example of a working group that deals 
with security update solutions). 

65 See e.g., National Telecommunications & Information Administration , Multistakeholder Process: Cybersecurity 
Vulnerabilities (last accessed Nov. 27, 2016), https://www.ntia.doc.gov/other-publication/2016/multistakeholder­
process-cybersecurity-vulnerabilities (demonstrating an example of a working group that deals with security 
vulnerability disclosures). 

66 See e.g., President Barack Obama, Executive Order -- Promoting Private Sector Cybersecurity Information 
Sharing, The White House Office of the Press Secretary (Feb. 13, 2015), https://www.whitehouse.gov/the-press­
office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari (demonstrating a 
method of how organizations can enter into secure information sharing to promote cybersecurity and 
coordinated responses). 

67 See, e.g. , Bruce Schneier, Hacking Consumer Devices, Schneier on Security (Aug. 23, 2013), 
https://www.schneier.com/bloq/archives/2013/08/hackinq consume.htm l. 

68 See e.g. Tracy Clemons, Bedroom Webcam Was Hacked, ABC13 EYEWITNESS NEWS (Aug. 10, 2016), 
http://abc13.com/news/mom-learns-daughters-bedroom-webcam-was-hacked/1465134/; Ms. Smith , Peeping into 
73,000 unsecured security cameras thanks to default passwords, NETWORK WORLD (Nov. 6, 2014), 
http://www.networkworld.com/article/2844283/microsoft-subnet/peeping-into-73-000-unsecured-security­
cameras-thanks-to-default-passwords.htm l. 

69 See e.g. Chante Owens, Stranger hacks family's baby monitor and talks to child at night, The San Francisco 
Globe (Nov. 29, 2016), http://sfglobe.com/2016/01/06/stranger-hacks-familys-baby-monitor-and-talks-to-child-at­
niqht/. 

70 Many policymakers, including Senator Mark Warner, have expressed concerns over COPPA's application to 
connected devices that may expose children's data including baby monitors, dolls, and stuffed animals. See 
Seena Gressin, Is your baby monitor secure?, Federal Trade Commission Blog (Jan. 19, 2016), 
https://www.consumer.ftc .gov/blog/your-baby-monitor-secure; Senator Mark Warner, Press Release, Sen. Warner 
Calls on FTC to Protect Children's Data Security with Internet-Connected 'Smart Toys' (Jul. 6, 2016), 
http://www.warner.senate.gov/public/ index.cfm/pressreleases?ContentRecord id=CA5E4DOF-512A-4140-A8AF-
006B9F387809. 

71 See The Associated Press, Connected toys especially vulnerable to hackers, security experts warn , CBCNEWS 
(Feb. 3, 2016), http://www.cbc.ca/news/technoloqy/connected-toy-security-1.3431633. 

72 See Packard Enterprise, Internet of Things State of the Union: Internet of Things Research Study (Sep. 2014), 
available for download at http://qo.saas.hpe.com/fod/internet-of-thinqs. 

https://smart-places.org/
https://smart-places.org/
https://hackerone.com/
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-iot-security
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-iot-security
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
https://www.schneier.com/blog/archives/2013/08/hacking_consume.html
http://abc13.com/news/mom-learns-daughters-bedroom-webcam-was-hacked/1465134/
http://www.networkworld.com/article/2844283/microsoft-subnet/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html
http://www.networkworld.com/article/2844283/microsoft-subnet/peeping-into-73-000-unsecured-security-cameras-thanks-to-default-passwords.html
http://sfglobe.com/2016/01/06/stranger-hacks-familys-baby-monitor-and-talks-to-child-at-night/
http://sfglobe.com/2016/01/06/stranger-hacks-familys-baby-monitor-and-talks-to-child-at-night/
https://www.consumer.ftc.gov/blog/your-baby-monitor-secure
http://www.warner.senate.gov/public/index.cfm/pressreleases?ContentRecord_id=CA5E4D0F-512A-4140-A8AF-006B9F387809
http://www.warner.senate.gov/public/index.cfm/pressreleases?ContentRecord_id=CA5E4D0F-512A-4140-A8AF-006B9F387809
http://www.cbc.ca/news/technology/connected-toy-security-1.3431633
http://go.saas.hpe.com/fod/internet-of-things


 

 

 

1 For toys with an accompanying Android app, we enumerate the permissions listed in the Google Play 
App Store. The specific language is taken from the list of permissions prompted upon installation, or, if 
unavailable, from the description provided in the “Permission details” section of the app’s landing page. 
This appendix does not include iOS request permissions because Apple recommends iOS developers to 
only request permissions when the “app clearly needs it,” such as requesting a location permission only 
when a user activates a location feature within the app. Therefore, we would need to access each app 
and every single one of its functions before being able to conclusively state every permission each app 
requests. See Apple, “iOS Human Interface Guidelines: Requesting Permission” (last accessed Nov. 23, 
2016), https://developer.apple.com/ios/human-interface-guidelines/interaction/requesting-
permission/. 
2 We identify where users can locate a connected toys’ privacy policy if it was available and easily accessible to us. 
If we do not list an accompanying privacy policy with a connected toy it may be because the toy is not legally 
required to have one, because the toy’s company may have a privacy policy in a contract with a user such as in 
cases where a toy is explicitly used in special settings (e.g. in a hospital), or for other reasons. 
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https://anki.com/en-us/privacy


 

 

 

23



 

 
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https://anki.com/en-us/privacy
https://cognitoys.com/privacy


 The privacy policy is accessible on the app through 

the settings button.  

 

 

 
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 


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http://www.hasbro.com/app_esrb_privacy


 

 

 
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https://www.toytalk.com/hellobarbie/privacy/
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12. Huggable by MIT's Media Lab 

Description: Huggable is a stuffed bear robot. Currently, it is 
being used by hospital specialists to communicate with patients 
and collect data. All children who interact with the toy wear a 
bracelet, called a Q sensor, to measure physiological changes. It 
pairs with a computer used by hospital specialists. The Q sensor 
bracelet also pairs with a computer via Bluetooth. 

Categories: Connected. 
Credit: Gizmodo 

lnterface(s): Website browser, stale panorama of the camera, wearables that can control the bear's 
movement, and remote controller 

13. lmaginarium Metro Line Train Table by Toys "R" 

Us, Inc. 

Description: lmaginarium Metro Line Train Table is a physical 

table with accessories that children can physically control 
and alter. 

Categories: Non-connected. 

Credit: Toys "R" Us, Inc. 

14. Kidizoom Smartwatch DX by VTech Holdings Ltd 

Description: Kidizoom is a smart watch that has preinstalled games, activities, 
camera, recorder, touch screen, calculator, calendar, an alarm, and a motion 
sensor. It does not connect to the internet or to any devices, though it can 
connect to another device using a cable in order for the user to transfer media 
from the watch onto another device. 

Categories: Non-connected; Smart. 

Credit: Amazon 



 

 

 
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http://www.hasbro.com/app_esrb_privacy
https://support.moff.mobi/moff_privacy_policy_en.html


 

 

 

3 See note 1. 
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https://www.playosmo.com/en/privacy-policy/
http://www.playmation.com/privacy
https://disneyprivacycenter.com/privacy-policy-translations/english
https://disneyprivacycenter.com/privacy-policy-translations/english


  

 

 
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http://www.pokemon.com/us/privacy-policy/,
https://www.nianticlabs.com/privacy/pokemongo/en/


 
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http://www.starmakerstudios.com/web/privacy


 via Wi-Fi or Bluetooth, also 

allows users to control the games and activities. 

 

 

 
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http://smarttoy.com/privacy
http://www.sphero.com/privacy


 

4 See note 1. 
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