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I ntroduction

On February 19, 2014, the Federal Trade Commig8iiC” or “Commission”) held a
Seminar examining how businesses and other orgamsause technologies that detect certain
signals emitted by consumers’ mobile devices toitbohow consumers move through and
around various locations, including airports, mahigblic spaces, and retail stores. The Seminar
also focused on how organizations use that infdonathe benefits of those uses, and whether
the collection and use of the information raiseteptial privacy concerns. The FTC has invited

public comments on issues related to the Senfinar.

The Future of Privacy Forum (“FPF”) welcomes th@aunity to provide these
Comments to the CommissidnSince its founding in 2008, FPF has worked taienthat
privacy is integrated into the development and enpntation of new technologies and services,
including those involving connected devices, inanmer that allows for innovation. One of our
first projects was to promote privacy in the Sntand, including by working with Information

and Privacy Commissioner of Ontario, Ann CavoukRin,D., to co-author a white paper on

! Request for Comments and Announcement of FTC WirkshSpring Privacy Series, Project No.
P14540]1 FTCPublic.commentworks.com,
https://ftcpublic.commentworks.com/ftc/springprivaorkshop/(last visited Mar. 19, 2014).

2 FPF is a Washington, D.C.-based think tank whassion is to advance privacy for people in pradtica
ways that allow for innovation and responsible oiséata. The FPF Advisory Board includes privacy
professionals, privacy scholars, and academic® cbkchairs of FPF are Jules Polonetsky, its Execut
Director, and Christopher Wolf, who leads the glgivavacy practice at Hogan Lovells US LLP.



embedding Privacy by Design in the Smart Gritle are currently working on connected
device issues as part of our Connected Cars Preybath seeks to ensure that privacy is
protected and data is secured as connected caiolegies and services develop. To coincide
with the FTC’s November 2013 workshop on the Int¢of Things, we published a white paper
discussing the appropriate framework for the pymasues raised by the development of

connected device ecosystefns.

FPF has direct experience working with companias ¢bllect information emitted from
consumer’s mobile devices in order to learn andeshmsights about consumers’ movements in
and around specific locations—a practice thatlierpgurposes of these Comments we refer to as
“mobile location services.” In October 2013, FRie @ompanies providing mobile location
services released tiveobile L ocation Code of Conduct (“Code”), which promotes privacy in
the retail use of mobile location services.

As discussed below, new mobile location servicasdsto provide substantial benefits to
consumers and other stakeholders. Although mabiskgion services typically involve the
collection of information that does not directhedify individuals, and the reports delivered by
mobile location service companies typically contaiy aggregate information that businesses
use to improve customers’ shopping experiencesea@gnize that mobile location services can
raise privacy concerns if responsible practiceshatdollowed. The Code addresses such
concerns through the flexible application of thé Figformation Practice Principles (“FIPPs”).
The Code also illustrates how FPF’s white papeitpdated Privacy Paradigm for the “Internet
of Things” (“White Paper”) can guide the development of privkameworks for connected

device ecosystems.

% Future of Privacy Forum & Information and Priva@gmmissioner, Ontario, Canadmart Privacy for
the Smart Grid: Embedding Privacy into the Desi§Electricity Conservatioi2009),available at
http://www.ipc.on.ca/images/resources/pbd-smartpnmartgrid.pdf Another one of our Smart Grid
initiatives was to develop a first-of-its-kind paiey seal program for companies providing consumers
with services that rely on energy datdeeSmart Grid, Future of Privacy Forum,
http://www.futureofprivacy.org/issues/smart-gr{tist visited March 19, 2014).

* Christopher Wolf & Jules Polonetsky, An Updateiv&ty Paradigm for the “Internet of Things” (2013)
[hereinafter FPF White Papedgyailable athttp://www.futureofprivacy.org/wp-content/uploadsif/and-
Polonetsky-An-Updated-Privacy-Paradigm-for-the-%B2%9ClInternet-of-Things%E2%80%9D-11-19-2013.pdf

®> The main text of these Comments summarizes impoelaments of the Code. The complete Code is
attached as Appendix A.



. Overview of Technologies Associated with Mobile L ocation Services

To detect nearby mobile devices, mobile locatianises simply collect the everyday
signals emitted by mobile devices equipped witheless connectivity. As described in this
section and the following, mobile location serviees an example of ordinary technologies
being put to innovative use. Mobile devices comeigped with various antennae that facilitate
wireless connectivity and communications. Conmadito terrestrial mobile networks generally
rely on LTE, GSM, or CDMA antennae, depending upientype of networR. Wi-Fi antennae
facilitate localized connectivity to the Internetather networks. Bluetooth antennae are used
for short-range device-to-device communicatiang,(when smartphones are paired with

wireless headsets, vehicle systems, or other sieaites).

Because multiple devices can connect to the sammerie devices need to identify
themselves. Otherwise, the network would not be tbsingle out which device is supposed to
receive a specific communication. To solve thidypem, unique identifiers are assigned to the
networking components of mobile devices. When &itaaevice transmits information to a
network (such as sending an email or uploadingaqgginaph), it broadcasts a unique device
identifier so that the network knows where to sanyl associated response. For example, for
GSM and CDMA networks, a Temporary Mobile Subsaridentity (“TMSI”) is a commonly
assigned identifier, which consists of a four-otietadecimal numbér.For LTE networks, a
Globally Unique Temporary ID (“GUTI"), comprised 80 bits, is used to identify connected
devices. For Wi-Fi and Bluetooth connections, niacturers assign media access control
(“MAC”) addresses to Wi-Fi and Bluetooth componéhtShese unique device identifiers by

themselves do not reveal the identity of the pekgba is using the device.

Mobile devices frequently must “probe” their sumdings to discover whether nearby
networks are available and to enable devices toexdnwith those networks. They do so by

® GSM, CDMA, and LTE are wireless technology staddahatinter alia, facilitate high-speed mobile
data transmissions to and from multiple terrestregivork terminals, such as telephone handselgisab
vehicles, and other devices.

" A hexadecimal number is expressed in base 16thémumerals 0-9 representing the numbers 0-9 and
the letters A-F representing the numbers 10-15.

8 In standard format, a MAC address is expressaikagoups of two hexadecimal digits. A valid MAC
address, for example, would be 00:1C:B3:09:85:15



emitting radio signals, and those signals contanunique identifiers discussed in the previous
paragraph. If a wireless sensor is active and a@aobile device that is emitting a probing
signal of the right typee(g, a Wi-Fi probing signal for a Wi-Fi sensor), trensor will detect the
probing signal and the unique identifier broadeath it. If the sensor is connected to a system
that records when a particular probing signal weteded, the system knows when the mobile

device came near that sensor.

Like any electromagnetic wave, the further a prglsignal travels before it reaches a
sensor, the weaker its signal strength. Wireleasa's can analyze the strength of a probing
signal to infer the distance between the sensott@device emitting the signal with an
accuracy of a few meters. If a system is conneictenultiple devices that collect probing
signals in and around a particular venue, the sysémn use the information that each sensor
collects over time to infer the approximate locasi@f devices at particular times and devices’

movements through and around the venue overtime.

It is important to note again that the process rilesd aboveloes noinvolve the use of
unique technologies or the collection of contatdnimation, phone logs, text messages, videos,
or other information that people store on theirmd® Mobile location services collect only the
periodic probing signals emitted by devices, whach the same signals that allow devices to
detect and connect to wireless networks. In aaliiths discussed below, the reports generated
by mobile location service companies typically ud# only aggregate information, so the
reports themselves are not likely to raise priveaycerns.

Airports, brick-and-mortar stores, malls, and oth@sinesses and organizations are
increasingly working with mobile location servicengpanies to install sensors in and around
locations to facilitate mobile location servicelthough some mobile location service
companies use sensors that detect the LTE, CDM&SM signals used to connect to terrestrial

mobile networkd®most use sensors that detect Wi-Fi and Bluetogifiats** Those sensors

° Another way to determine the locations and movemenmobile devices that is likely familiar to ntos
consumers is through the use of devices’ GlobaitiBosg System (“GPS”) functionality, a satellite-
based navigation system. However, GPS does notifumin locations where satellite signals cannot
reach. GPS is therefore of limited utility in airps, malls, and other indoor locations. For teatson,
we do not further address GPS services in thesenteons.

V' gee Technologyath Intelligencehttp://www.pathintelligence.com/technoloddst visited March 19,
2014).




allow mobile location service companies to colieébrmation about how devices move past and
through various locations, including how many desienter a business after passing by a
window display, the number of times that a devias been to a particular location, where most
devices travel through the space, what parts o$plage are over or under used, what the peak
periods of use are, how long devices stay in tlaeepand other information. Mobile location
service companies share insights gleaned fromrtfasmation with businesses and other
organizations, typically by providing aggregateaeg? Examples of these reports are attached
as Appendix B.

[1l. TheBenefitsof Mobile L ocation Services

Today’s mobile location services can provide sulitsgthbenefits to consumers. For
example, mobile location services can analyze tjoggemated data about consumers’ locations to
learn whether consumers are spending more timengait lines than necessary. As a result,
companies can use the data to minimize the amdumhe that consumers spend in check-out
lines, airport security queues, and lines to esti@diums and entertainment venues by assigning
extra staff or opening up additional registersriryepoints. In addition, businesses can analyze
how consumers move through locations and usenf@iation to design layouts that reduce
bottlenecks, make it easier for consumers to fiesired goods, and otherwise make visits more
enjoyable. Malls, sidewalks, and public spacestmoonfigured to accommodate more
efficiently vehicle, bicycle, and foot traffic. Th, when mobile location services are used
effectively, consumers will spend less time waitindines, have an easier time finding what

they want, and move more easily through locations.

Businesses also benefit from mobile location ses/icBy understanding how many
customers enter a store after passing by a windsmlay, retailers can evaluate the effectiveness
of promotions. By monitoring peak traffic periodisey can optimize staffing. Businesses can
also determine whether they are designing theations to make the most effective use of
space. And businesses can use mobile locatioricesrio learn about the different trends and

experiences associated with one-time visitors aeegd to return visitors.

1 SeeAnn Cavoukian, Ph.D., Nilesh Bansal, Ph.D. & Nicttlas, Ph.D., Building Privacy into Mobile
Location Analytics (MLA) ThrougliPrivacy by Desigr2-3 (2014).

2geeid.



Another notable development from mobile locatiorvees is that brick-and-mortar
businesses can use such services to enhance ciompetintil the advent of mobile location
services, brick-and-mortar stores were limitechiirt ability to learn about their customers’
shopping habits and how to improve the shoppinge&pce. With mobile location service
reports in hand, brick-and-mortar businesses cam lmore about how their customers shop,
which will help offline businesses provide theisstamers with the experiences, goods, and
services that they want. This can in turn lealbweer prices and better service for consumers as
brick-and-mortar stores compete with their offlared online competitors.

V. The Mobile L ocation Code of Conduct Addressesthe Potential Concernsthat Some
Have Raised About Mobile L ocation Servicesin Retail Environments

A. Concernsraised about mobilelocation services

At the Seminar, some participants raised concdrosatgotential privacy risks that could
result from new mobile location services. Sempeticipants were in general agreement that,
because the reports generated by mobile locatimceecompanies typically include only
aggregate information, the reports themselves atréikely to raise privacy conceris. Instead,
the potential privacy concerns raised focused erfdht that mobile location service companies
log information about the locations and movemefisdividual consumers’ devices in and
around particular venues over time. And that imfation may be associated with unique and
persistent identifiers, like MAC addresses.

However, the MAC address of a device does noffitsekal the identity of a user. Itis
like the serial number associated with a toastégyision, or other device. We are not aware of
any commercially available directory that wouldallcompanies to look up MAC addresses in
order to identify user. If a consumer expressly provides personal inftionaalong with his

or her MAC address, this information could be utedentify the person associated with the

13 SeeAppendix B.

“ The latest version of Apple’s iOS technically prats companies from using apps to access MAC
addresses. Sarah Peri€¥$ 7 Eliminates MAC Address as Tracking Optiogn&ing Final Push
Towards Apple’s Own Ad Identifier Technolp@gchCrunch (June 14, 2013),
http://techcrunch.com/2013/06/14/ios-7-eliminatescraddress-as-tracking-option-signaling-final-push-
towards-apples-own-ad-identifier-technolagy/



http://techcrunch.com/2013/06/14/ios-7-eliminates-mac-address-as-tracking-option-signaling-final-push-towards-apples-own-ad-identifier-technology/

MAC address® This express linkage, used with permission, ceniable useful services. For
example, a store could detect the arrival of acrust and immediately deploy an employee to

retrieve a product that the customer ordered fokyp.

Some have expressed concerns that consumers’ motemend around venues could
reveal information about those consumers’ actigitigat could be used in an adverse manner or

shared with insurance companies, credit providezalth insurers, or employment agencies.

Some have also expressed concerns that mobiledocarvices may lack transparency
and that consumers may not understand how theiatsbéechnologies work. For example,
some note that consumers may not be aware thaidnces are transmitting probing signals,
that those signals contain unique identifiers hat the signals can be used to record the
locations and movements of a device over time.yHigo note that consumers may not know
that they can prevent the transmission of Wi-Fi Bhgketooth probing signals by turning off
their Wi-Fi and Bluetooth functionality. And comaars may not know that mobile location

service companies collect information to providgights to businesses and other organizations.
B. How the Code addressesthe potential concerns

The Code reflects input from mobile location seeviompanies and is designed to
address the potential concerns described abovédkatbeen raised about mobile location
services. The Code is a flexible document. FAFmonitor the development of technologies
and concerns associated with mobile location sesvand can modify the Code as needed to
address any new developments. FPF will look tdh€ and other stakeholders for input as we

seek to address new technologies and concerns.

Transparency. To address concerns that consumers may not be afvareinderstand
retailers’ use of mobile location services, the €cogljuires that participating providers of mobile
location services support consumer-education tivéa and encourage the companies using
their technologies to conspicuously display signafiming consumers about the use of mobile

location services. These notices will include ration about where consumers may go to find

!> The Code requires companies to obtain affirmatiwesent from consumers prior to linking personal
information with a MAC address. Mobile Location&wtics Code of Conduct, lll.b. [hereinafter “The
Code"] attached as Appendix A aadailable athttp://www.futureofprivacy.org/wp-
content/uploads/10.22.13-FINAL-MLA-Code.pdf.



http://www.futureofprivacy.org/wp-content/uploads/10.22.13-FINAL-MLA-Code.pdf

more information about how mobile location serviessk and the choices consumers have
about the collection of information for mobile Itica services. These and other provisions of
the Code will help ensure that consumers underdtandmobile location services work, alert
consumers when a retailer has engaged a mobiledncervice company to collect information
in a particular venue, and inform consumers aldueisteps that mobile location service

companies take to protect the information theyezoff®

Choice. To respect consumer choice, the Code provides aoersuwith the opportunity
to opt-out of having their mobile devices’ idersifs used to support mobile location servites.
Recording only the types of devices detetted the number of times that unspecified devices
encounter a network would not require choice beez#uat information does not involve the
collection of user-specific or individually idenéible information that could lead to the concerns

that some have raised.

FPF has launched a centralized website that previdesumers with the ability to opt-
out of having participating mobile location servm@mpanies use device- or user-specific
information for mobile location servicé$.To opt-out, consumers enter the MAC addresses for
the devices that they wish to exclude from molmtsation services. Once a MAC address is
entered, participating companies may use the MAfesd only to maintain the device’s opt-out

status. A screen shot of the beta opt-out pagtashed as Appendix C.

The Code also respects consumer choice by requartgipating mobile location
service companies to obtain affirmative consepeiisonal information will be linked to a device
identifier (e.g, MAC address) or if a consumer will be contactaddal on information collected
for mobile location services. “Affirmative consérg defined in the Code as “an individual's
action in response to a clear, meaningful, and pren notice regarding the collection and use”

of the informatiorf®

¥1d. at 1, VII.
71d. at 1.

18 Manufacturers often assign MAC addresses in swehyathat the addresses reveal their devices’
manufacturers and types.

19 See Opt Out of Smart Store TrackiSgnart Store Privacyttps://optout.smartstoreprivacy.oiggst
visited Mar. 19, 2014).

' The Codesupranote 15at IX.




Preventing Harm to Consumers. The Code also includes several provisions to addres
the concerns raised by some about the possilildtibformation collected for mobile location
services could facilitate the creation of indivilpadentifiable location histories that could be
used for purposes adverse to consumer interest, the Code prohibits participating
companies from using information collected in aneade manner for employment eligibility,
promotion, or retention; credit eligibility; eligility for health care treatment; or insurance
eligibility, pricing, or terms* Under the Code, participating companies may cottensumers’
personal informationg(g, names, physical addresses, or email addressas)que device
identifiers €.g, MAC addresses) only if consumers affirmativelysent or if the information is
promptly de-identified or de-personaliz€dThe same restrictions hold if participating

companies wish to link data to a unique devicetiflen®

The Code also reflects that technical anonymizatieasures alone cannot guarantee that
data can never be re-identifi&d Therefore, in addition to technical anonymizatineasures,
the Code requires participating companies to ralpdministrative safeguards, including
publicly committing to not re-identify the data apicbhibiting downstream recipients from
attempting re-identificatio® The Code requires participating companies to taairdata
retention policie$® And participating companies that disclose infaiorabroadcast by
consumers’ mobile devicesd,, the probing signals) to unaffiliated third pastimay do so only

if those parties are contractually required to ctymyth the Code when using the informatigh.

21d. at IV.

22|d. at Il. The Code defines “de-identified” data aattivhich “is not reasonably used to infer
information about a particular consumer, computeastber device.”ld. at IX. “De-personalized” data is
“that which is not reasonably used to infer infotima about a particular individual, but that may be
associated with a particular computer or devide.”

B1d. at II.

% See generallyianni Lagos & Jules Polonetskyublic vs. Nonpublic Data: The Benefits of
Administrative Contrgl66 Stan. L. Rev. Online 103 (2018yailable at
http://www.stanfordlawreview.org/online/privacy-aba)-data/public-vs-nonpublic-data

% The Codesupranote 15, at IX.
% 1d. at VI.
?'1d. at V.




Together, these provisions reduce the risk thatrimétion collected for mobile location
services will be used in a manner adverse to coassinmterests.

V. The Code |san Example of How a Use-Based Framework Can Promote Privacy for
Connected Device Ecosystems

As mentioned above, to coincide with the FTC’s vebidp examining the privacy and
security issues associated with the Internet oh@$i FPF released the White Paper discussing
how flexible, use-based standards that implemenEtRPs in non-traditional ways may be
needed to promote privacy for connected, smarnigogies?® The FIPPs are designed to serve
as high-level guidelines for the processing of infation?® Although traditional
implementations of the FIPPs—such as the presentafidetailed privacy policies prior to the
collection of information—have served well in margntexts, there is widespread agreement
that connected, smart technologies will sometintesgnt challenges for traditional methods of
implementing the FIPPS. The Code is an excellent example of how the @sed privacy
framework proposed in the White Paper can be usedomote privacy in the world of
connected devices by implementing the FIPPs irsa-hased manner” that focuses on the

context in which specific types of data are used.

Using anonymized data minimizes privacy impacts.** When appropriate
anonymization practices that take advantage ofigogical measures and administrative

% EPF White Papesupranote 4.

2 OECD, OECD Guidelines Governing the ProtectioPafacy and Transborder Flows of Personal
Data 13-14 (2013pvailable athttp://www.oecd.org/sti/ieconomy/2013-oecd-privapyidelines.pdfThe
White House, Consumer Data Privacy in a Networkextlel/ A Framework for Protecting Privacy and
Promoting Innovation in the Global Digital Economy-19, 21 (2012).

% SeeOpening Remarks of FTC Chairwoman Edith Ramirez Fternet of Things: Privacy and
Security in a Connected World, at 4 (Nov. 19, 2048ailable at
http://www.ftc.gov/sites/default/files/documentsiiio_ statements/opening-remarks-ftc-chairwoman-
edith-ramirez-federal-trade-commission-interneiis-privacy/131119iotremarks.pd@emarks of
Commissioner Maureen K. Ohlhausen, Consumer Eldc&how, Promoting an Internet of Inclusion:
More Things AND More People, at 3 (Jan. 8, 20 8xilable at
http://www.ftc.gov/sites/default/files/documentditiostatements/promoting-internet-inclusion-more-
things-more-people/140107ces-iot.pRemarks by Commissioner Julie Brill, FTC, KeynAgdress,
Proskauer on Privacy, at 2 (Oct. 19, 20B@gilable at
http://www.ftc.gov/sites/default/files/documentsiiio_statements/remarks-commissioner-julie-
brill/101019proskauerspeech.pdfPF White Papesupranote 4,at 3-7.

3L FPF White Papesupranote 4,at 7-9.

10


http://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/opening-remarks-ftc-chairwoman-edith-ramirez-federal-trade-commission-internet-things-privacy/131119iotremarks.pdf
DenviWJ
Text Box
available at


http://www.ftc.gov/sites/default/files/documents/public_statements/remarks-commissioner-julie-brill/101019proskauerspeech.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/opening-remarks-ftc-chairwoman-edith-ramirez-federal-trade-commission-internet-things-privacy/131119iotremarks.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/opening-remarks-ftc-chairwoman-edith-ramirez-federal-trade-commission-internet-things-privacy/131119iotremarks.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/opening-remarks-ftc-chairwoman-edith-ramirez-federal-trade-commission-internet-things-privacy/131119iotremarks.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/opening-remarks-ftc-chairwoman-edith-ramirez-federal-trade-commission-internet-things-privacy/131119iotremarks.pdf
http://www.ftc.gov/sites/default/files/documents/public_statements/promoting-internet-inclusion-more-things-more-people/140107ces-iot.pdf
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http://www.ftc.gov/sites/default/files/documents/public_statements/remarks-commissioner-julie-brill/101019proskauerspeech.pdf

safeguards are used, privacy risks are minimaldigsussed in FPF’'s comments submitted
following the FTC’s Workshop on the Internet of s, the use of anonymized data is one way
to implement the FIPP of Data Minimizatidh.The Code promotes the use of anonymized data
by allowing mobile location services to be fredlo# requirement to provide notice if data
collected is not unique to a device or user andsiddal information is not retained. When data
is unique to a device, but not an individual utiez, Code requires participating companies to
take reasonable measures to prevent identificgpiailicly commit to not identifying data, and
require unaffiliated recipients of the data to ns¢ the data to identify individuals.

Consider the context in which personally identifiable information or other
information that raises potential and reasonable privacy concernsis collected.®® When
organizations use information in a manner thateetgpthe context in which the information was
collected, those uses should be permitted. Thogésway to implement the FIPP of Use
Limitation3* If reasonable consumers expect a given use ofrirition, that use should be
allowed because it does not implicate reasonalblagy concerns. The Code reflects the

principle of respecting the context of collectiortie following ways:

» The Code does not restrict participating compafn@s using information to
manage, operate, or test a Wi-Fi netwbrkReasonable consumers would expect
that companies would use probing signals or trassions sent over a Wi-Fi
network to be used in these ways.

* The Code does not restrict participating compafma@as using information to
address security, fraud, legal compliance, or tsremathe safety, property, or
rights of individuals®® Although some consumers may not expect that pgobi
signals could be used for these purposes, suchdediesr substantial benefits

and would likely be embraced by consumers.

%2 Future of Privacy Forum, Comments of the FuturBrivacy Forum, RE: Internet of Things, Project
No. P135405, 7 (Jan. 10, 2014) [hereinafter Inteoh&hings Commentshvailable at
http://www.ftc.gov/sites/default/files/documentstiac_comments/2014/01/00013-88250.pdf

% FPF White Papesupranote 4,at 9.

3 Internet of Things Commentsypranote 32, at 7.

% The Codesupranote 15, at Vlil.a.
%1d. at VIIL.b.
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* The Code does not limit employer-employee use dfiladocation services
because such use should be addressed in the cohtagtemployer-employee

relationship’—not in a framework designed to address consunerezas.

Betransparent about data use.®*® Organizations can implement the FIPP of Notice by
transparently disclosing their data practices. Mb&ce and Consumer Education Principles of
the Code help ensure that consumers understanararavare of the use of mobile location
services. As discussed in our White Paper, thel leftransparency required of organizations
should be tailored to the nature of the informatiolected and the purposes for which it will be
used. The Code reflects this principle by not neagl in-store notices if participating companies

do not collect information in a form that uniquédientifies individuals or devices.

Develop Codes of Conduct.*® Self-regulatory codes of conduct are an effectieans to
promote accountability and privacy in the developtred new technologies and services. Self-
regulatory frameworks, such as the Code, allowléxible implementation and can be modified
to address developing concerns. When self-regylétameworks require participating
companies to make public commitments about howrinébion will be collected, used, shared,
and retained, the FTC has in the past used itsodBegtauthority to enforce those frameworks.
The Code illustrates how companies can work togethestablish enforceable codes of conduct
that promote privacy and offer reasonable consuneice.

VII. Analyticsand Privacy Requirements

In many other frameworks and codes of conductusieeof data for analytics does not
generally warrant the implementation of privacyuiegments such as enhanced notices or
consumer choic&. We have supported this view, as the use of analgiata does not ordinarily
call for measures as robust as those requiredébgtile. However, the Code recognizes the

potential sensitivity of location data that is eclied over time and linked to a device identifier

¥1d. at Vlll.c.

% FPF White Papegupranote 4t 10.
% The Codesupranote 15, at |.b.

“0 FPF White Papesupranote 4,at 11.

*LE.g, FTC, Protecting Consumer Privacy in an Era of R&}fidnge: Recommendations for Businesses
and Policymakers 38-39, 53 (2012); Network Advergdnitiative, 2013 NAI Code of Conduct 6 (2013),
available athttp://www.networkadvertising.org/2013_Principledf.p
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and therefore mandates additional privacy measaves, when the data is generally provided to

clients in aggregated form.
VIII. Conclusion

FPF appreciates the opportunity to engage witlCibramission on mobile location
services and looks forward to further engagemetit thie Commission, mobile location service
companies, retailers, and other stakeholders wgrkirpporomote consumer privacy and
innovation. Mobile location services are one exi@nab the innovative technologies and
services that mobile technologies and the Intesh@&hings can offer. The companies
participating in the Code recognize that consumesttand engagement are vital to the
development of mobile location services. And theyher recognize that consumers will not
engage if their privacy interests are not promoted.

Respectfully submitted,

[s/ Jules Polonetsky /sl Christopher Wolf
Jules Polonetsky Christopher Wolf
Co-Chair and Director Founder and Co-Chair

FUTURE OF PRIVACY FORUM
919 18th Street NW
Washington, DC 200036

March 19, 2014
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Appendix A
Mobile Location Analytics
Code of Conduct
Preamble

Mobile Location Analytics (MLA) provides technological solutions for Retailers by developing
aggregate reports used to reduce waiting times at check-out, to optimize store layouts and to
understand consumer shopping patterns. The reports are generated by recognizing the Wi-Fi or
Bluetooth MAC addresses of cellphones as they interact with store Wi-Fi networks.

Given the potential benefits that Mobile Location Analytics may provide to businesses and
consumers, it is important that these practices are subject to privacy controls and are used
responsibly to improve the consumer shopping experience. This Code puts such data protection
standards in place by requiring transparency and choice for Mobile Location Analytics.

Who Is Covered

This Code is intended to provide an enforceable, self-regulatory framework for the services
provided in the US to Retailers by Mobile Location Analytics (“MLA”) Companies.

I. Principle One: Notice

MLA Companies shall provide consumers with privacy notices that are clear, short, and
standardized to enable comprehension and comparison of privacy practices.

a. MLA Company Privacy Notice

MLA Companies shall take reasonable steps to require that companies using their technology
display, in a conspicuous location, signage that informs consumers about the collection and use
of MLA Data at that location. Such steps shall include proposing standard or model contract
language, providing companies with model language for in-store signage, developing a
standardized symbol or icon to be included with such signage, and using other reasonable
efforts to promote the use of in-store signage where MLA technology is used. Such signage shall
provide information about how consumers can find additional information and exercise choice.
Such signage shall also include a standardized symbol intended to help alert consumers to the
use of MLA and other technologies. This Code does not intend to restrict notice to physical
signage only. As other forms of just-in-time notice become feasible, this Code may be updated
to reflect that these notice techniques also satisfy this requirement.

The following model language, in combination with a standardized symbol, satisfies the in-store
notice requirement: “To learn about use of customer location and your choices, visit
“www.smartstoreprivacy.com.”

MLA Companies shall provide a detailed privacy notice at their websites which describes the
information they collect and use and the services they provide. This notice should be separate
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from and in addition to a notice describing information collected by the MLA Company’s
website itself. This detailed notice shall include the following information:

* Information collected by the MLA service;

* Steps taken to protect, de-identify, or de-personalize any tracking identifiers collected
and statement of commitment not to re-identify data;

e Adata retention statement;

* Information about data sharing, including law enforcement access;

* Description of whether data is provided to clients in individual or aggregate form;

* Disclosure about appending additional data to any unique user profile;

* How consumers can exercise any choices required by this Code;

* A method that consumers can use to contact the MLA Company with privacy questions;
and

e A consumer-friendly description of how the technology works or a link to such
information on the MLA Company site or at a Central Industry Site.

b. Exceptions to Principle One

Notice does not have to be provided when (1) the information logged is not unique to an
individual device or user, or (2) it is promptly aggregated so as not to be unique to a device or
user, and individual information is not retained.

For example, simply logging device types encountered does not require notice, nor does
counting the total number of times unspecified mobile devices have been detected by a
network. If a company only provides aggregated data to clients but still collects and retains
device-level information, this exception will not apply and notice must be provided.

MLA Companies relying on this exception shall describe the steps taken to aggregate such data.
Il. Principle Two: Limited Collection

Unless covered by the Exceptions in this Code, MLA Companies who collect location
information from mobile devices for the purpose of providing location analytics shall limit the
data collected for analysis to information needed to provide analytics services. In the provision
of MLA services, MLA Companies shall not collect personal information or unique device
information, unless it is promptly de-identified or de-personalized, or unless the consumer has
provided affirmative consent. MLA Companies that collect MAC addresses or other unique
device identifiers shall ensure this information meets the definition of De-personalized data as
set forth in this Code, unless they obtain Affirmative Consent or other Exceptions apply.

If MLA Companies append data or add third party data to a user’s profile that includes a device
identifier or a hashed device identifier, they shall disclose such practices in their privacy notice.
Any process used to link data to a unique device identifier, shall employ methodologies that
maintain the data’s de-identified or de-personalized status, unless a consumer has provided
Affirmative Consent to the use of MLA Data.
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ll. Principle Three: Choice

MLA Companies shall provide consumers with the ability to decline to have their mobile devices
used to provide retail analytics services. Information about how to exercise this choice shall be
provided in a MLA Company Website privacy notice.

MLA Companies shall provide a link to the Central Industry Site which provides the Central Opt-
Out. The MLA Company Website privacy notice may also provide a MLA Company specific opt-
out.

a. Exceptions to Principle 3

Choice does not have to be provided when the information logged is not unique to an individual
device or user, or it is immediately aggregated so as not to be unique to a device or user, and
individual information is not retained.

For example, simply logging device types encountered does not require choice, nor does
counting the total number of times unspecified mobile devices have been detected by a
network. Logging the total number of unique devices detected requires choice because it
necessitates recording device-level information in order to distinguish new devices from
previously detected ones.

When a consumer exercises an opt-out choice, the MLA Company will no longer associate
information with a unique mobile device identifier and will only use the identifier in order to
maintain the device’s opt-out status. Informing consumers that turning off their mobile devices,
or turning off Wi-Fi or Bluetooth, are not considered by themselves to be choice options that
qualify as an opt-out when required by this Code. This Code seeks to be technologically neutral
and does not dictate a particular opt-out method in order to encourage new and effective
methods to offer choice. However, any method of opt-out choice provided in order to satisfy
this Code must allow a consumer to maintain full use of mobile device features.

b. Affirmative Consent

A consumer’s Affirmative Consent shall be required in the following circumstances:
1) Personal information will be linked to a mobile device identifier; or
2) A consumer will be contacted based on MLA information.

IV. Principle Four: Limitation on Collection and Use

! We note that some devices do not provide consumers the ability to view the device’s MAC address and
thus at this time it is not feasible to provide those consumers with a choice option. In the future, it may
be possible to provide a method for such MAC addresses to be collected by an opt-out mechanism.
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MLA Data shall not be collected or used in an adverse manner for the following purposes:
employment eligibility, promotion, or retention; credit eligibility; health care treatment
eligibility; and insurance eligibility, pricing, or terms.

V. Principle Five: Onward Transfer

MLA Companies that provide MLA Data to unaffiliated third parties shall contractually provide
that third party use of MLA Data must be consistent with the Principles of this Code.

VI. Principle Six: Limited Retention

MLA Companies shall set internal policies for data retention and deletion of unique device data.
MLA Companies shall set forth a data retention policy in their privacy notice.

VII. Principle Seven: Consumer Education
a. Central Industry Site

MLA Companies shall participate in an industry-provided, consumer-focused website that
presents information about how MLA services work and how information is collected and used
by MLA Companies. Such a site shall be easy to access on mobile devices and shall include
information about how to exercise choice. MLA Companies shall link to this site from their
privacy notices. The Central Industry Site shall also provide the Central Opt-Out.

b. Standardized Symbol

MLA Companies shall develop a standard symbol that is intended to convey to consumers the
concept of MLA services. Such symbol shall be used on the central industry site, on MLA
Company websites, and on education materials and communications.

c. Education

MLA Companies shall participate in education efforts to help inform consumers about the use
of MLA services.

VIII. Exceptions to the Principles
a. Operational Exclusion

Data that is collected for the purpose of managing or operating a Wi-Fi network, or for analysis
used to test the operation of that network, is not subject to the restrictions in this Code.

b. Security Exclusion
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Nothing in this Code shall be construed to limit the collection or use of data for security, fraud
or legal compliance, or to protect the safety, property, or other rights of a company or its
employees or customers.

c. Employee Exclusion

This Code does not limit an employer’s right to use MLA Data within the context of an
employer-employee relationship.

d. Affirmative Consent Exception

A MLA Company, Retailer or other entity that has obtained an Affirmative Consent that
describes collection, use or sharing of MLA information is not subject to the limitations in this
Code for that consumer.

IX. Definitions

Central Opt-Out — the Central Opt-Out shall provide consumers with an opt-out that is effective
across all participating MLA Companies.

MLA Data - information broadcast by consumer mobile devices.

MLA Company — a non-Retailer entity that uses local sensors to collect information broadcast
by consumer mobile devices for the purpose of providing analytics, market research, or other
similar services.

Retailer — an entity that maintains a commercial location where it offers goods or services for
sale to consumers and that is engaging an unaffiliated MLA Company to collect/analyze MLA
data on its behalf.

De-personalized Data — data that is not reasonably used to infer information about a particular
consumer, but that may be associated with a particular computer or device. Data is treated as
depersonalized if a MLA company:

(1) takes measures to ensure that the data cannot reasonably be linked to an individual
(for instance, hashing a MAC address or deleting personally identifiable fields);

(2) publicly commits to maintain the data as de-personalized; and

(3) contractually prohibits downstream recipients from attempting to use the data to
identify a particular individual.

De-identified Data — data that is not reasonably used to infer information about or otherwise
be linked to a particular consumer, computer, or other device. Measures such as aggregating
data, adding noise to data, or statistical sampling are considered to be measures that de-
identify data under this Code if a MLA Company:
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(1) takes reasonable measures to ensure that the data is de-identified;
(2) publicly commits not to try to re-identify the data; and
(3) contractually prohibits downstream recipients from trying to re-identify the data.

Unaffiliated Third Party — a company that is not controlled by, under the control of, or under
common control of another entity.

Affirmative Consent — an individual’s action in response to a clear, meaningful, and prominent
notice regarding the collection and use of MLA Data.

Personal Information — data considered personal information under this Code shall include
personal identifiers such as name, address, email, and IMSI.
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Appendix B
Sample Reports

CHECKOUT DWELL TIMES BY HOUR
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Reports showing check-out wait times per hour arslagge check-out wait times over a certain period.

20




Appendix B
Sample Reports

Sample MLA Report:

SHOPPER FUNNEL REPORT B Day Week 1 Month Week 33 2012 (Aug 13th) vs, Last Year [LY)

SHOPPER FUNNEL REPORT TAKE ACTION

This is your most important report. ¢ Lookat the shopper funnel report alongside
It tells yvou how well you convert your sales KPIs

Outside Traffic into Engaged o For under-performing or high-performing
Visitors, Follow the funnel left to stores, look at the shopper funnel'and see
right and compare performance what aspects of the funnel are responsible

across stores,

Engagement Rate
Outside Traffic Wisits feounts) Capture Rate Engagement Rate

012 La Jolla 17,575 8% 288 -sneu 88 -64.2% 1.8% -350% 30.4% -29.6%
013 Meridien 12481 223% 219 f59% T2 A 1.8% 540 331% 2515
007 Sonoma 5583 -47% 651 223% 408  10.9% 1M.6% T.2% B26% A4
004 Manchester 3,531 301% B61  B4.6% 304 7189 18.7% 4199 46.0%  -6.99

Report showing the conversion rate of outsideitraéf engaged visitors.
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Appendix B
Sample Reports

Sample MLA Report:

BLACK FRIDAY (EAST REGION STORES)

2012-11-23 - 2012-11-23.{1 day)
Monitored across & stores:

Repeat traffic was higher than usual

ACTUAL

Walkbys 5‘ y 8 8 7

W Excelient W Poor No Impact
Above Average W Below Average

COLOR:

Color indicates if the actual value was significantly better or
worse than expected. Gray means the valoe fell within

Visits normal data fluctuations
ACTUAL:
e The average value across stores for the specified campaign
Repeat Visits period.

EXPECTED:
: The average expected value across stores for the specified
Capture Rate 1 Vool CcAmpatgn [‘wr'mcL We [11'[’{“[!' An e'xlreclmt value for each
metric by looking at histoical data and trends. Stores
without sufficient historical data are omitted from the
analysis.

Visit Duration

Report showing number of walkbys, visits, repeaitsj visit durations, and visitors captured oragipular day.
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Appendix B
Sample Reports

Sample MLA Report:

Dwell Time by Week for Location

B Weekly Average Dwell Time - Minutes ¥ Number of Records ] =]
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= - - = = =
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Beginning Date of Week

Report showing average dwell time and number otocnsrs for 12 one-week periods.
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Appendix B
Sample Reports

Sample MLA Report:

Weekly Dwell Time by Zone
—
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Beginning Date of Week [2013]

Report showing average dwell time and number aforssin particular zones for 12 one-week periods.
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Appendix B
Sample Reports

Sample MLA Report:

Heat Map

Number of unique customers and average dwell time per week chosen.
Colors based on gradual wait tme. Green i an acceptabie imit of 20 minutes and undér. B8
Red represents 20 minutes and over,

Avg. Dwelling Time Min
2
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Report showing number of unique customers and dwedls in particular zones in a particular week.
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Appendix C
Opt-Out Website

SMART STORE
PRIVACY

FPF

FUTURE OF

PRIVADY FORUM

Opt Out Here**

Enter your Wi-Fi or Bluetooth address
Please answer the following arithmetic question @

What is 5+6 ?

Learn more »

How to find your Wi-Fi or Bluetooth address

A Wi-Fi or Bluetooth address is a unique 12 digit identifier that is also commonly called a MAC (Media Access Control) address or
network name:

€.0 81-23-45-67-89-ab Or @1:23:45:67:89:ab

A MAC address is unique to your device and is stored in your device's networking hardware by the device manufacturer It allows your
device to connect to Wi-Fi, Bluetooth or other wireless networks.
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Appendix C
Opt-Out Website

Smart Phones and Tablets

Apple iPad, iPhone or iPod Touch
- (o to Settings > General > About.
= The Wi-Fi MAC is displayed in the field labeled "Wi-Fi Address" and the Bluetooth MAC is labeled "Bluetooth.”

Tip: Once you've found your MAC address, double-tap it to select it. Then, tap copy. Tap again in the opt-out field to paste.

Android Phone or Tablet
- Go to Menu > Settings > Wireless & Networks.
+ Check the box marked Wi-Fi to ensure that wireless is turned on.
-+ Go to Back > About Phone or About Tablet > Hardware Information.

= The Wi-Fi MAC and the Bluetooth MAC are displayed here.
Blackberry Phone or Tablet
Wi-Fi Address for OS 4.5-5.0:

+ Go to Options > Status.

« The Wi-Fi MAC is located in the field labeled "WLAN MAC."
Wi-Fi Address for OS 6.0-7.1:

+ Go to Setup > Options > Device > Device and Status Information.

« The Wi-Fi MAC is located in the field labeled "WLAN MAC."
Bluetooth Address for all OS:

+ Go to Connections >Bluetooth > Properties.

« The Bluetooth MAC is located here.
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Appendix C
Opt-Out Website

Windows Phone or Tablet
Wi-Fi Address:

= Make sure your Wi-Fi is enabled.
- Goto Start > Settings > Connections > Wireless LAN > Advanced.

« The MAC address is displayed in the "MAC" field.
Bluetooth Address:

+ (5o to Start > Settings > Connections > Bluetooth > Accessibility.

+ The Bluetooth MAC is listed as "Address."

This website is a project of the Future of Privacy Forum | Privacy Policy | @ 2014
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