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� What Matters to Schools?
� Contracts vs. “Click Through” Terms of Service
� Contract Considerations
� Contract Addendum vs. Contract
� COPPA, FERPA and The Contract
� Privacy Notice Good And Bad Practices
� Where Schools are Going
� Additional Resources

AGENDA



• Depends on who you are talking to….
• Teachers, Administrators, Central Instruction, 

Technology, Procurement
• Balancing risk and innovation
• Transparency
• Maintaining Trust =

• Compliance (with laws, policies, contracts, etc.)
• Actual Security, Safety and Privacy
• Perceptions about Security, Safety and Privacy

What Matters to Schools?



� Contracts
� Click Through Terms Of Service
� Privacy Policies

What is the Difference Between...



Contracts:

Yours, Mine or Addendum?



� Contract Scope and Purpose
� Designation as a “school official”

� C.U.P.S = Data Collection, Use, Protection and Sharing
� Data ownership, Responsibilities for granting end-user access and 

correction requests  (FERPA)
� Security requirements, breach notification responsibilities and Audit 

Rights (required by many states)
� Modification, Duration, and Termination Provisions

� Notification of Changes
� Prohibition on unilateral modification
� Bankruptcy or Acquisition
� Data Retention and Disposal

� Governing law and jurisdiction
� Liability (e.g. Data Breach)

* Based on Content from the CoSN Privacy Toolkit

CONTRACTING CONSIDERATIONS*



� The COPPA FAQ asks “When can educational institutions consent to 
a website or apps terms ? 
▪ The answer is when ALL of the following are TRUE .

1. Schools are contracting with the vendor and
2. The tool is used for the sole benefit of the school or student and 
3. The vendor is complying with all other COPPA requirements and
4. The school/district also considers its obligations under FERPA

� Consider providing tools for communicating privacy policies 
▪ https://assets.edmodo.com/privacy/privacy-toolkit-for-admins.pdf 

� So what does this mean from a Vendor terms/contracting/privacy 
policy perspective?

COPPA, FERPA AND CONTRACT/ToS
WHAT MAKES IT EASY FOR SCHOOLS?



� Who in a school can contract/designate a school official? 
▪ Pros and cons of marketing directly to teachers
▪ COPPA has “verified parental consent”

Challenges and Discussions



Privacy Policies and ToS
The Good, the Bad and the Ugly



Privacy Notice
GOOD



Privacy Notice - updated date - GOOD

Readability - NEEDS IMPROVEMENT



Privacy Notice - Side by Side Format
GOOD  



https://support.google.com/a/contact/gfw_dpo

Privacy Notice - Privacy Contact
GOOD  

Edmodo.com



Privacy Guide
GOOD  

https://support.edmodo.com/hc/en-us/categories/200330824-User-Trust-Safety



◼ Say “no under 13” in terms, but have a separate under 13 policy

Confusing / Contradicting Terms
Especially Around “under 13”



Privacy Notice - Clarity for Schools
Provide FAQs

GOOD  



Privacy Notice - Account Creation
Clarifies Confusion around Social “login”



Sign up with 3rd party ID,
No Terms Displayed Before Account Creation

BAD 



This is why it is called Privacy by Design, not Privacy by Designers

Privacy Notice - Link to Policy
BAD



1. No link to a privacy policy
2. The product may or may not be targeted to schools, but because 

of fears of COPPA, the terms prohibit use by children under 13.
3. The privacy policy link is to a 3rd party site the vendor is using 

and not the actual product (e.g. for tech support forums)
4. Does not list how users will be notified of changes to policy, 

allows changes without notice or include policies by reference 
(e.g. links)

5. Listing in App store does not include a link to the privacy policy 
(for mobile apps this is a violation of most developer terms (and 
CA AG agreement) if the app allows signup or access to an 
existing account)

Other Privacy Policy “Deadly” Sins



� Common Contract language, adopted at the region, and State level by 
consortia of districts (e.g. A4L Common Contracts project  
https://secure2.cpsd.us/mspa/)

� Common Criteria for rating Edtech Services on Privacy, Safety and 
Security 
� Common Sense privacy evaluation project 

https://www.graphite.org/privacy (Expected release Summer 
2016)

� HISD's Privacy, Security and Internet Safety Rubric (PSS Rubric) 
developed by Houston, Fairfax, and Common Sense Media in 
collaboration with other Council of Great City Schools (CGCS) 
districts, and The Future of Privacy Forum.  

Where Schools are Headed

https://secure2.cpsd.us/mspa/index.php
https://www.graphite.org/privacy
http://www.houstonisd.org/Page/126147
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