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e The Future of Privacy Forum (FPF) is a Washington, DC based think tank that
seeks to advance responsible data practices.

e The forum is led by Internet privacy experts and is supported by over 100
leading companies. It includes an Advisory Board comprised of leading
figures from industry, academia, law and advocacy groups.

e FPF covers consumer privacy issues across topics such as Location, Beacons,
Big Data, Mobile/Apps, Connected Cars, De-ldentification, Smart Places, and
Education (Student) Data Privacy.
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US Privacy Law = General Consumer Protection Law +
Sector Specific Privacy Laws

The basic consumer protection statute enforced by the Commission is Section
5(a) of the FTC Act, which provides that "unfair or deceptive acts or practices in
or affecting commerce...are...declared unlawful." (15 U.S.C. Sec. 45(a)(1)).

The Commission will find an act or practice deceptive if there is a
misrepresentation, omission, or other practice, that misleads the consumer
acting reasonably in the circumstances, to the consumer's detriment.

"Unfair" practices are defined as those that "cause[] or [are] likely to

cause substantial injury to consumers which is not reasonably avoidable by
consumers themselves and not outweighed by countervailing benefits to
consumers or to competition"

SECTOR SPECIFIC: FERPA, PPRA, COPPA.... FCRA, GLBA, HIPPA and more
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Fair Information Practice Principles (FIPPs)
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Transparency: Organizations should notify individuals regarding collection, use,
dissemination, and maintenance PII

Access: Provide mechanisms for appropriate access, correction, and redress
regarding data.

Purpose Specification: Specifically articulate the purpose or purposes for which data
is intended to be used.

Data Minimization: Only collect data that is necessary to accomplish the specified

purpose(s) and only retain for as long as is necessary to fulfill the specified
purpose(s).
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Fair Information Practice Principles (FIPPs)
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Use Limitation: Use data solely for the purpose(s) specified in the notice or for a
purpose compatible with the original notice.

Data Quality: Ensure that data is accurate, relevant, timely, and complete.

Security: Protect data through appropriate security safeguards against risks such as
loss, unauthorized access or use, destruction, modification, or unintended or
inappropriate disclosure, by procedural, technical and physical means.

Accountability: Stated commitment for complying with these principles, providing
training to all employees and contractors who use data, and auditing the actual use
of data to demonstrate compliance




