Future of Privacy Forum
TARGETED ADVERTISING AND SOPIPA

The Student Online Personal Information Protection Act (SB 1177, or SOPIPA) is a California student
data privacy regulation in effect since January 1, 2016. It protects a wide range of student information
and puts the onus of compliance on education technology providers.

Who Must Comply?

SOPIPA applies to operators of websites, online services (including cloud computing services), online
applications or mobile applications with actual knowledge that their site, service or application is used
primarily for K-12 school purposes and was designed and marketed for K-12 school purposes.

SOPIPA does not apply to operators of general audience products, even if those products are accessible
through a K-12 operator’s product.

Operators do not need to have a contract with a school or district in order to be subject to SOPIPA.

What are the Specific Requirements of SOPIPA?

Under SOPIPA, operators may not:

1. Engage in targeted advertising on their site, service or application, or target advertising on any other
site, service or application when the targeting is based on ANY information, including covered
information and persistent unique identifiers, that has been acquired because of the use of that
operator’s site, service or application

2. Use information, including persistent unique identifiers, created or gathered by the operator’s site,
service or application, to amass a profile about a K-12 student, except in furtherance of K-12 school
purposes

3. Sell a student’s information, including covered information’

4. Disclose covered information except in specific, limited circumstances.

Operators must:

1. Implement and maintain reasonable security procedures and practices appropriate to the nature of
the covered information

2. Protect that information from unauthorized access, destruction, use, modification, or disclosure

3. Delete a student’s covered information if requested by the school or district that controls the
information

What is Targeted Advertising?

This question has been the subject of much discussion and debate. A strict reading of the law suggests
that SOPIPA intends to preclude all advertising when the advertising is based on any information about a
user. However, the term “targeted advertising” has yet to be defined by the California Attorney General’s
office.

Behaviorally targeted advertising (also referred to as only behavioral advertising (OBA) or
interest-based advertising) has been defined by the Direct Marketing Association (DMA) as the
“collection of information about online activities and Web viewing behaviors, over time and across
non-affiliate websites, to deliver tailored ads.”™ In general, this means that a party will serve ads
to a user based on the computer’s browser activities over time and across different websites and
online services. This definition has largely accepted by the FTC as described in the Self-
Regulatory Principles for Online Behavioral Advertising."

Contextual targeting (also referred to as contextually relevant advertising) is defined by the DMA
as advertising in which the ad served is based on a single visit to a web page or a single search
query." The FTC echoes this in policy statements and in comments surrounding the Children’s
Online Privacy Protection Act.”

"Student information acquired by an operator prior to a purchase, merger or acquisition must remain subject to this protection by the operator

and any successor entity. (SOPIPA Section 1, Chapter 22.2 (a) (3))
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" http://www.dmaresponsibility.org/privacy/oba.shtml

" https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-staff-report-self-regulatory-principles-online-
behavioral-advertising/p085400behavadreport.pdf

" http://www.dmaresponsibility.org/privacy/oba.shtml

¥ https://www.ftc.gov/system/files/documents/federal_register_notices/2013/01/2012-31341.pdf “Contextual advertising is “the delivery of
advertisements based upon a consumer’s current visit to a Web page or a single search query, without the collection and retention of data
about the consumer’s online activities over time.” See Preliminary FTC Staff Report, ‘Protecting Consumer Privacy in an Era of Rapid Change: A
Proposed Framework for Businesses and Policymakers,” (Dec. 2010), at 55 n.134, available at http.//ftc.gov/0s/2010/12/
101201privacyreport.pdf. Such advertising is more transparent and presents fewer privacy concerns as compared to the aggregation and use of
data across sites and over time for marketing purposes.”
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