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Abstract 

In May 2018, the General Data Protection Regulation (GDPR) will become enforceable as the basis for 

data protection law in the European Economic Area (EEA).  The GDPR builds upon many existing 

concepts in European data protection law and creates new rights for data subjects. The result is new and 

heightened compliance obligations for organizations handling data.  In many cases, however, how those 

obligations will be interpreted and applied remains unclear. 

De-identification techniques provide a range of useful tools to help protect individual privacy.  While 

there is disagreement on certain aspects of de-identification and the degree to which it should be relied 

upon, there is no doubt that de-identification techniques, properly applied, can reduce privacy risks and 

help protect data subjects’ rights.  In order to further these key objectives, regulatory guidance and 

enforcement activity under the GDPR should encourage and reward the appropriate use of de-

identification. 

Fully recognizing the role that de-identification can and should play can also help bring clarity to many 

GDPR requirements and can provide a helpful tool for compliance.  Moreover, it can help create a bridge 

between European data protection rules and the different approaches to privacy regulation in the 

United States and elsewhere.  But achieving these goals requires an explicit recognition that there is a 

wide spectrum of de-identification, and that different levels of de-identification have different 

regulatory and policy implications.  

This article will examine a number of obligations under the GDPR, including notice, consent, data subject 

rights to access or delete personal data, data retention limitations, and data security.  In each case, it 

will describe how the use of different levels of de-identification can affect the application and 

interpretation of the requirements and resulting compliance obligations, as illustrated in the following 

chart (which will be explained more fully in article).   
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The article will argue that the GDPR requirements in each area can and should be interpreted in a way 

that will encourage the highest practical level use of de-identification and that doing so will advance the 

purposes of the regulation. 
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