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the digital era is Changing industry’s paradigms
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data exchange, PROCESSING AND ANALYTICS CONTINUE TO 
INCREASE
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Comprehensive connection of devices 
and everyday objects

Extensive collection and processing of 
personal data 

Increasing complexity through global 
data flows

Source: CISCO, VNI Complete Forecast Highlights Tool, 2016

“… in the 60 seconds you've been on this (internet) page, 
approximately 1354440 GB of data was transferred over 
the internet ...”



Public skepticism and lack of trust endanger digital 
business models
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* Source: Study "Digital Self-Determination"; CERES (Center for Ethics, Rights, Economics and Social Sciences of Health) on behalf of Deutsche 
Telekom 2016

** Source: Study "European Union and Digitization"; Dimap on behalf of the German government's Federal Press Office, April 2016
***Source: Study National Telecommunications and Information Administration (NTIA), May 2016

91% of Germans believe that users' personal 

data is accessed on the Internet unnoticed.

82% believe that most companies share their 

customer data with other companies.

85% believe there is no way to find out which 

private companies or government agencies save 
their customers' personal data.

80% of Germans aged 18-24 want politicians

"to pay special attention to strengthening privacy
protection."

45% of 41,000 surveyed American households

stated that they limit their Internet use due to 
privacy concerns.

CERES study "Digital Self-Determination"* Dimap study "EU and Digitization"** NTIA survey – U.S.***

Example excerpts from CERES 
study*

https://netzpolitik.org/wp-upload/2016/08/BPA_EU_digital.pdf
https://www.ntia.doc.gov/blog/2016/lack-trust-internet-privacy-and-security-may-deter-economic-and-other-online-activities


customers expectations and demands*

transparency and "Digital Sovereignty“
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91% of those surveyed want

to know which data is available 
about them online.

88% want to have

personalized influence over how
their data is used and processed 
on the Internet.95% want to be notified

about the further use of their data.

* Source: Study "Digital Self-Determination"; CERES on behalf of Deutsche Telekom 2016



Solution

Problem

deutsche telekom TAKEs digital responsibility
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"Deutsche Telekom assumes responsibility for consistently fostering 

people's trust in how their data is used. This is the only way that 
digital business/processing models can be successfully further 
developed for the good of society and the individual.

The individual's digital sovereignty takes center stage. This 

autonomy is guaranteed through a high degree of transparency, 
decision-making freedom and the development of privacy-friendly 
solutions. To this end, privacy experts need to be involved from the 
start in the development of new products and services that process 

personal data."

(Excerpt from DT green paper "Privacy in the digital world")

Means: consent based data processing ...



deutsche telekom has a good public perception when it 
comes to trust and Data privacy
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Source: Institut für Demoskopie Allensbach, 2016      1 Share of people who consider these companies to be reliable
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http://www.google.de/url?url=http://www.geeks2null.de/tag/web-de/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CB4QwW4wBGoVChMI5f2owa6zxwIVRNgaCh1DZQN1&usg=AFQjCNH62nm6uBUHpUwmCQG_XHJhjbfZkw
http://www.google.de/url?url=http://www.geeks2null.de/tag/web-de/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CB4QwW4wBGoVChMI5f2owa6zxwIVRNgaCh1DZQN1&usg=AFQjCNH62nm6uBUHpUwmCQG_XHJhjbfZkw
http://www.google.de/url?url=http://ragzon.com/free-update-windows-10-in-two-days-downloaded-fourteen-million-times/microsoft-logo-3/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBoQwW4wAmoVChMI3MjXpbGzxwIVRH4aCh27cQNd&usg=AFQjCNGIbDWJm2MPt6aLG8vw-W-0AQiWSw
http://www.google.de/url?url=http://ragzon.com/free-update-windows-10-in-two-days-downloaded-fourteen-million-times/microsoft-logo-3/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBoQwW4wAmoVChMI3MjXpbGzxwIVRH4aCh27cQNd&usg=AFQjCNGIbDWJm2MPt6aLG8vw-W-0AQiWSw


Anonymization and pseudonymization Solutions by Deutsche 
Telekom

If consent is not sufficient or concrete personal information is not in focus, 

we need stable pseudonymization and anonymization solutions. 

Such as …
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Motionlogic
Anonymization of traffic data
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Enkroder
Anonymization / Pseuodnymization of data

 Scaleable pseudonymization and anonymization solution

 It ensures that …

 that you still can make analysis of the data
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Enkroder
Anonymization / Pseuodnymization of data
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Entertain TV
Pseudonymization of usage Television

 EntertainTV is an IP-TV solution

 remote control generated actions will be pseudonymized by AES 128 
encryption for reports of households or several Set-Top-Boxes in one
household

 On the basis of obligations to public broadcasters Telekom submits statistics
on the usage of television
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Outlook – what to come

 the General Data Protection Regulation (GDPR) gives us the floor for

harmonization, and therewith standardization

 serveral projects are initiated already

 let us try to further develop these cooperations …  
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thank you for your kind attention!

claus.ulmer@telekom.de
telekom.com/privacy



Backup
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A basic problem

When encrypting an entire
set of data …
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A basic problem

… its information will be 
completely obfuscated.
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A basic problem

Pseudonymisation is done date
by date. Therefore …

a complete data set consists 
out of single dates … 
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A basic problem

… some statistical informationen
will be preserved. 


