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THE DIGITAL ERA IS CHANGING INDUSTRY’S PARADIGMS

internet O“hcij”.gs. o virtualization ~ data analytics
self-service gltization banawiath
mix and match softwarization
individualization coverage
convenience hybrid networks
stability

simplicity

open platforms
interoperability  Industry 4.0

data is the resource t B
two-sided business model OTT data analytics eCosysiem

network effects
connected data platforms
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DATA EXCHANGE, PROCESSING AND ANALYTICS CONTINUE TO
INCREASE

Extensive collection and processing of  Increasing complexity through global Comprehensive connection of devices
personal data data flows and everyday objects

Devices and Conneclions
per Capita

3.4
2.2

2015 2020

Average Speeds

47.7 Mbps
24.7 Mbps

“...in the 60 seconds you've been on this (internet) page,
approximately 1354440 GB of data was transferred over

2015 2020

the internet ...”

Source: CISCO, VNI Complete Forecast Highlights Tool, 2016
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PUBLIC SKEPTICISM AND LACK OF TRUST ENDANGER DIGITAL

BUSINESS MODELS

CERES study "Digital Self-Determination"*

Dimap study "EU and Digitization"**

NTIA survey - U.S.***

919 of Germans believe that users' personal
data is accessed on the Internet unnoticed.

809 of Germans aged 18-24 want politicians

"to pay special attention to strengthening privacy
protection."

829 believe that most companies share their
customer data with other companies.

459% of 41 ,000 surveyed American households

stated that they limit their Internet use due to
privacy concerns.

Example excerpts from CERES
study™

While using free software user's personal data
will be transffered to third parties.

859 believe there is no way to find out which

private companies or government agencies save
their customers' personal data.

Most companies transfer the data of their
customers to third parties._

Oneisunable to figure out, which private
companies or government agencies store their

customer's personal data.

Rather
disagres

e

Agres

T ——

* Source: Study "Digital Self-Determination”; CERES (Center for Ethics, Rights, Economics and Social Sciences of Health) on behalf of Deutsche
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Telekom 2016

** Source: Study "European Union and Digitization"; Dimap on behalf of the German government's Federal Press Office, April 2016
***Source: Study National Telecommunications and Information Administration (NTIA), May 2016


https://netzpolitik.org/wp-upload/2016/08/BPA_EU_digital.pdf
https://www.ntia.doc.gov/blog/2016/lack-trust-internet-privacy-and-security-may-deter-economic-and-other-online-activities

CUSTOMERS EXPECTATIONS AND DEMANDS*

TRANSPARENCY AND "DIGITAL SOVEREIGNTY*“

91 O/ O ofthose surveyed want

to know which data is available
about them online.

950/ O want to be notified

about the further use of their data.

* Source: Study "Digital Self-Determination”; CERES on behalf of Deutsche Telekom 2016
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880/ O wantto have

personalized influence over how
their data is used and processed
on the Internet.




DEUTSCHE TELEKOM TAKES DIGITAL RESPONSIBILITY

"Deutsche Telekom assumes responsibility for consistently fostering
people's trust in how their data is used. This is the only way that

digital business/processing models can be successfully further SOLUTION
developed for the good of society and the individual.

The individual's digital sovereignty takes center stage. This
autonomy is guaranteed through a high degree of transparency,
decision-making freedom and the development of privacy-friendly
solutions. To this end, privacy experts need to be involved from the
start in the development of new products and services that process
personal data."

(Excerpt from DT green paper "Privacy in the digital world")

Means: consent based data processing ...
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DEUTSCHE TELEKOM HAS A GOOD PUBLIC PERCEPTION WHEN IT
COMES TO TRUST AND DATA PRIVACY

MOST TRUSTED INTERNET AND MOBILE BRAND!

| e S |
Global
500
2015

Most
& | valuable European 7
' Telco brand

trusted internet :
and mobile brand . 8% #2%
e V) £y

.rD .= .’ O @ GMX’ % Google

Source: Institut fiir Demoskopie Allensbach, 2016 ' Share of people who consider these companies to be reliable
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http://www.google.de/url?url=http://www.geeks2null.de/tag/web-de/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CB4QwW4wBGoVChMI5f2owa6zxwIVRNgaCh1DZQN1&usg=AFQjCNH62nm6uBUHpUwmCQG_XHJhjbfZkw
http://www.google.de/url?url=http://www.geeks2null.de/tag/web-de/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CB4QwW4wBGoVChMI5f2owa6zxwIVRNgaCh1DZQN1&usg=AFQjCNH62nm6uBUHpUwmCQG_XHJhjbfZkw
http://www.google.de/url?url=http://ragzon.com/free-update-windows-10-in-two-days-downloaded-fourteen-million-times/microsoft-logo-3/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBoQwW4wAmoVChMI3MjXpbGzxwIVRH4aCh27cQNd&usg=AFQjCNGIbDWJm2MPt6aLG8vw-W-0AQiWSw
http://www.google.de/url?url=http://ragzon.com/free-update-windows-10-in-two-days-downloaded-fourteen-million-times/microsoft-logo-3/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0CBoQwW4wAmoVChMI3MjXpbGzxwIVRH4aCh27cQNd&usg=AFQjCNGIbDWJm2MPt6aLG8vw-W-0AQiWSw

ANONYMIZATION AND PSEUDONYMIZATION SOLUTIONS BY DEUTSCHE
TELEKOM

IF CONSENT IS NOT SUFFICIENT OR CONCRETE PERSONAL INFORMATION IS NOT IN FOCUS,
WE NEED STABLE PSEUDONYMIZATION AND ANONYMIZATION SOLUTIONS.
SUCHAS ...

€ Motionlogic

»

Entertain TV
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MOTIONLOGIC

ANONYMIZATION OF TRAFFIC DATA

IMSI,
ZIP, Gen., Age

-
0
0

Signaling data

IMSI, IMEI, TMSI,
Cell-info, Time-stamp

Telekom IT
CRM-
Data

Age, Gen., ZIP _\

RNG
(24 h SALT-
Generation)

SALT,(t)

TV I=11

SHA(IMSI, SALT,(t))
Age, Gen., ZIP

VIS

SHA(IMSI, SALT,(t)),
SHA(IMEI, SALT (1)),

I3 \(-(— g

Cell-info, Time-stamp

SHA(TMSI, SALT (1)),
Cell-info, Time-stamp

RNG
(24 h SALT-
Generation)

(— IMEL TMSI

1)

SHA(IMEI, SALT (1)),

SHA(TMSI, SALT (1)),
Cell-info, Time-stamp

HSM

B Hash

Correlation X
via IMSI-

"Clearing" of 8
long-termed aggregates

- Geo Mapping
- Extrapolation
- Report Engine

| 6
Aggregation of Cell-Paths
via
SHA(IMEI, SALT »(t))
SHA(TMSI, SALT ,(t))

Deletion of hash values

SHA(IMEI, SALT (1)),
SHA(TMSI, SALT.(1)),
ZIP, Gen., Age,
Cell-info, Time-stamp

)
]
: Motion-
1 logic
: GmbH
Threshold: k<5 [ ]
per hour & cell, [ |
ZIP, Gen & Age [ |
]
]
@O @
18 Query
k=30 =
Outcome-
Threshold- reports
Filter

TDG
HSM: Hardware Security Module IMSI: International Module Subscriber ldentity Age: Age Category in 10 year steps
RNG: Random Number Generator TMSI: Temporary Mobile Subscriber Identification Gen.: Gender
IMEL: International Mobile Equipment Identity ZIP: ZIP code (Postleitzahl)
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ENKRODER
ANONYMIZATION / PSEUODNYMIZATION OF DATA

= Scaleable pseudonymization and anonymization solution

It ensures that ...

that you still can make analysis of the data
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File Generste Config Export Help
Forename Surname Street Street-Nr. ZIP Code Town PhoneMr. 1P-Addr.
g customiz customized + customized customr customi * customize v customized ¥ customized -
Process. [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess
Header || Set Alphabet | [ Set Alphabet I Set Alphabet | [Set Alphabet | | SetAlphabet | [ SetAlphabet || SetAlphabet | [ Set Alphabet
Mask: Mask: Mask: Mask: Mask: Mask: Mask: Mask:
i7-AES
X-ColTV: X-ColIV: X-ColTV: X-ColIV: K-Col IV: K-ColIV:
In-Sep Sre: [ Dst: Sre: [ Dst: ] Sre: [0 Dst: Src: [ Dst: Sre:[0] D sre [ D
R AES-Key: AES-Key: AES-Key AES-Key: AES-Key:
H
outsep |1 T[key2 Tlkeya cffkeys  ~fkeys -] " [key .
B [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess
Forename Surname Street Street-Nr. ZIP Code Town Phone.Nr. IP-2ddr. =
1 Abram Ringel Friedensweg 8 08792 Sandersdorf.. +43 €635 337695 99.244.152.230
2 Justine Nolting Castle Road 5 19386 Libz 07728 643792 129.54.110.115 (_
3 Ricardo Dyck Marienforster Kirchweg 3 08309 Eibenstock 06809 1262883 90.48.172.45
4 |Kathi Wieczorek Masurenweg &2 91575 Windsbach +43(0) 6185 1485 1&67.7.81.157
5 Kathleen Sauer Wernher—von-Braun-2lley 132 66500 Hornbach 0049 8184 542455 109.35.156.234
& Guido Seiffert Spessart Street 17 73111 Lauterstein 05865 391871 94.111.205.30 ¥
< [ 3
Forename Surname Street Street—Nr_ ZIF Code Town Phone Nr._ IP-Rddr_
1 Otyyf SzviiguyBsbiirnbzbr-£j C-hupaBti-& 338 03589 RezbvrmkBrBt.. +28 5263 567537 54.203.82.202
2 QuinmE- SwbgqngqptkiwxfdgsBqr  Dogobyaaimn 374 31300 fazi 00706 396033 52.101.34.58
3 FufBisB Eqléjaiiixoobaxaer-px  Nnkxokwgfmeupybézbipiii 843 73720 Bfiigaxahbd 02309 377912 22.122.57.248
4 Picoy Woxezjkozogbaoubpyils  De-umzlsaf 218 62135 Pbdidbozh +78(6)7972 886149 3_148.78.157
5 Algkatar XoeviczuvatkedBpdfny  Uo-5rmiyaiyuwyzmbewisyi 753 01053 oddsies 6529 5269 445854 209.174.89.149
& Xuzob Vyplibbeorlpgrkguimps  Owpwegaiclsjdex 247 50417 UgokyxkaBua 97554 785089 101.135.135.213
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ENKRODER

ANONYMIZATION / PSEUODNYMIZATION OF DATA

File Generate Config Expert Help
Forename Surname Street Street-Mr. ZIP Code Town Phone.MNr. IP-Addr.
g customiz + customized - customized - custorr - custormi customize * customized - customized -
Process [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess ] [ Preprocess
Header || Set Alphabet | | Set Alphabet Il Set Alphabet | [Set Alphabet | [ Set Alphabet | | SetAlphabet |[  SetAlphabet | [ Set Alphabet
Mask: Mask: Mask: Mask: Mask: Mask: Mask: Mask:
i7-AES
X-Col IV: X-Col IV: X-Col IV: X-Col IV: X-Col IV X-Col IV: X-Col IV: X-Col IV
In-Sep Src: O] Dst: Src: [O Dst: Sre: [O] Dst: Src: O] Dst: Src: [O Dst: Src: [O Dst: Src: [O] Dst: Src: O Dst:
. AES-Key: AES-Key: AES-Key: AES-Key: AES-Key: AES-Key: AES-Key: AES-Key:
" key 1 - | [Key 2 - | [Key 3 v|[key 4  v||Key 5 * | [Key 6 - |[Key 7 - |[Key 8 -
Out-Sep
; [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess ] [ Postprocess
Forename Surname Street Strest-Nr. ZIP Code Town Phone Nr . IP-Addr . :
1 Abram Ringel Friedensweg 8 0e732 Sandersdorf.. +4% €835 337855 95.Z244 152 230
2 Justine HNolting Castle Road 5 13386 Lib=z 07728 &€43752 125.54_.110.115 E
32 Ricardo Dyck Marienfocrster Eirchweg 32 02035 Eibenstock 088053 1Z&BE3 50.48.172 .45 1
| 2 |gathi Wieczorek Masurenweg 62 91575 Windsbach +49(0) 6183 1485 167.7.61.137
5 Eathleen Szuer Wernher—-von-Braun-&lley 132 &@e500 Hornkach 0045 8184 542455 10%.35.156.234
| & Guido Seiffert Spessart Street 17 73111 Lauterstein 05865 351871 94 _111_205_20 b
4 | 0 F
Forename Surname Street Street-Nr. ZIP Code Town Fhone . Nr. IP-2ddr.
1 OtyyE Szviguylsbirnbzbr-£j C-hupabtii-& 358 03583 BozbvrmkBrdt.. +28 5269 5&€7537 54 203.82.202
z  Quinmf- SwbgnggptkiwxfdgsBgr | Dogobyaaimn 374 31300 =i 00706 396033 52.101.54.5%
3  FufBish EqlijailiixccBaxaer—px  Nnkxokwgfmeupybbzbipi 243 73720 Bfigixahbd 0zs09 377912 22_122.57.248
4 Puiooy Woxez]kozogbaculpyls De-umzlsaf 21% gZ185 Pbdudbozh +7B &) 7372 BB8€l43 3.148.7B.157
5 Algkat&f Hoevfeczuvatkedbpdiny Uo-Brmjyaiyuwyzmbewxsyi 753 01055 Oddfkxc] 8525 52635 445854 205.174_.85.145
& Euxzclh Vyplbbbecrlpgtkguimps éﬁpﬁegaiclsjdex 247 50417 Ugokyxkatua 87554 7850835 101.135.135.21%3
|

LIFE IS FOR SHARING.

1



ENTERTAINTV
PSEUDONYMIZATION OF USAGE TELEVISION

=  EntertainTV is an IP-TV solution

= remote control generated actions will be pseudonymized by AES 128

encryption for reports of households or several Set-Top-Boxes in one
household

Microsoft Pl

attiorm

= On the basis of obligations to public broadcasters Telekom submits statistics

on the usage of television
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|Sendenarre,
Bouque: oder
Grupoe)
5
] © Blz|l= T k=l x
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01.08.2010 00:00f 870y 50110y 10| Of Of 0f 100 0] 0Of Of Of Q). |10504140|6820
01.08.201000:01) 900y 504 90y of 0 Of 0Oj 10y O] 0Of 0O 0O O0f. |11204120|7100
01.08.2010 00:02) 970y 40110} 10| O Of 10l 100 O] 0O OfF Of O0f. |[11404140(6930
01.08.2010 00:03j1020y 400 90} 0| Of Of of 100 0] 0Of Of 0Of O0f. |[11904120{7110
01.08.2010 00:04|1030y 404110} 10| 0O Of 10l 100 0] 10| OfF Of O0f. |[12304160{7010
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OUTLOOK - WHAT TO COME

= the General Data Protection Regulation (GDPR) gives us the floor for
harmonization, and therewith standardization

= serveral projects are initiated already

= et us try to further develop these cooperations ...
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THANK YOU FOR YOUR KIND ATTENTION!

CLAUS.ULMER@TELEKOM.DE
TELEKOM.COM/PRIVACY







A BASIC PROBLEM

When encrypting an entire
set of data ...
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A BASIC PROBLEM

.. Its information will be
completely obfuscated.
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A BASIC PROBLEM

a complete data set consists
out of single dates ...

Pseudonymisation is done date
by date. Therefore ...
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A BASIC PROBLEM

... some statistical informationen
will be preserved.
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