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Why Privacy Science Must Become A “Systems Science”

 Paul Ohm described a dystopic vision that all information is effectively 
PII and that the failure of perfect de-identification would lead us 
through cycles of accretive re-identification toward a universal 
“database of ruin”. 

 This misconception ignores the underlying mathematical realities which 
indicate that when modern statistical disclosure limitation (SDL) 
methods can be used to effectively de-identify data, we will have 
resulting increases in “false positive” re-identifications.

 Such false positive linkages will practically prevent the ability of such 
systemic “crystallization” of iteratively linked de-identified data into 
accurate dossiers for the very vast majority of the population. 

 Because of this de-identification, although imperfectly protective, is 
critical for reaching reasonable solutions which can continue to offer 
pragmatic and sustainable data obscurity in the evolving era of big 
data.
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Why Privacy Science Must Become A “Systems Science”

 Modern SDL-based de-identification essential protections for 
preventing mass re-identification at scale and positions advocating for 
wholesale abandonment of de-identification due to less-than-perfect 
efficacy discard one of data privacy’s most effective tools for an 
idealistic hope of perfect privacy protections makes “perfect the 
enemy of the good”.

 Systems perspective using uncertainty analyses can help to apply 
consistent and rigorous probabilistic methods accounting for our 
uncertainty about the efficacy of various technical, administrative and 
legal protections at different stages in data intrusion scenarios to 
demonstrate that combining these methods can lead to useful 
assurance that (admittedly less than perfect) de-identification can still 
provide useful protections without resorting to only worst case 
scenarios about data intruder’s knowledge.
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“De-identification leads to 
information loss which may limit 
the usefulness of the resulting 
health information” (p.8, HHS De-ID Guidance 

Nov  26, 2012)



Balancing Disclosure Risk/Statistical Accuracy

 Balancing disclosure risks and statistical accuracy is 
essential because some popular de-identification 
methods (e.g. k-anonymity) can unnecessarily, and 
often undetectably, degrade the accuracy of de-
identified data for multivariate statistical analyses or 
data mining (distorting variance-covariance matrixes, 
masking heterogeneous sub-groups which have been 
collapsed in generalization protections)

 This problem is well-understood by statisticians, but not 
as well recognized and integrated within public policy.

 Poorly conducted de-identification can lead to “bad 
science” and “bad decisions”.
Reference: C. Aggarwal http://www.vldb2005.org/program/paper/fri/p901-aggarwal.pdf
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• Publicized attacks are on data without HIPAA/SDL de-identification protection.
• Many attacks targeted especially vulnerable subgroups and did not use sampling to assure 

representative results.
• Press reporting often portrays re-identification as broadly achievable, when there isn’t any 

reliable evidence supporting this portrayal.

Re-identification Demonstration Attack Summary
Used
Stat. 

Sampling



 For Ohm’s famous “Broken Promises” attacks (Weld, AOL, 
Netflix) a total of n=4 people were re-identified out of 1.25 
million.

 For attacks against HIPAA de-identified data (ONC, 
Heritage*), a total of n=2 people were re-identified out of 
128 thousand. 
 ONC Attack Quasi-identifers: Zip3, YoB, Gender, Marital Status, 

Hispanic Ethnicity 
 Heritage Attack Quasi-identifiers*: Age, Sex, Days in Hospital, 

Physician Specialty, Place of Service, CPT Procedure Codes, Days 
Since First Claim, ICD-9 Diagnoses (*not complete list of data available for adversary 
attack)

 Both were “adversarial” attacks.  
 For all attacks listed, a total of n=268 were re-identified out 

of 327 million opportunities. 
Let’s get some perspective on this…
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Re-identification Demonstration Attack Summary
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Obviously, This slide is BLACK

So clearly, De-identification Doesn’t Work.
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“When a re-identification 
attack has been brought to 
life, our assessment of the 

probability of it actually 
being implemented in the 

real-world may 
subconsciously become 
100%, which is highly 
distortive of the true 

risk/benefit calculus that 
we face.” – DB-J

Precautionary Principle or
Paralyzing Principle?
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What can we conclude from the empirical evidence provided 
by these 11 highly influential re-identification attacks?

—The proportion of demonstrated re-identifications is extremely 
small.

—Which does not imply data re-identification risks are 
necessarily very small (especially if the data has not been 
subject to Statistical Disclosure Limitation methods). 

—But with only 268 re-identifications made out of 327 million 
opportunities, Ohm’s “Broken Promises” assertion that 
“scientists have demonstrated they can often re-identify with 
astonishing ease” seems rather dubious.

—It also seems clear that the state of “re-identification science”, 
and the “evidence”, it has provided needs to be dramatically 
improved in order to better support good public policy regarding 
data de-identification. 
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Re-identification Demonstration Attack Summary



Re-identification Science Policy Short-comings:

6 ways in which “Re-identification Science” has (thus far) 
typically failed to best support sound public policies:

1. Attacking only trivially “straw man” de-identified data, 
where modern statistical disclosure control methods 
(like HIPAA) weren’t used.

2. Targeting only especially vulnerable subpopulations and 
failing to use statistical random samples to provide 
policy-makers with representative re-identification risks 
for the entire population.

3. Making bad (often worst-case) assumptions and then 
failing to provide evidence to justify assumptions. 
Corollary: Not designing experiments to show the boundaries 
where de-identification finally succeeds.
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Re-identification Science Policy Short-comings:
6 ways in which “Re-identification Science” has (thus far) 
typically failed to support sound public policies (Cont’d):

4. Failing to distinguish between sample uniqueness, 
population uniqueness and re-identifiability (i.e., the 
ability to correctly link population unique observations 
to identities).

5. Failing to fully specify relevant threat models (using 
data intrusion scenarios that account for all of the 
motivations, process steps, and information required to 
successfully complete the re-identification attack for 
the members of the population).

6. Unrealistic emphasis on absolute “Privacy Guarantees” 
and failure to recognize unavoidable trade-offs between 
data privacy and statistical accuracy/utility.
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 Conducting systematic quantitative cost-
benefit policy analyses using state-of-the-
art uncertainty and sensitivity analysis 
methods (e.g. with Latin-Hypergrid
exploration of uncertain parameters) 
allows us to properly deal with the many 
important unknowns which could impact 
whether re-identification attempts under 
various data intrusion scenarios are likely 
be economically viable and realistic.

Quantitative Policy Science
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De-identification policy is the subject of considerable 
controversy because it must balance important risks and 
benefits to individuals and societies and both sides of 
this question are subject to important uncertainties and 
competing values.

Essential to recognize that complex social, 
psychological, economic and political motivations can 
underlie whether re-identification attempts are made.

Quantitative Policy Analyses have been used for decades 
by many government agencies (EPA, Energy Dept.) to 
help address challenging policy decisions regarding 
difficult risk management questions.

Quantitative Policy Analyses for 
De-identification Policy:
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Prob(Re-identification) = 
Prob(Re-ident|Attempt)*Prob(Attempt)

Note that Prob(Attempt) & Prob(Reident|Attempt) are 
actually not likely to be independent - higher re-
identification probabilities are likely to increase re-
identification attempts.

 Some very useful frameworks exist for characterizing 
Data Intrusion Scenarios:
— Elliot & Dale, 1999, Duncan & Elliot Chapter 2, 2011

 We can frame the Prob(Attempt) in terms of: 
Motivation, Resources, Data Access, Attack Methods, 
Quasi-identifier Properties and Sets, Data Divergence 
Issues, and Probability of Success, Consequences and 
Alternatives for Goal Achievement

Data Intrusion Scenarios:
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Conceptualizing Data Intrusion

The information assumed about the Data 
Intruder’s state of knowledge and resources is 
called a “Data Intrusion Scenario”.

We can’t protect against every possible scenario, 
but we can protect against a realistic set of 
likely scenarios.

For example, it may be reasonable to assume
that there will be multiple data intruders each 
possessing different confidential knowledge.
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Conceptualizing Data Intrusion

What is the “Data Intruder” trying to do?

—Looking for a specific “Target” Person(s)?

—On a “Fishing Exposition” to identify whomever can 
be identified – seeking “demonstration” cases?

—Seeking to market to re-identified individuals?
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Classifying Variables 

—Identifying Variables
 Name, SSN, Address etc. (Should already be removed from the 

sample data)

—Key (or Quasi-identifier Variables)
 Variables that in combination can identify and are “reasonably 

available” in databases along with Identifying variables (e.g., Date of 
Birth, Gender, Zip Code) 

—Confidential Variables
 Variables that the intruder might know about a specific target, but 

which would be very unlikely to be known in general (Hosp. Adm. 
Date, Diagnoses, etc.)
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Conceptualizing Data Intrusion

A reasonable assessment of statistical disclosure 
risks should include:
— Formulating a comprehensive set of Data Intrusion 

Scenarios
— Estimating (conservatively) the “costs and 

availability” of the required data intrusion resources
— Conducting Statistical Disclosure Risk Analyses
— Calculating the risk of disclosure given the associated 

costs, etc.
— Providing a well-reasoned, clear and probablistically

coherent justification for the case that the risk of 
identification is “very small” (under HIPAA Expert 
Determination.
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 Specific-Target (aka “Nosy Neighbor”) Attacks (Have 
specific target individuals in mind: acquaintances or 
celebrities)

 Marketing Attacks (Want as many re-identifications as 
possible in order to market to these individuals, may 
tolerate a high proportion of incorrect re-
identifications, but this can come at the risk of being 
caught re-identifying)

 Demonstration Attacks (Want to demonstrate re-
identification is possible to discredit the practice or to 
harm the data holder; Doesn’t matter who is re-
identified so unverified re-identifications may also 
achieve intended goals)    

Three Main Data Intrusion Scenarios:
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Motivation: To acquire specific information vs. 
Discredit/Harm de-identification policies or data holders

Resources/Data Access: Statistical Skills; 
Knowledge/Data Access and Data Sources (Matters of 
Public Record, Commercially Available Data, Personal 
Knowledge); Computing Skills & Resources; Impediments 
provided by Computer Security and Governance/Legal 
controls.

Attack Methods: Primary Intrusion Scenarios (Specific 
Target, Marketing, Demonstration), Deterministic vs. 
Probabilistic matching, Multi-stage Linkage attacks with 
or without verifications steps. 

Data Intrusion Details:
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Quasi-identifier Properties and Sets
— Key Resolution
— Skewness
—Associations between Quasi-identifiers & “Special Unique” 

Interactions for Combinations of Quasi-identifiers 

Data Divergence Issues
—Missing Data Rates
 The “Myth of the Perfect Population Register”

—Time Dynamic Variables
—Measurement and Coding Variations and Errors 

Data Intrusion Details:



Importance of “Data Divergence”

Probabilistic record linkage has some capacity deal with 
errors and inconsistencies in the linking data between the 
sample and the population caused by “data divergence”: 
—Time dynamics in the variables (e.g. changing Zip 

Codes when individuals move, Change in Martial Status, 
Income Levels, etc.), 

—Missing and Incomplete data and
—Keystroke or other coding errors in either dataset,

But the links created by probabilistic record linkage are 
subject to uncertainty. The data intruder is never really 
certain that the correct persons have been re-identified.
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Probability of: 
—Success (Not only information from verifiable re-

identifications or economic gains, but also success in 
terms of desired policy or organizational harm goals)

—Consequences for Re-identification Attempts (Legal 
and/or Economic Ramifications for Re-identification 
Attempts)

Alternatives for Goal Achievement
—Are there preferable alternatives for data intruder’s goal 

achievement that have more cost-effective economic 
incentives or avoid negative consequences of re-
identification attempts? 

Data Intrusion Details:



Latin Hypercube Sampling 
in Uncertainty Analyses 
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Latin Hypercube Sampling

Use of
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Latin Hypergrid Sampling
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• Non-parametric multivariate methods such as 
Partial Rank Correlation Coefficients (PRCC) can 
examine the relationships of the input parameters 
and the outcome variables produced in the 
simulations.

• Identify input parameters with large effects.
• Clarify the implications that uncertainties have 
for policy recommendations. 
• Identify future research that will be critical for 
making robust policy decisions.

Sensitivity Analyses



Comprehensive, Multi-sector Legislative 
Prohibitions Against Data Re-identification
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Robert Gellman, 2010 
https://fpf.org/wp-content/uploads/2010/07/The_Deidentification_Dilemma.pdf

We also need…
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Full Heritage Prize Data Elements
A. Members Table: 

1. MemberID (a unique member ID)
2. AgeAtFirstClaim (member's age when first claim was made in the Data Set period)
3. Sex

B. Claims Table: 
1. MemberID
2. ProviderID (the ID of the doctor or specialist providing the service)
3. Vendor (the company that issues the bill)
4. PCP (member's primary care physician)
5. Year (the year of the claim, Y1, Y2, Y3)
6. Specialty
7. PlaceSvc (place where the member was treated)
8. PayDelay (the delay between the claim and the day the claim was paid for)
9. LengthOfStay
10. DSFS (days since first service that year)
11. PrimaryConditionGroup (a generalization of the primary diagnosis codes)
12. CharlsonIndex (a generalization of the diagnosis codes in the form of a categorized comorbidity 
score)
13. ProcedureGroup (a generalization of the CPT code or treatment code)
14. SupLOS (a flag that indicates if LengthOfStay is null because it has been suppressed)

C. Labs Table, contains certain details of lab tests provided to members.
D. RX Table, contains certain details of prescriptions filled by members.
E. DaysInHospital Tables, contains the number of days of hospitalization for each eligible member during 

Y2 and Y3 and includes: 
1. MemberID
2. ClaimsTruncated (a flag for members who have had claims suppressed. If the flag is 1 for member xxx in 
DaysInHospital_Y2, some claims for member xxx will have been suppressed in Y1).
3. DaysInHospital (the number of days in hospital Y2 or Y3, as applicable).
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2014 PCAST “Big Data Privacy” Report

Quite ironically, PCAST’s cited example for de-identification’s supposed “failure” 
used a dataset where a sizable proportion of individuals had their names included 
within the data that was reported to have been “re-identified”, this clearly wasn’t 
de-identified in any credible standard (e.g., HIPAA de-identification standards). 
https://blogs.law.harvard.edu/infolaw/2013/05/01/reporting-fail-the-reidentification-of-personal-genome-project-participants/comment-page-1/
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“Personal Genome Project” Attack

103 (18%) of 
the persons in 
study had 
their names 
embedded 
within their 
data files. 
These 
“anonyomous” 
names were 
used to help 
re-identify.
Without 
names only 
28% could be 
re-identified 
by Zip5,Sex & 
DoB.  
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WA State Hospital 
Discharge Attack
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(83%) 
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Can Be 

Guessed
(~17%) 

Surname
Guess

Incorrect
(~29%) 

Surname
Guess
Correct
(~71%) 

N ≈ 6,000N ≈ 8,500

Y-STR Attack
False Positive Rate    

= FP / (FP +TP) 
=29.4%

N ≈ 2,500

Surname Guess
Could Serve
as a (Faulty)

Quasi-identifier
(e.g., 

w/ YoB & State)    

But Will Produce
Substantive

Re-identification
Errors

Question 1: Is Y-STR Attack Economically Viable?
Probably not -- unclear whether it eventually could be.

Question 2: Is “De-identification” pointless?
No, removing State, Grouping YoB would help importantly.

High False Positive Rate Limits Use

Re-ID isn’t
achieved by 
Surname 
Guess.

So what’s 
the

Threat 
Model?
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Given the inherent extremely large combinatorics of genomic 
data nested within inheritance networks which determine 
how genomic traits (and surnames) are shared with our 
ancestors/descendants, the degree to which such information 
could be meaningfully “de-identified” are non-trivial.

http://blogs.law.harvard.edu/billofhealth/2013/05/22/re-identification-is-not-the-problem-the-delusion-of-de-identification-is-re-identification-symposium/


• http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policy-
considerations-for-recent-re-identification-demonstration-attacks-on-
genomic-data-sets-part-1-re-identification-symposium/

• https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-
reporting-considerations-for-recent-re-identification-demonstration-
attacks-part-2-re-identification-symposium/

• http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethical-
concerns-conduct-and-public-policy-for-re-identification-and-de-
identification-practice-part-3-re-identification-symposium/

Online Symposium on the Law, Ethics & Science of 
Re-identification Demonstrations

http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policy-considerations-for-recent-re-identification-demonstration-attacks-on-genomic-data-sets-part-1-re-identification-symposium/
https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-reporting-considerations-for-recent-re-identification-demonstration-attacks-part-2-re-identification-symposium/
http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethical-concerns-conduct-and-public-policy-for-re-identification-and-de-identification-practice-part-3-re-identification-symposium/
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Cell Data Uniqueness

Sample Unique ≠ Re-identifiable
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NYC Taxi Data Attack

Unsalted Crypto-Hash
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NYC Taxi Data Attack
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January 2015
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Credit Card 
Data Uniqueness



Sample Unique ≠ Re-identifiable
1.1 Million = small sample fraction 

Barth-Jones, et.al.
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