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Why Privacy Science Must Become A “Systems Science”

Paul Ohm described a dystopic vision that all information is effectively
PIl and that the failure of perfect de-identification would lead us
through cycles of accretive re-identification toward a universal
“database of ruin”.

This misconception ignores the underlying mathematical realities which
Indicate that when modern statistical disclosure limitation (SDL)
methods can be used to effectively de-identify data, we will have
resulting increases in “false positive” re-identifications.

Such false positive linkages will practically prevent the ability of such
systemic “crystallization” of iteratively linked de-identified data into
accurate dossiers for the very vast majority of the population.

Because of this de-identification, although imperfectly protective, is
critical for reaching reasonable solutions which can continue to offer
pragmatic and sustainable data obscurity in the evolving era of big
data.



Why Privacy Science Must Become A “Systems Science”

» Modern SDL-based de-identification essential protections for
preventing mass re-identification at scale and positions advocating for
wholesale abandonment of de-identification due to less-than-perfect
efficacy discard one of data privacy’s most effective tools for an
Idealistic hope of perfect privacy protections makes “perfect the
enemy of the good”.

= Systems perspective using uncertainty analyses can help to apply
consistent and rigorous probabilistic methods accounting for our
uncertainty about the efficacy of various technical, administrative and
legal protections at different stages in data intrusion scenarios to
demonstrate that combining these methods can lead to useful
assurance that (admittedly less than perfect) de-identification can still
provide useful protections without resorting to only worst case
scenarios about data intruder’s knowledge.
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BROKEN PROMISES OF PRIVACY: RESPONDING
TO THE SURPRISING FAILURE OF ANONYMIZATION

Paul Ohm*

Computer scientists have recently undermined our faith in the privacy-
protecting power of anonymization, the name for techniques that protect the
privacy of individuals in large databases by deleting information like names and
social security numbers. These scientists have demonstrated that they can often
“reidentify” or “deanonymize” individuals hidden in anonymized data with
astonishing ease. By understanding this research, we realize we have made a
mistake, labored beneath a fundamental misunderstanding, which has assured us
much less privacy than we have assumed. This mistake pervades nearly every
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No silver bullet: De-identification still doesn't work

Arvind Narayanan Edward W. Felten
arvindn@cs.princeton.edu felten@cs.princeton.edu

July 9, 2014

Paul Ohm’s 2009 article “Broken Promises of Privacy” spurred a debate in legal and policy cir-
cles on the appropriate response to computer science research on re-identification.* In this de-
bate, the empirical research has often been misunderstood or misrepresented. A new report by
Ann Cavoukian and Daniel Castro is full of such inaccuracies, despite its claims of “setting the
record straight.”

We point out eight of our most serious points of disagreement with Cavoukian and Castro. The
thrust of our arguments is that (i) there is no evidence that de-identification works either in the-
ory or in practice3 and (ii) attempts to quantify its efficacy are unscientific and promote a false
sense of security by assuming unrealistic, artificially constrained models of what an adversary
might do.

3 At the risk of being ped’llltl(' Miéﬁ'i}i'ré'"s'éiji'ﬂ'i'éi't"'Hé"'iﬂéﬂﬁﬁﬁé{ﬁﬁﬁ'"c'l'é'é'éﬁ"fﬁﬁfﬁ'ﬁé'ﬁiéﬁﬁ"ﬂiéﬂf "ié'iiuféfféé'—";
tive at resisting adversarial attempts at re-identification.
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Balancing Disclosure Risk/Statistical Accuracy

Balancing disclosure risks and statistical accuracy is
essential because some popular de-identification
methods (e.g. k-anonymity) can unnecessarily, and
often undetectably, degrade the accuracy of de-
identified data for multivariate statistical analyses or
data mining (distorting variance-covariance matrixes,
masking heterogeneous sub-groups which have been
collapsed in generalization protections)

This problem is well-understood by statisticians, but not
as well recognized and integrated within public policy.

Poorly conducted de-identification can lead to “bad
science” and “bad decisions”.

Reference: C. Aggarwal http://www.v1db2005.0rg/program/paper/fri/p901l-aggarwal .pdf



http://www.vldb2005.org/program/paper/fri/p901-aggarwal.pdf

Re-i1dentification Demonstration Attack Summary
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» Publicized attacks are on data without HIPAA/SDL de-identification protection.
 Many attacks targeted especially vulnerable subgroups and did not use sampling to assure

representative results.

* Press reporting often portrays re-identification as broadly achievable, when there isn’t any
reliable evidence supporting this portrayal.




Re-identification Demonstration Attack Summary

= For Ohm’s famous “Broken Promises™ attacks (Weld, AOL,
Netflix) a total of n=4 people were re-identified out of 1.25
million.

= For attacks against HIPAA de-identified data (ONC,
Heritage*), a total of n=2 people were re-identified out of
128 thousand.

= ONC Attack Quasi-identifers: Zip3, YoB, Gender, Marital Status,
Hispanic Ethnicity

» Heritage Attack Quasi-identifiers*: Age, Sex, Days in Hospital,
Physician Specialty, Place of Service, CPT Procedure Codes, Days

Since First Claim, ICD-9 Diagnoses (*not complete list of data available for adversary
attack)

= Both were “adversarial’ attacks.

= For all attacks listed, a total of n=268 were re-identified out
of 327 million opportunities.

Let's get some perspective on this...



Obviously, This slide is BLACK

So clearly, De-identification Doesn't Work.
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No silver bullet: De-identification still doesn't work
Arvind Narayanan Edward W. Felten

2. Computing re-identification probabilities based on proof-of-concept demonstra-
tions is silly.

Turning to the Netflix Prize re-identification study,® Cavoukian and Castro say: “the researchers

re-identified only two out of 480,189 Netflix users, or 0.0004 per cent of users, with confi-
dence.”

This is an unfortunate misrepresentation of the results considering that the Netflix paper explic-
itly warns against this: “Our results should thus be viewed as a proof of concept. They do not

imply anything about the percentage of IMDb users who can be identified in the Netflix Prize
dataset.”

Cavoukian and Castro seem to fundamentally miss the point of proof-of-concept demonstra-
tions. By analogy, if someone made a video showing that a particular car security system could

be hacked, it would be an error to claim that there is nothing to worry about because only one
out of 1,000,000 such cars had been compromi
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Re-identification Demonstration Attack Summary

What can we conclude from the empirical evidence provided
by these 11 highly influential re-identification attacks?

—The proportion of demonstrated re-identifications is extremely
small.

—Which does not imply data re-identification risks are
necessarily very small (especially if the data has not been
subject to Statistical Disclosure Limitation methods).

—But with only 268 re-identifications made out of 327 million
opportunities, Ohm’s “Broken Promises” assertion that
“scientists have demonstrated they can often re-identify with
astonishing ease” seems rather dubious.

—It also seems clear that the state of “re-identification science”,
and the “evidence”, it has provided needs to be dramatically
Improved in order to better support good public policy regarding
data de-identification.

14



Re-identification Science Policy Short-comings:

6 ways Iin which “Re-identification Science” has (thus far)
typically failed to best support sound public policies:

1. Attacking only trivially “straw man” de-identified data,
where modern statistical disclosure control methods
(like HIPAA) weren’t used.

2. Targeting only especially vulnerable subpopulations and
failing to use statistical random samples to provide
policy-makers with representative re-identification risks
for the entire population.

3. Making bad (often worst-case) assumptions and then
failing to provide evidence to justify assumptions.

Corollary: Not designing experiments to show the boundaries
where de-identification finally succeeds.

15



Re-identification Science Policy Short-comings:

6 ways In which “Re-identification Science” has (thus far)
typically failed to support sound public policies (Cont’d):

4. Failing to distinguish between sample unigueness,
population uniqueness and re-identifiability (i.e., the
ability to correctly link population unique observations
to identities).

5. Failing to fully specify relevant threat models (using
data intrusion scenarios that account for all of the
motivations, process steps, and information required to
successfully complete the re-identification attack for
the members of the population).

6. Unrealistic emphasis on absolute “Privacy Guarantees”
and failure to recognize unavoidable trade-offs between
data privacy and statistical accuracy/utility.

16



Quantitative Policy Science

m Conducting systematic quantitative cost-
benefit policy analyses using state-of-the-
art uncertainty and sensitivity analysis
methods (e.g. with Latin-Hypergrid
exploration of uncertain parameters)
allows us to properly deal with the many
Important unknowns which could impact
whether re-identification attempts under
various data intrusion scenarios are likely
be economically viable and realistic.



Quantitative Policy Analyses for
De-1dentification Policy:

m De-identification policy is the subject of considerable
controversy because it must balance important risks and
benefits to individuals and societies and both sides of
this question are subject to important uncertainties and
competing values.

m Essential to recognize that complex social,
psychological, economic and political motivations can
underlie whether re-identification attempts are made.

m Quantitative Policy Analyses have been used for decades
by many government agencies (EPA, Energy Dept.) to
help address challenging policy decisions regarding
difficult risk management questions.

18



Data Intrusion Scenarios:

m Prob(Re-identification) =
Prob(Re-ident| Attempt)*Prob(Attempt)

m Note that Prob(Attempt) & Prob(Reident]Attempt) are
actually not likely to be independent - higher re-
Identification probabilities are likely to increase re-
iIdentification attempts.

m Some very useful frameworks exist for characterizing
Data Intrusion Scenarios:

— Elliot & Dale, 1999, Duncan & Elliot Chapter 2, 2011

m We can frame the Prob(Attempt) in terms of:
Motivation, Resources, Data Access, Attack Methods,
Quasi-identifier Properties and Sets, Data Divergence
Issues, and Probability of Success, Consequences and
Alternatives for Goal Achievement

19



Conceptualizing Data Intrusion

m The information assumed about the Data
Intruder’s state of knowledge and resources Is
called a “Data Intrusion Scenario™.

m\We can’t protect against every possible scenario,
but we can protect against a realistic set of
likely scenarios.

mFor example, It may be reasonable to assume
that there will be multiple data intruders each
possessing different confidential knowledge.

20



Conceptualizing Data Intrusion

m\What iIs the “Data Intruder” trying to do?

—Looking for a specific “Target’ Person(s)?

—On a ““Fishing Exposition” to identify whomever can
be identified - seeking ““demonstration’ cases?

—Seeking to market to re-identified individuals?

21



Classifying Variables

—ldentifying Variables

m Name, SSN, Address etc. (Should already be removed from the
sample data)

—Key (or Quasi-identifier Variables)

m Variables that in combination can identify and are “reasonably
available” in databases along with Identifying variables (e.g., Date of
Birth, Gender, Zip Code)

—Confidential Variables

m Variables that the intruder might know about a specific target, but
which would be very unlikely to be known in general (Hosp. Adm.
Date, Diagnoses, etc.)

22



Conceptualizing Data Intrusion

mA reasonable assessment of statistical disclosure
risks should include:

— Formulating a comprehensive set of Data Intrusion
Scenarios

— Estimating (conservatively) the *“costs and
availability” of the required data intrusion resources

— Conducting Statistical Disclosure Risk Analyses

— Calculating the risk of disclosure given the associated
costs, etc.

— Providing a well-reasoned, clear and probablistically
coherent justification for the case that the risk of
identification is “very small”’ (under HIPAA Expert
Determination.

23



Three Main Data Intrusion Scenarios:

m Specific-Target (aka “Nosy Neighbor’) Attacks (Have
specific target individuals in mind: acquaintances or

celebrities)

m Marketing Attacks (Want as many re-identifications as
possible in order to market to these individuals, may
tolerate a high proportion of incorrect re-
iIdentifications, but this can come at the risk of being

caught re-identifying)

m Demonstration Attacks (Want to demonstrate re-
iIdentification is possible to discredit the practice or to
harm the data holder; Doesn’t matter who is re-
iIdentified so unverified re-identifications may also

achieve intended goals)

24



Data Intrusion Details:

m Motivation: To acquire specific information vs.
Discredit/Harm de-identification policies or data holders

m Resources/Data Access: Statistical Skills;
Knowledge/Data Access and Data Sources (Matters of
Public Record, Commercially Available Data, Personal
Knowledge); Computing Skills & Resources; Impediments
provided by Computer Security and Governance/Legal
controls.

m Attack Methods: Primary Intrusion Scenarios (Specific
Target, Marketing, Demonstration), Deterministic vs.
Probabilistic matching, Multi-stage Linkage attacks with
or without verifications steps.

25



Data Intrusion Details:

m Quasi-identifier Properties and Sets
— Key Resolution
— Skewness

—Associations between Quasi-identifiers & “Special Unique™
Interactions for Combinations of Quasi-identifiers

m Data Divergence Issues

—Missing Data Rates
m The “Myth of the Perfect Population Register”

—Time Dynamic Variables
—Measurement and Coding Variations and Errors

26



Importance of ““Data Divergence”

m Probabilistic record linkage has some capacity deal with
errors and inconsistencies in the linking data between the
sample and the population caused by “data divergence”:

—Time dynamics in the variables (e.g. changing Zip
Codes when individuals move, Change in Martial Status,
Income Levels, etc.),

—Missing and Incomplete data and
—Keystroke or other coding errors in either dataset,
m But the links created by probabilistic record linkage are

subject to uncertainty. The data intruder is never really
certain that the correct persons have been re-identified.

27



Data Intrusion Detalls:

m Probability of:

—Success (Not only information from verifiable re-
Identifications or economic gains, but also success Iin
terms of desired policy or organizational harm goals)

—Consequences for Re-identification Attempts (Legal
and/or Economic Ramifications for Re-identification
Attempts)

m Alternatives for Goal Achievement

—Are there preferable alternatives for data intruder’s goal
achievement that have more cost-effective economic
Incentives or avoid negative consequences of re-
identification attempts?

28



Latin Hypercube Sampling
In Uncertainty Analyses

Parameter A
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Parameter B
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Assures an
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search of
the plausible
parameter
space.



Latin Hypercube Sampling

Use of
Latin Hypercube
Sampling:

Assures that our
search will be
spread evenly
throughout the

plausible
parameter space.



Latin Hypergrid Sampling
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Use of Multiple
Latin Hypercube
Samples (or
Latin Grids):

Assures that our
search will be able
to detect the
effects of
multivariate
Interactions within
the plausible
parameter space.



Uncertainty Analyses
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Sensitivity Analyses

* Non-parametric multivariate methods such as
Partial Rank Correlation Coefficients (PRCC) can
examine the relationships of the input parameters
and the outcome variables produced in the
simulations.

e |dentify input parameters with large effects.

o Clarify the implications that uncertainties have

for policy recommendations.

o |dentify future research that will be critical for

making robust policy decisions.



We also need...

Comprehensive, Multi-sector Legislative
Prohibitions Against Data Re-identification

A BILL

To protect the privacy of potentially identifiable personal information by
establishing accountability for the use and transfer of potentially
identifiable personal information. [Version 4 4]

SECTION 1. SHORT TITLE.

This Act may be cited as the “Personal Data Deidentification Act™.

SEC. 2. DEFINITIONS.
As used 1n this Act:

(1) DATA AGREEMENT —The term “data agreement” means a
contract, memorandum of understanding, data use agreement. or similar
agreement between a discloser and a recipient relating to the use of
personal information.

(2) DATA AGREEMENT SUBJECT TO THIS ACT —The term “data

Robert Gellman, 2010
https://fpf.org/wp-content/uploads/2010/07/The Deidentification Dilemma.pdf
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Full Heritage Prize Data Elements

A.
1
2
3

B.

9

PN ®WN e

Members Table:

. MemberID (a unique member ID)

. AgeAtFirstClaim (member's age when first claim was made in the Data Set period)
. Sex

Claims Table:

MemberID

ProviderID (the ID of the doctor or specialist providing the service)

Vendor (the company that issues the bill)

PCP (member's primary care physician)

Year (the year of the claim, Y1, Y2, Y3)

Specialty

PlaceSvc (place where the member was treated)

PayDelay (the delay between the claim and the day the claim was paid for)
LengthOfStay

10. DSFS (days since first service that year)

11. PrimaryConditionGroup (a generalization of the primary diagnosis codes)

12. Charlsonindex (a generalization of the diagnosis codes in the form of a categorized comorbidity
score)

13. ProcedureGroup (a generalization of the CPT code or treatment code)

14. SupLOS (a flag that indicates if LengthOfStay is null because it has been suppressed)

C.
D.
E.

Labs Table, contains certain details of lab tests provided to members.

RX Table, contains certain details of prescriptions filled by members.

DaysInHospital Tables, contains the number of days of hospitalization for each eligible member during
Y2 and Y3 and includes:

1. MemberID

2. ClaimsTruncated (a flag for members who have had claims suppressed. If the flag is 1 for member xxx in
DaysInHospital Y2, some claims for member xxx will have been suppressed in Y1).

3. DaysInHospital (the number of days in hospital Y2 or Y3, as applicable).
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White House Takes Aim at 'Big Data’ Discrimination

Report Recommends Maore Privacy Laws

By ELIZABETH DWOSKIN SR
May 1, 2014 2:39 p.m. ET

The Obama administration Thursday called for new protections against the use of "big

data" technologies in ways that could impinge on civil liberties or lead to discrimination.

Ameong other things, a report authored by senior White House counszelor John Podesta
called for broader legal protection for email and other digital content, a consumer-

privacy "bill of rights," and additional scrutiny by federal agencies of data tools that could
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2014 PCAST ““Big Data Privacy” Report

4.4.1 Anonymization or de-identification

Long used in health-care research and other research areas involving human subjects, anonymization (also
termed de-identification) applies when the data, standing alone and without an association to a specific person,
do not violate privacy norms. For example, you may not mind if your medical record is used in research as long
as you are identified only as Patient X and your actual name and patient identifier are stripped from that record.

Anonymization of a data record might seem easy to implement. Unfortunately, it is increasingly easy to defeat
anonymization by the very techniques that are being developed for many legitimate applications of big data. In
general, as the size and diversity ot available data grows, the likelihood of being able to re-identity individuals
(that is, re-associate their records with their names) grows substantially.*!*

One compelling example comes from Sweengy, Abu, and Winn."™® They showed in a recent paper that, by fusing
public, Personal Genome Project profiles containing zip code, birthdate, and gender with public voter rolls, and
mining for names hidden in attached documents, 84-97 percent of the profiles for which names were provided
were correctly identified.

Anonymization remains somewhat useful as an added safeguard, but it is not robust against near-term future re-
identification methods. PCAST does not see it as being a useful basis for policy. Unfortunately, anonymization is
already rooted in the law, sometimes giving a false expectation of privacy where data lacking certain identifiers
are deemed not to be personally identifiable information and therefore not covered by such laws as the Family
Educational Rights and Privacy Act (FERPA).

Quite ironically, PCAST's cited example for de-identification’'s supposed “failure”
used a dataset where a sizable proportion of individuals had their names included
within the data that was reported to have been "re-identified”, this clearly wasn't
de-identified in any credible standard (e.g., HIPAA de-idenftification standards).

https://blogs.law.harvard.edu/infolaw/2013/05/01/reporting-fai l—The—r‘eidenﬁficaTion-of—perSOnal—genome—pr‘ojec‘r—par‘ricipanTs/commen‘r—pagé’—QI/



Forbes- Ywres  MostPopular

H Adam Tanner, Contributar

I write about the business of personal data.

9 + Follow (120 R

103 (18%) of 'Used Zip5, Sex, DoB

the persons in !
S"'Udy h(ld TECH | 4/25/2012 @ | & embedded Names

Th . S20513 (@ 3447PM | 13,065 views :
tnbeaded . Harvard Professor Re-Identifies
within their

o see” - Anonymous Volunteers In DNA

-
kb

These Study “Personal Genome Project” Attack
“anonyomous”
names were E E & 4 5 comments, 5 called-out + Comment Mow  + Follow Comments

used to help

re-identi fY . A Harvard professor has re-identified the

names of more than 40% of a sample of

Without anonymous participants in a high-profile
names only DNA study, highlighting the dangers that

28% could be ever greater amounts of personal data
. . po available in the Internet era could unravel
re-identified

) personal secrets.
by Zip5,Sex &
DoB. From the onset, the Personal Genome

T%Ennliatl set up by Harvard Medical School

43



BI DO m be r Our Company | Professlonal | Anywners

NEWS OPINION

Hospitals in the U i
.3, pledge 1o keep a patient’s health background confidential. Yet stat
: slates

Frustrsted Reputid TTom Washinglon to M
Frustaled Reputi ew York are putling privacy at rizk b [
v =elling records that can b
e used

g = to link a ‘g ] [
e person's identity to medical condifions using public information

Consider Ray Boylston, who wenl into diabetic shock while
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riding his motoroycle in rural Washington in 2011, He
careenad off the road and was thrown inta the woods, an
accident that was covered only briefly. in the local
newspaper. Boylzton dizciosed his medical conditicn and
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< don't really feel that the public has a right to read up on my
medical history.” said Boylston, who iz 62 and a veteran. g
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China, Twitter

Security congems have been heightened recently by the breach of the Associated Press
Twitter Inc. account, which rezulted in a temporary stock-market decline, U.5. accusations

that the Chinese militi\f iz engaged in a cyber espionage campaign and attacks on financial
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Identifying Personal Genomes by
Surname Inference

Melissa Gymrek,“%** Amy L. McGuire,” David Golan,® Eran Halperin,”®? Yaniv Erlich*

Sharing sequencing data sets without identifiers has become a common practice in genomics.
Here, we report that surnames can be recovered from personal genomes by profiling short tande
repeats on the Y chromosome (Y-STRs) and querying recreational genetic genealogy databases.

We show that a combination of a surname with other types of metadata, such as age and state,
Saamigantie of the target. A key feature of this technique is that it entirely i
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Question 1: Is Y-STR Attack Economically Viable?

Probably not -- unclear whether it eventually could be.
Question 2: Is “De-identification” pointless?

No, removing State, Grouping YoB would help importantly.

Starting 50% Re-ID isn't

100,000 achieved by
90,000 Surname
000 Guess.
70,000 So WhGT'S
60,000 the

Threat

50,000

Model?

40,000

30,000

-

20,000

10,000

-
SN

~

N=8,500 ““N=2,500 N=6,000,'
N

7/’
~ ’
Sso 7 46
N mm—-——



Given the inherent extremely large combinatorics of genomic
data nested within inheritance networks which determine
how genomic traits (and surnames) are shared with our
ancestors/descendants, the degree to which such information
could be meaningfully “de-identified” are non-trivial.

COMBINATORICS OF
GENOME REARRANGEMENTS
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http://blogs.law.harvard.edu/billofhealth/2013/05/22/re-identification-is-not-the-problem-the-delusion-of-de-identification-is-re-identification-symposium/

Bill of Health

Examining the intersection of law and health care, biotech & bioethics
A blog by the Petrie-Flom Center and friends

Online Symposium on the Law, Ethics & Science of
Re-1dentification Demonstrations

 http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policy-
considerations-for-recent-re-identification-demonstration-attacks-on-
genomic-data-sets-part-1-re-identification-symposium/

e https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-
reporting-considerations-for-recent-re-identification-demonstration-
attacks-part-2-re-identification-symposium/

 http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethical-
concerns-conduct-and-public-policy-for-re-identification-and-de-
identification-practice-part-3-re-identification-symposium/
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https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-reporting-considerations-for-recent-re-identification-demonstration-attacks-part-2-re-identification-symposium/
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We study fifteen months of human mobility data for one and a half million individuals and find that human
mobility traces are highly unique. In fact, in a dataset where the location of an individual is specified hourly,

and with a spatial resolution equal to that given by the carrier’s antennas, four spatio-temporal points are
enough to uniguely identify 95% of the individuals. We coarsen the data spatially and temporally to tind a

formula for the unigueness of human mobility traces given their resolution and the available outside
information. This formula shows that the uniqueness of mobility traces decays approximately as the 1/10
power of their resolution. Hence, even coarse datasets provide little anonymity. These findings represent
fundamental constraints to an individual’s privacy and have important implications for the design of
frameworks and institutions dedicated to protect the privacy of individuals.
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Riding with the Stars: Passenger Privacy in the NYC Taxicab Dataset

= SEPTEMBER 15, 2014 BY ATOCKAR 35 COMMENTS .
o NYC Taxi Data Attack
Violating Privacy

Let's consider some of the different ways in which this dataset can be exploited. If I knew an acquaintance or colleague had been in New York
lastyear, I could combine known information about their whereabouts to try and track their movements for my own personal advantage.
Maybe they filed a false expense report? How much did they tip? Did they go somewhere naughty? This can be extended to people I don't know
—a savvy paparazzo could track celebrities in this way, for example,

There are other ways to go about this too. Simply focusing the search on an embarrassing night spot, for example, opens the door to all kinds of
information about its customers, such as name, address, marital status, etc. Don't believe me? Keep reading.
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The Antidote for “Anecdata”: A Little Science Can
Separate Data Privacy Facts from Folklore

Guest post by Daniel Barth-Jones NYC Taxi Data A'H'OCk

For anyone whao follows the increasingly critical topic of data privacy
closely, it would have been impossible to miss the remarkahble chain
reaction that followed the New York TLC's (Taxi and Limousine
Commission) recent release of data on more than 173 million taxi rides in
response toa FOIL (Freedom of Information Law ) request by Urbanist and
self-described “Data Junkie™ Chris Whong. Hwasn'tlong at all after the
data went public that the sharp eyes and keen wit of software engineer

Vijay Fandurangan detected that taxi drivers’ license numbers and taxi
nlate (or medallion} numbers hadn't been anonymized properiyand could
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Credit Card

IDENTITY AND PRIVACY

Data Uniqueness = =

Unique in the shopping mall: S50 ey

On the reidentifiability of
credit card metadata
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DT”EHEIEJ-}F{H - Is De-Identification Dead Again?
Science!

Alaras LETTERS - journal Science published a study called "Linique o
ASSBSSng dﬁ‘fﬂ “ﬁelrt[‘l:if f?:lﬁ_t::e.jjﬁ the Reidentifiability of Credit Card Metadata™ by

HEE : at
Alexandre de Montjoye et al. The aricle has reinvigorated claims ’[ITl
EE_ .:.' . - . - E arE m-l_
identified research data can be reidentified easily. These EIEIIrTIr. i
i i new round of
J, but their recitation in a vaunted science journal led o a |

L ] L]
intrusion threats
[%{'Th-:l' ones, et.al.

Y-A. DE ONTEJOYE et al’s Report “Unique
in the shopping mall: On the reidentifi-
ability of credit card data” (special section
on The End of Privacy, 30 January, p. 536)
led to a widespread media sensation pro-
claiming that reidentification is easy with
only a few pieces of credit card data (1-3).
Although we agree with de Montejoye et
al. that data disclosure practices must be
responsibly balanced with data privacy and
utility, we are concerned that the study’s
findings reflect unrealistic data intrusion
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inic in the popular press.
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