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providers to understand the nature of the service
through which its downstream customers may
deploy the software. That upstream third-party
could be independently liable for COPPA
violations if it has actual knowledge that it is
collecting information on or through a childdirected online service, including a toy.

In contrast, if a general purpose home device is
directed to children, the device will fall under the
umbrella of COPPA requirements. For example,
the Smarty by Siliconic Home, Inc. (currently in
development) is a child-facing home assistant
designed to control lights, answer questions
through a voice interface, and help with
homework. This kind of device, described by the
company's co-founder as an "Amazon Echo for
kids," would most likely be considered "directed
to" children under COPPA. 55

Uncertainty may exist where a child-directed
connected toy platform, such as EVS Empire, or
Brixo Blocks (in development), 54 allows third-party
applications to connect to the toy. In other
contexts, general audience platforms such as the
Apple App Store are not considered to be
covered by COPPA, but a platform that is directed
towards children may be treated differently.

Another way for a general audience website or
service to fall under COPPA is for it to obtain
actual knowledge that it is collecting data from
children. This could include, for example, asking
for a date of birth on the site's registration page,
or asking "age identifying" questions like "What
grade are you in?". 56 Most connected home
devices do not obtain this knowledge, and would
have to take extra privacy-intrusive measures to
distinguish children from adults.

General Home Devices Are Not
Typically "Directed to Children"
Within the Meaning of COPPA
The market for connected smart home devices is
growing rapidly, but most general purpose home
devices are not - and should not be - covered by
COPPA. The federal children's privacy law applies
only to online services that either directly target
children or have actual knowledge that children
are providing data through the device.

For example, a general audience device that
utilizes speech recognition to interact with users
may, at times, interact with children. However,
these devices are typically engaged in speech
recognition (speech to text) but not voice
recognition (biometric identification). 57 As a result,
they are unable to reliably distinguish age by
voice with any accuracy in order to treat data from
children differently than data from adults. With
advancements in voice recognition technology, it
may one day soon become possible to make such
distinctions, and treat the data from children
differently.

For good reasons, COPPA was not designed to
apply to general audience online services, such
as search engines or news websites, even though
many children may indeed visit these websites
and even provide personal information through
them. As designed, COPPA requirements-for
example, enhanced parental consent-are
usually considered too burdensome to be applied
to all the users of general audience services.
Instead, these restrictions are considered
appropriate for those operators who target
children or have actual knowledge that they are
collecting data from children. In part, this is
because COPPA places heightened restrictions
on the user, requiring users to undergo extra
steps to provide verifiable consent before being
able to access the service. In other words, it does
not make sense for either operators or all users of
a general market device to be burdened with the
extra requirements of COPPA because of the
possibility that a child might use that device.
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primarily voice-enabled, it can provide a basic
form of notice upon hearing voice commands
related to privacy, as is now done by the Hello
Barbie. If a connected toy is primarily controlled
through an app, it will be important to make the
privacy notice prominent and easily readable
within the app.

meaningful choices without being overwhelming,
and easily understandable.
A good first step for obtaining meaningful consent
is to alert parents at the point of sale that their
consent will be needed (discussed above). After
a parent has purchased a toy, especially if there
is a child who is asking for the toy, they are much
less likely to withhold their consent to its data
practices.

These kinds of notices, which will remain flexible
and adapt over time, will help ensure that the
physical toy itself is intuitive, and will not surprise
parents with unexpected data collection.

Currently, all connected toys reviewed in this
paper have an associated app or online interface
in which parents can give consent to data
collection. Thus, the design of the associated
mobile apps will be critical. Although mobile
operating systems may not currently require it,
providers of connected toys should post
prominent privacy notices in the App Stores, as
well as within the app itself and any other platform
that the parent might be expected to access.

Flexible and creative forms of notice will also help
providers address the question on many parents'
minds: what if my child 's friend brings over a
connected toy? Although, as we explain in Part 11,
obtaining consent from other parents is most
likely not desirable or feasible (given the privacyintrusive methods that would be needed to
distinguish between children), toy providers may
nonetheless be well-served to consider how
outside observers may react to a connected toy.
From this perspective, there is an increasing utility
for built-in visual, audio, or haptic cues.

Consent mechanisms within the app or online
account should be usable. In order for parents to
meaningfully have control over the sharing and
uses of their child 's information, companies
should put serious thought into the user interface
and granularity of consent options. It is important
to ensure that they are intuitive enough that
parents have control, but not so complex that they
risk being overwhelming .

Companies should also be conscious of the wide
range of users, including children or parents with
disabilities who may benefit from adaptable forms
of notice and controls. Implementing user
education and clear settings is one step in
ensuring that users are fully aware of when data
is flowing between a physical toy and a computer
server.

Increasingly, operating systems are requinng
more granular and nuanced controls. Apple's iOS
10, for example, requires that apps request
permission for sensitive categories of data within
the app itself ("just-in-time" consent), rather than
permitting the user to provide blanket consent to
all app permissions upon download.

Choice: Parents Should Be Able to
Consent in Meaningful Ways to Data
Collection and Use
Federal law, as explored above, requires that a
provider obtain verifiable parental consent for the
collection, use, or disclosure of any personal
information collected from children (with narrow
exceptions, see Part II).

Security: Safeguarding Data Helps
Mitigate Risks of Unauthorized
Disclosure
Providers of connected toys, especially those that
collect personal information, have a responsibility
to safeguard that information. Leading toy
companies recognize the need to implement
strong security measures, especially as the FTC
can
bring
enforcement
actions
against
companies with inadequate security practices
(with heavy monetary penalties, see Part II above).

However, beyond adhering only to COPPA's
requirements, toy providers would be well-served
to invest in thought and smart design to make
parents feel comfortable with their options for
data collection and use. Options should be
customizable, granular enough to provide
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available at https://w w w.qpo.gov/fdsys/ pkq/ST ATUTE-110/ pdf/ST ATUTE-110-Pq1936.pdf.
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1

For toys with an accompanying Android app, we enumerate the permissions listed in the Google Play
App Store. The specific language is taken from the list of permissions prompted upon installation, or, if
unavailable, from the description provided in the “Permission details” section of the app’s landing page.
This appendix does not include iOS request permissions because Apple recommends iOS developers to
only request permissions when the “app clearly needs it,” such as requesting a location permission only
when a user activates a location feature within the app. Therefore, we would need to access each app
and every single one of its functions before being able to conclusively state every permission each app
requests. See Apple, “iOS Human Interface Guidelines: Requesting Permission” (last accessed Nov. 23,
2016), https://developer.apple.com/ios/human-interface-guidelines/interaction/requestingpermission/.
2

We identify where users can locate a connected toys’ privacy policy if it was available and easily accessible to us.
If we do not list an accompanying privacy policy with a connected toy it may be because the toy is not legally
required to have one, because the toy’s company may have a privacy policy in a contract with a user such as in
cases where a toy is explicitly used in special settings (e.g. in a hospital), or for other reasons.
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The privacy policy is accessible on the app through
the settings button.
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12. Huggable by MIT's Media Lab
Description: Huggable is a stuffed bear robot. Currently, it is
being used by hospital specialists to communicate with patients
and collect data. All children who interact with the toy wear a
bracelet, called a Q sensor, to measure physiological changes. It
pairs with a computer used by hospital specialists. The Q sensor
bracelet also pairs with a computer via Bluetooth.
Credit: Gizmodo

Categories: Connected.

lnterface(s): Website browser, stale panorama of the camera, wearables that can control the bear's
movement, and remote controller

13. lmaginarium Metro Line Train Table by Toys "R "
Us, Inc.
Description: lmaginarium Metro Line Train Table is a physical
table with accessories that children can physically control
and alter.
Categories: Non-connected.
Credit: Toys "R" Us, Inc.

14. Kidizoom Smartwatch DX by VTech Holdings Ltd
Description: Kidizoom is a smart watch that has preinstalled games, activities,
camera, recorder, touch screen, calculator, calendar, an alarm, and a motion
sensor. It does not connect to the internet or to any devices, though it can
connect to another device using a cable in order for the user to transfer media
from the watch onto another device.
Categories: Non-connected; Smart.
Credit: Amazon
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See note 1.
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via Wi-Fi or Bluetooth, also
allows users to control the games and activities.
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See note 1.
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