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Current Situation

* De-identification is a complex job
»Reserved to a small community of technical experts

e Data-centric risk-based approach
»Dependent on the data content

* Industry and dataset specific
» Difficult to provide general practical guidance



Proposed Approach

* |[dentify content-independent factors
» Assess potential risk based on these factors only

* Define the required de-identified data “usefulness” (i.e.
fitness to purpose, a.k.a., utility)
»Narrow the choice of relevant de-identification techniques

* Use the outputs from above to perform data-centric risk
assessment to refine the initial results
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Dimension I:
Data Usefulness = De-identification Technigues*

Microdata & Statistics 12 |Implementing DP local model
L. 11 |Implementing DP server model
Statistics .
10 |Generating aggregated data
9 |Creating synthetic data
o Implementing K-anonymity model for quasi-
identifiers
5 |Randomization of selective quasi-identifiers
6 |Generalization of selective quasi-identifiers
. Masking of outliers and selective quasi-
5
Mlcrodata identifiers
4 |Masking of identifiers
3 |Pseudonymization
*The terminology used here is based on , Pseudonymization with controlled re-
ISO/IEC 20889 identification
http://www.iso.org/iso/catalogue detail.ht 1 |None

m?csnumber=69373



http://www.iso.org/iso/catalogue_detail.htm?csnumber=69373

Dimension |: More Detailed Example
Data Usefulness = De-identification Techniques

Z;l;ttl;::‘;:::s I;:;I:;l;mess of Statistics Microdata
Yes No Yes Yes 12 |Implementing DP local model
Yes NA Yes No 11 |Implementing DP server model
Yes NA Yes No 10 |Generating aggregated data
Depends No No Yes 9 |[Creating synthetic data
Depends Depends No Yes 8 |Implementing K-anonymity model for quasi-identifiers
Depends No No Yes 5 |Randomization of selective quasi-identifiers
Depends Yes No Yes 6 |Generalization of selective quasi-identifiers
No Yes No Yes 5 |Masking of outliers and selective quasi-identifiers
Yes Yes No Yes 4 [Masking of identifiers
Yes Yes No Yes 3 [Pseudonymization
Yes Yes No Yes 2 |Pseudonymization with controlled re-identification
Yes Yes No Yes 1 [None




Dimension |l:

Sharing Scenarios > Protection Measures (e.g., TOMs)

- Je)u SOURCE
Persons *‘ﬁu

Controller/ USER  SOURCE
Processor I

Analyst @

USER

Raw data is collected from individuals

De-identified data is collected from individuals

Data is published to the general public

Public access is provided to data

Data is published under SLA or contract

Access to data is provided under SLA or
contract

Data is published within a legal entity

Access to data is provided within a legal entity

Data is restricted to an atomic legal entity




Raw data is collected from

individuals “Data State” Risk Assessment
De-identified data is collected
from individuals FFS FOI’ Futu re StUdy

Data is published to the general
public NA Not Applicable

Public access is provided to data

Data is published under SLA or
contract

Inappropriate

Access to data is provided under R Ri
|
SLA or contract Sky

Data is published within a legal

entity ) Optimal
Access to data is provided within

3 legal entity . Conservative
Data is restricted to an atomic

legal entity
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Raw data is collected from
individuals

De-identified data is collected
from individuals

Data is published to the general
public

Public access is provided to data

Data is published under SLA or
contract

Access to data is provided under
SLA or contract

Data is published within a legal
entity

Access to data is provided within
a legal entity

Data is restricted to an atomic
legal entity

Sharing scenarios

De-identification
techniques
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Applicability of This Proposal

* Rule Makers
* Allows to establish data-independent guidelines for data de-identification

* Industries
* Allows to establish industry-specific guidelines by adding dimension(s) as
needed (e.g., per industry or per data content)
* Organizations

* Facilitates non-technical due diligence ahead of the de-identification process
design

* Helps transparency with individuals, users, customers, and regulators by
providing a “check-list” showing the data state



THANK YOU!

Questions?



