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Federal Information Security
Management Act (FISMA)



FISMA

* Passed in 2002 as Title Il of the E-Government Act
* Mandates information security practices for agency systems

* Grants systems that comply with FISMA an ATO (Authority to
Operate)



FISMA

NIST Risk Management Framework

Select/Implement/Assess

Categorize Authorize System

Continuous Monitoring
Controls




FISMA

* FIPS 199: Standards for Security Categorization of
Federal Information
« Security Dimensions
« Confidentiality
* Integrity
 Availability

* Impact
* Low, Medium, High



FISMA

* FIPS 200: Minimum security requirements for federal systems
« 17 categories of security controls

* NIST 800-53: Security and Privacy Controls for Federal
Systems
« System Security Plan (NIST 800-18)



FISMA

NIST 800-53 Families

TABLE 1-1: SECURITY CONTROL CLASSES, FAMILIES, AND IDENTIFIERS

IDENTIFIER FAMILY
AC Accass Control Tachnical
AT Aysarenass and Training Operational
AL Audit and Accountability Technical
CA Securly Assessment and Authonzation Management
CM Gmﬁguralhn Managurnanl Opearational
CP Conlingency Planning Operational
LA Identification and Authantication Tachnical
IR Incident Response Oparational
Bl BMaintenance Cperational
MP Media Protaction Oparational
FE Phiysical and Environmental Protection Operational
PL Planning Managament
Ps Personnel Security Oparational
R& Risk Aszessment Managament
54 Systam and Services Acquisition Managament
sC Systam and Communications Protection Technical
| Systam and Information Integrity Oparational
Pid Program Managemant

Managamml




FISMA

« Continuous Monitoring

 NIST 800-137
Define
Establish
Implement
Analyze and Respond
Review and Update
« Tools and Technologies

* Vulnerability Management
Patch Management
Event and Incident Management
Malware Detection
Asset, License, and Configuration Management
Network Management
Information Management
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Questions?

< www.fpf.org
% facebook.com/futureofprivacy
«» @futureofprivacy
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