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I. Executive Summary 
 
Large data sets are increasingly crucial tools for researchers, policymakers, NGOs, and commercial 

entities. Some large data sets are controlled by government agencies, non-governmental organizations 
or academic institutions, but most are held by the private sector. These data sets include information 
about key areas of societal concern that are highly valuable for academic research – information 
regarding human health, social behavior, economic activity, and more. Most corporate data is typically 
unavailable to academic researchers. While many companies make some data available to researchers 
through formal, publicly available processes, some sharing is also arranged on a tailored, targeted basis 
with trusted academics. A select set of elite institutions appear to benefit most from access to a variety 
of corporate data sources. 

 
More widespread access to corporate data sets would support new scholarship and allow 

researchers to consider questions that cannot fully be answered from publicly available data alone. The 
Future of Privacy Forum (FPF) conducted research and interviews with experts in the academic and 
industry communities to determine: 

● The extent to which leading companies make data available to support published research that 
contributes to public knowledge; 

● Why and how companies share data for academic research; and 

● The risks companies perceive to be associated with such sharing, as well as their strategies for 
mitigating those risks. 

 
FPF’s research and engagement with academic researchers and industry leaders revealed that: 

● A small number of academic researchers have substantial experience with corporate data 
sharing, but many researchers have no or limited access to company data; 

● Academics and companies perceive a pattern of increased sharing in recent years; 

● Internet platforms and services have established some of the most robust programs to share 
data with academics, and select companies in other industries have robust sharing frameworks 
in place; 

● Half of the surveyed corporate/academic data sharing programs began recently – within the 
past five years; 

● Companies typically share data with academics for a variety of reasons. Common goals include 
gleaning insights to support execution of their corporate mission, demonstrating or unlocking 
the value of their data, and – to a lesser extent – advancing broad societal goals; 

● Close to sixty-five percent of companies interviewed have clear processes or programs in place 
to share data with academics. Thirty-five percent solicit proposals, while the remainder share 
through diverse formal and informal models; 

● Companies identify concerns about privacy and re-identification, as well as concerns about 
potentially diminished intellectual property value, as the main risks of corporate/academic data 
sharing; and 

● Companies employ a range of measures – from internal review processes to data use 
agreements and technical safeguards – to mitigate the risks. These measures typically preclude 
access, sharing, or linking of individual-level records. 
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FPF’s interviews support several interesting conclusions and opportunities for future inquiry and 
action: 

● There is an opportunity to enhance the positive public profile of company/academic data 
sharing; 

● There is an opportunity to strengthen the dialogue between researchers and academics; 

● There is an opportunity to help mitigate perceived risks, particularly privacy and re-identification 
risks; 

● There is an opportunity to develop and share tools for public outreach and community 
engagement; 

● There is an opportunity to encourage peer-to-peer knowledge sharing; and 

● There is an opportunity to create a clearinghouse identifying data types desired by academics. 
 

II. Factual Background 
 

Data has become the currency of the modern economy. A recent study projects the global 
volume of data to grow from about 0.8 zettabytes (ZB) in 2009 to more than 35 ZB in 2020,1 most of it 
generated within the last two years and held by the corporate sector.2  

 
As the cost of data collection and storage becomes cheaper and computing power increases, 

so does the value of data to the corporate bottom line. Powerful data science techniques, including 
machine learning and deep learning, make it possible to search, extract and analyze enormous sets of 
data from many sources in order to uncover novel insights and engage in predictive analysis. 
Breakthrough computational techniques allow complex analysis of encrypted data, making it possible 
for researchers to protect individual privacy, while extracting valuable insights.3 

 
At the same time, these newfound data sources4 hold significant promise for advancing 

scholarship and shaping more impactful social policies, supporting evidence-based policymaking and 
more robust government statistics, and shaping more impactful social interventions.5 But because most 
of this data is held by the private sector, it is rarely available for these purposes, posing what many have 
argued is a serious impediment to scientific progress.6 

 
A variety of reasons have been posited for the reluctance of the corporate sector to share data 

for academic research. Some have suggested that the private sector doesn’t realize the value of their 
data for broader social and scientific advancement.7 Others suggest that companies have no “chief 
mission” or public obligation to share.8 But most observers describe the challenge as complex and 
multifaceted. Companies face a variety of commercial, legal, ethical, and reputational risks that serve 
as disincentives to sharing data for academic research, with privacy – particularly the risk of 
reidentification – an intractable concern.9 For companies, striking the right balance between the 
commercial and societal value of their data, the privacy interests of their customers, and the interests 
of academics presents a formidable dilemma. 

 
To be sure, there is evidence that some companies are beginning to share for academic 

research. For example, a number of pharmaceutical companies are now sharing clinical trial data with 
researchers,10 and a number of individual companies have taken steps to make data available as well.11 
What is more, companies are also increasingly providing open or shared data for other important “public 
good” activities, including international development, humanitarian assistance and better public 
decision-making. Some are contributing to data collaboratives that pool data from different sources to 
address societal concerns.12 Yet, it is still not clear whether and to what extent this “new era of data 
openness” will accelerate data sharing for academic research. 
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In this exploratory study, we aim to contribute to the literature by seeking the “ground truth” 
from the corporate sector about the challenges they encounter when they consider making data 
available for academic research. We hope that the impressions and insights gained from this first look 
at the issue will help formulate further research questions, inform the dialogue between key 
stakeholders, and identify constructive next steps and areas for further action and investment. 
 

III. Research Methodology 
 

FPF conducted a literature review and twelve unstructured interviews with individual 
academics and leaders of academic data sharing networks (“researchers”). 

 
Most of the researchers interviewed are grantees of the Alfred P. Sloan Foundation. Several 

others were identified by the principal investigator. Together, the literature review and the interviews 
informed the development of a semi-structured survey instrument to guide the interviews with 
companies. For more specific interview information, see Appendix A.  
 
The survey instrument seeks to answer 5 key questions: 

1. Do companies make data available for academic research? 

2. Why do companies share data for academic research? 

3. How do companies make data available for academic research? 

4. What do companies perceive to be the risks of sharing data for academic research?  

5. How do companies address risks associated with data sharing for academic research? 
 

More than 30 companies were invited to participate; 19 agreed to be interviewed.13 The 
companies represent diverse sectors, including high-tech manufacturing, workforce, education, 
healthcare, financial services, telecom/ISP, real estate/housing, ecommerce, data-related services, 
transportation, consumer genetics testing, and online services. Most are large well-known companies 
that are industry leaders, and in our view are highly representative of their sectors. The final sample 
included an equal number of long-established companies founded before 1990 (some dating back to 
the early twentieth century) and those founded since that time. Companies that were invited but did 
not participate in the survey were, with a few exceptions, older firms established before 1990.14 The 
non-participants included companies in the financial, online services, retail and technology sectors. 

 
We conducted confidential interviews with the companies between March 15 and July 26, 2017. In 

most instances, senior members of the research and privacy teams participated in the interviews; 
most were conducted by phone. We followed up by email to clarify our understanding and ensure 
accuracy.  
 

IV. Scope 
 

In this report, we have focused our inquiry on corporate data sharing for research in instances 
where the shared data is likely to support published research that contributes to public knowledge. 
We have excluded long-term university partnerships that we understand to be intended exclusively to 
develop new products and services, new patents, and new business lines. We know anecdotally that 
some companies have multiple university partnerships, many for sponsored research related to 
robotics, artificial intelligence, advanced networking, IoT and core data science. We understand that 
these partnerships may produce enormous benefits to society, but in the absence of additional 
information about how they are structured, we have excluded them from our analysis. This is an area 
for further study. 
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V. Researchers’ Perspectives 
 

Of the researchers we interviewed, many had limited experience with corporate data. Only a 
few said that they or participants in their research networks had accessed significant corporate data 
sets for social science research, although there were a few notable success stories. Even so, many 
researchers believed that companies were beginning to share somewhat more data with researchers. 
Several reasons were suggested for this “partial thaw.” While a few thought that companies were 
responding to the growing demand for companies to demonstrate that they are “responsible,” others 
suggested a more practical reason for an uptick in data sharing: the increasing importance of 
unlocking the value of data for innovation and insights. One researcher also suggested that there was 
a generational change in companies that supported data sharing:  “The new generation knows the 
value of sharing information …. they see the value and know it’s a trend and don’t want to fall behind.” 

 
However, many researchers were doubtful that companies were likely to share data in ways 

that were scalable or useful for their own research. For example, poverty researchers often work with 
linked sets of administrative microdata in order to track the impact of policy, programs, or other social 
interventions over time. It seemed unlikely to them that companies would ever make individual-level 
record data available or permit that data to be linked with external data sets. Researchers who 
worked primarily with de-identified or aggregate data were doubtful that companies would allow 
researchers to combine corporate data with other external data sets.  
 

Many researchers expressed concern about unavailability of corporate data in any form and 
the lack of scalability of the dominant “one to one” sharing model. Researchers said that it took 
months or more of trust building and negotiation to reach agreement with companies on data 
sharing.15 Moreover, each researcher had to begin the trust-building process anew. 

 
Researchers also noted that there was little chance of accessing corporate data if the 

proposed research didn’t align with the interests of internal researchers. As companies hold more and 
more data, researchers also expressed concern that companies rather than social scientists will 
increasingly set the research agenda.16 A leader of a prominent academic data sharing network 
explained, “It is not that this data is never available to some researchers, but it is unlikely to be made 
widely available to all researchers.” Even if companies are sharing more data with an individual 
university for a specific research project, the barrier to more robust sharing, for example, through 
academic research networks, remains high “because companies do not want to give up control over 
the data.” Another suggested that the unwillingness to relinquish control was related to reputational 
damage that might arise from unfavorable results that cause harm to the company. 

 
Finally, several researchers expressed concern that corporate data sharing was mostly 

benefiting elite data scientists at elite institutions. While the number of researchers that we 
interviewed is quite small, we did observe a data science “difference” insofar as data 
scientists/institutions reported a high degree of success in accessing corporate data in contrast to 
other researchers. One researcher explained it this way, “Companies have very little control over what 
someone might say about the company based on the assertion that they have analyzed the data. The 
risk of reputational harm is great.” By sharing with data scientists fluent in the most advanced 
techniques, the risks are greatly diminished. At the same time, the benefits of data sharing increase 
exponentially. 
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VI. Survey Findings 
 

A. Do companies make data available for academic research? 
 

● 70% of the companies report making at least some data available to academic researchers. 

● Of the companies that share data for research, half began doing so within the last five 
years. 

● Companies that provide products/services/user platforms via the Internet make data 
available for research. 

 
Out of the 19 companies interviewed, 14 (the “sharing” companies)17 reported making at least 

some data available for academic research. The sharing companies are almost evenly split between 
long established firms, and those established in the last twenty years. None are startups or small 
firms. Half of the sharing companies began making data available to external researchers within the 
last five years. Of those, two began sharing within the last two years,18 and one is currently in the 
process of standing up an academic research program. Of the companies that began sharing in the 
past five years, five of the seven are Internet companies that provide products, services and user 
platforms of various types and two are long established companies in the education and data services 
sectors. Many of the sharing companies reported that they have research teams that engage in 
outward facing as well as inward facing research. Several noted their internal researchers are often 
published in academic journals.  
 

We observed differences among industry sectors in their data sharing practices: 

 Companies that provide goods/services/user platforms via the Internet all report that they 
make data available for academic research, and as noted above, most in this sector began 
sharing within recent years. This observation appears to be consistent with publicly available 
information about research sharing in this sector.19 If we were to extrapolate to a larger 
sample, we would expect to find confirmation of these observations.20 

 Companies in the “data sector” – data measurement, aggregation, analytics, and analysis – 
also report providing data for academic research.  

 Companies that hold personal health data, including de-identified personal health and genetic 
information, share data with academic researchers. This observation is also consistent with 
available public evidence and we would expect it to hold true in a study with a large sample.21 

 Companies in the labor/workforce sector and real estate sectors also reported sharing data 
for research.22 

 Companies in the telecommunications/Internet access sector share data through data 
challenges, internships, and occasional foundation projects, but do not generally otherwise 
share data for non-business-related research.  

 For companies in the education sector, we observed a sharp division between the K-12 and 
higher education companies with respect to research sharing. K-12 companies were extremely 
reluctant to share data for academic research because of the ongoing controversy over 
collection and use of student data.23 In contrast, the higher education company interviewed 
was currently developing a new academic research initiative to further learning science. High-
tech manufacturing and semiconductor companies also do not generally share company data 
for research. 
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Is there a cultural shift toward data-sharing? 
 
     Our observation that half of the companies interviewed began sharing data for research in the 
last five years led us to wonder whether there was a cultural shift afoot, at least in some sectors and 
if so, what might be driving it. Both researchers and companies provided interesting insights on this 
question. Several suggested that as data became more valuable, more companies were 
establishing internal research groups that engaged in both inward facing and outward facing 
research. In turn, this provided the infrastructure and the impetus to share with external 
researchers. “We have seen a big trend over the years. Before most companies did not use it (data) 
for internal research, it was only operational which meant there were much higher costs and more 
barriers [to sharing] because nothing was set up inside.” 
 
     Others thought the influx of top academic talent into corporate research groups was also an 
important factor influencing academic sharing. By this account, this new generation of researchers 
were used to working with shared and open data. They maintained close academic ties and 
brought a fresh perspective to firms about the value of academic data sharing. 
 
     Further, while some researchers saw “data for good” activities as a distraction, others suggested 
that participation in these activities might provide a “gateway” to academic data sharing, not only 
because companies became more comfortable with using their data for non-business purposes, but 
also because data for good sharing required companies to put the internal systems and  processes 
in place that were necessary for academic sharing. One company explained that its recently 
launched academic research program “could not have happened” without the internal work done 
to support a research challenge several years before: 
 

We had to invest the time, money and thinking through what data can be made 
available, under what circumstances, a lot of things that are necessary for working 
with external researchers. 

  
     Another company suggested that data sharing should be viewed as a “competency” and the 
more data sharing became an everyday part of business activities, the more companies would 
become comfortable with sharing for research: 
 

Companies are becoming comfortable using data shared from external sources 
and making their own data available. They are coming around to it, but there are 
competencies required to share data that few organizations have. By using data 
shared by other sources, companies will begin to learn how to share their own 
data.   

 
     Finally, several companies noted the importance of leadership support for data sharing. When 
company leaders valued data sharing with academics, barriers to sharing were easier to overcome. 
     

 

Query: While a number of our survey participants suggested that there may be a cultural shift 
toward more academic data sharing and provided some possible reasons why, this question area 
that would benefit from additional research with a larger sample. 
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B. Why do companies share data for academic research? 
 

Companies share data with academics for several reasons: 

● To gain insights that support the company’s mission.  

● To unlock and demonstrate the value of company data. 

● To support a company’s philanthropic mission. 

 
Companies identified several reasons for sharing data with academics. Close to half of the 

interviewed companies said that the main reason for sharing data for research was to obtain insights 
that would help the company “better execute” or “better understand” their mission. Our impression 
was that economic research and large-scale data science research was particularly valuable to many 
of these companies. 

  
Several companies emphasized that “mission-aligned” research is not limited to research 

“about” the company or its narrow interests. Often, research that provides broader insights, about the 
workforce, online behavior or the economy, may be equally valuable to some companies and to 
furthering public knowledge. As one company explained, “the research that we do is almost never 
about [the company]. It needs to be general interest … it needs to show core finding in economic 
science.”  

 
A similar number of companies said that they made data available for academic research in 

order to “demonstrate” or “unlock” the value of their data for “novel” and “significant” research that 
advanced the field. Academic papers based on company data testified to the value and 
trustworthiness of the data. As one company explained, sharing with academics “is one way to 
distinguish ourselves …. Our data should withstand empirical rigor and scrutiny. We want to publish 
things … it increases the trust in our data.”  

 
Almost all of the companies that shared principally  to “unlock value” identify huge databases 

that are made available to academics for research.24 It was our impression that this approach to 
sharing enabled a greater diversity of research projects across disciplines and reduced some of the 
“friction” associated with sharing. For example, QuintilesIMS licenses data from its large proprietary 
databases and subsidizes the cost for investigators pursuing policy-relevant or clinically significant 
research that can improve health and the delivery of care. Over 300 academic papers have been 
published in major academic journals based on company data.25 Zillow recently began sharing all of 
the company’s upstream data used to build products with academic institutions and non-profit 
organizations for research across many disciplines. Thus far, the company has already signed over 65 
data use agreements.  Glassdoor makes retrospective survey data from the past 10 years available for 
original academic research as a way to demonstrate that the data is addressing larger economic 
questions, outside of its own needs.26 

 
 Regardless of the principal reason cited for sharing, companies also said that they found that 

there were unanticipated benefits to sharing. For example, several companies that shared principally 
to “unlock” the value of their data found that the research conducted with its data was sometimes also 
useful to the company, although not the impetus for sharing. One company said that it also learned 
about its own data every time it shared with researchers. “When we do [share], we’ve found 
sometimes that their research has spillover and serendipitous benefits to how we can apply and use 
it.” Similarly, a company that shared to gain actionable insights also explained that sharing for 
research also demonstrated that its data was interesting and valuable.  
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A number of companies also said that sharing data for research helped to build the brand, 
strengthen relationships with academics and attract talent to the company. 

 
Finally, we observe that a small number of companies share data for academic research in 

support of companies’ philanthropic mission. For example, the Mastercard Center for Financial 
Inclusion shares aggregated data with academic researchers for research that aligns with its 
philanthropic mission of financial inclusion and assistance for the unbanked. 

 
 

What can we learn from corporate data sharing for social good? 
  
     We observed that many companies said they were involved in a variety of “data for good” 
activities, including providing research insights and analysis of company data to governments, non-
governmental organizations, and global bodies for better decision-making. For example: 

 Facebook researchers provided anonymized insights to UNICEF from Facebook posts about 
the Zika conversation in Brazil, where more than 90 percent of the population use the 
platform every month. UNICEF then incorporated those learnings into a data-driven campaign 
that led to 82 percent of those reached taking action to protect themselves against Zika. 

 Nielsen has shared data and insights on food pricing to help Feeding America publish its Map 
the Meal Gap and address food insecurity through its national network of food banks that 
provide support for millions of low-income Americans. 

 
     Companies were highly enthusiastic about the important social mission associated with these 
activities and the value company data brought to solving social problems. “Social good” research 
activities – often to support better government decision-making – were described by several as 
“actionable,” “immediate,” and “impactful” ways to deploy and extract value from company data for 
social good. In contrast, academic research was often described as important but risky, with long time 
horizons, greater risks and uncertain returns. One company put it this way, “Academic partnerships 
are great, but actions may go farther if done in conjunction with local and state partnerships. The 
impact side often occurs through these types of partnerships.”  

 
Query: There is a strong value proposition for social good data sharing including goodwill, brand 
equity, relationship building, employee/ customer/user satisfaction, demonstration of data value and 
most importantly  “actionable,” “immediate” and “measurable social impact.” How should this insight 
impact how the research community describes its work to corporate data holders? The individual 
one-to-one sharing model makes it difficult for companies to understand how any one research 
project might address a broader societal concern like poverty, homelessness, or the growing skills 
gap. Do researchers need to be more clear about the social impact of their research or contextualize 
their research within a broader societal frame. Should individual research be presented as part of a 
larger initiative with big “actionable” goals like ending poverty or homelessness? Should companies 
be challenged or enlisted to share their data for research that contributes to finding answers? If so, 
what are the priorities and who should be making the ask? Are there other ways to involve or 
recognize companies that share for socially important research that provide or inform some of the 
value associated with social good data sharing? 
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C. How do companies make data available for academic research? 
 

 
Companies share data with academic researchers through varying formal and informal 

processes. Sixty-five percent share through clear publicly available processes. Thirty-five percent 
have established formal processes for the submission and review of research proposals. Companies 
that share both for insights and to demonstrate and unlock the value of data solicit proposals for 
research. 
 

 
 

 

0 1 2 3 4 5 6 7

Depends on Circumstances

Data Shared with Researcher

Data Stays in Company

How Companies Provide Access to Data

Researcher has some access Researcher has no access Researcher has full access

● Sixty-five percent of the companies have clear processes in place for data sharing data with 
academics. 

● Thirty-five percent solicit proposals. 

● Most seek proposals that are aligned with internal research priorities.  

● Others share through diverse formal and informal sharing models. 

● Only a few companies share data through an Administrative Data Research Networks (ADRN).  
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Most of the companies that solicit proposals prioritize research that is aligned with current 

research interests, although those priorities are often described in broad terms. For example, 
LinkedIn provided researchers with clear high-level guidance about its research interests when it 
launched its first round of solicitations for the Economic Graph Research program earlier this year.27 
QuintilesIMS encourages proposals on most aspects of health care, but also sets out areas of 
greatest interest.28 A few simply look for proposals that will make good use of company data, are 
original, rigorous and likely to be published. Some companies engage with researchers informally. 
Several companies said that they reviewed proposals on an ad hoc basis, but did not have a formal 
structure for doing so. Others actively engaged with academics. For example, Uber’s Public Policy 
and Economics team regularly engages in outreach to academics to present ongoing work, discuss 
research ideas and identify new projects and new collaborators. 

 
Other companies make data available to researchers in diverse ways. Nielsen provides 

retrospective marketing data sets to the University of Chicago, delegating sharing decisions to the 
Kilts Center, which in turn licenses the company’s large retrospective data to other universities for 
research use by students and faculty. Zillow established a formal program to share the data from its 
huge ZTRAX real estate databases with academics and nonprofit researchers. To reach interested 
researchers, the company engages in extensive outreach to colleges and universities across the 
country. While the company does not approve research topics, sharing is subject to a data use 
agreement that requires researchers use the data for non-commercial purposes, be properly 
attributed to ZTRAX and be kept confidential. Further, the code used to clean and structure the 
data for analysis must also be submitted for publication.  

 
Several companies have made data available to researchers through research challenges. 

For example, Orange French Telecom has provided anonymized big data sets for an annual big 
data innovation challenge to support research for development. In the most recent challenge, 60 
university groups submitted research papers on topics related to health, transportation, agriculture, 
and data science.29 LinkedIn’s Economic Graph Research Challenge in late 2014, issued a call for 
research proposals that would further economic opportunity, using the highly-structured data sets 
from the economic graph. Two hundred researchers submitted proposals and 11 finalists worked 
with the company to complete their research. The company established a new academic research 
program as a result of the challenge.30 

 
Internship programs provide another way to share data with academics. Subject to 

confidentiality arrangements, AT&T makes data available to graduate students through a summer 
internship program that brings students into the company to work with the company data under the 
supervision of an internal researcher. The data does not leave the company, though students are 
allowed to include the results of the research in their published work. 

 
Three companies have established academic research steering committees, advisory boards, 

or research networks which to varying degrees, advise on research questions, review proposals, 
identify researchers or engage in collaborative research. McGraw-Hill Education for example, has 
recently established a Learning Science Education Research Council to guide its internal research 
and  external  research collaborations with selected academics.31 

 
Only two interviewed companies provide data through ADRNs,32 with a third company 

expressing interest in sharing through an ADRN because of its commitment to data transparency. 
Zillow makes its large data sets available through an ADRN because it will “make the data ubiquitous 
when you are studying housing.” Other companies were either unfamiliar with the ADRN model or 
believed that the model did not meet their rigorous safeguards for providing research access to data. 

 
Finally, several companies also provided a range of open datasets or made some data 

available through an API, which have been used for academic research. For example, Amazon 
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recently released an enormous data set of over a half million images of bins and related metadata to 
data scientists to accelerate machine learning and computer vision research, subject to a creative 
commons license. 

 

The “Substory” of Trust 
 
     Researchers, who had successfully accessed company data, all said that there was always a 
“substory” of trust behind their success. They explained that regardless of whether there was a 
formal or informal process available to academic researchers, personal relationships and “trust 
building over time” were the keys to a successful outcome. As one researcher explained, “it [data 
sharing] was almost always a network thing.”  
      
     A number of companies also emphasized the importance of trusted relationships to academic 
data sharing. One researcher reported that it was difficult to access company data, but once the 
researcher had demonstrated that she understood how to work with company data and produce 
scientifically rigorous research, a level of trust developed that led to more sharing. In some cases, 
companies established ongoing academic partnerships with trusted researchers. For example, one 
company noted that a single researcher had published more than 20 journal articles in major 
journals with company data over the last decade. 
  
     A few companies emphasized the high value of company data and the importance of limiting limit 
data sharing to academics who would produce “unimpeachable” research. Taking a chance on an 
unknown researcher was, for some, considered extremely risky because of the “difficulty in gauging 
credibility and reputation.” Several company researchers emphasized the importance of maintaining 
close academic ties and sharing research interests with trusted colleagues, particularly those with a 
successful history with the company. As one company explained there was “a lot of who you know” 
behind data sharing. Another put it this way, “We know who is interested and they do too.” 

 

D. What do companies perceive to be the risks of sharing data for 
academic research?  

 

● Companies are concerned about privacy, particularly the risk of re-identification.  

● Companies are equally concerned that sharing data for research might diminish or destroy 
the intellectual property value of their data. 

 
Privacy and security were cited as the top concern for companies that hold personal data 

because of the serious risk of re-identification. As one company explained: “[W]e lean in to protect 
privacy/security over research utility.” Some non-sharing companies cited privacy regulations as a 
barrier to sharing. A number of sharing companies also held data covered by privacy regulations, but 
built regulatory compliance into their data sharing processes. 

  
The other oft-cited worry was that data sharing for research would damage or destroy 

intellectual property rights in the data. Several companies explained that data was a valuable 

Query: There is no question that companies need to trust the academics that access their data for 
research. But does that mean that only a handful of researchers from elite universities will have 
access to corporate data? How can trust be built between companies and a broader set of 
academics, institutions, and sharing networks? What dialogues need to happen, and who should 
participate? Would credentials from a trusted intermediary make a difference? We believe that this 
an important area for additional research and dialogue. 
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corporate asset. Sharing big data sets and allowing third parties to run algorithms against the data 
and share publicly posed a risk that the value would be lost or diminished. Several also noted that 
negotiating IP rights was the most difficult challenge to successfully reaching agreements with 
universities on data sharing.  Loss of IP was also cited by non-sharing companies as a barrier to 
sharing. 

 
Less often cited were concerns about consumer/customer/user reaction and contractual or 

regulatory compliance. Several firms said that carefully scrutinized projects to ensure that they were 
ethical and would not cause their customers/users discomfort. While public backlash was cited by K-
12 companies that did not share data, it did not appear to be a major concern of the sharing 
companies.  

 
Companies that hold data from corporate or government clients or license data from third-

party vendors said that data provenance, customer expectations, contracts, risks to third party IP, as 
well as regulation limit, prohibit, or complicate data sharing. These concerns were expressed by 
sharing and non-sharing companies alike. 

 
  

Company Research Enabling Activities 
 
     Several companies noted that they are engaged in “enabling activities” that support secure 
data storage, exchange and analysis of large complex data sets for academic research. Intel 
collaborates with academic researchers by providing cutting edge technology and know-how to 
important research initiatives. For example, the company has partnered with the Oregon Health & 
Science University to build a Collaborative Cancer Cloud, a precision analytics platform that allows 
institutions to securely share large amounts of patient genomic, imaging and clinical data to 
support research and speed diagnosis and treatment. Amazon Web Services (“AWS”) Cloud Credits 
for Research Program supports academic research by providing credits for free usage of cloud 
services and analytic tools that researchers can use to run computations and share large data with 
research partners around the world. Orange has partnered with the MIT Media Lab and the World 
Economic Forum, among others, to develop and pilot OPAL (Open Algorithms), an open suite of 
software and algorithms intended to run on OPAL servers in partner companies behind their 
firewalls, that will provide access to anonymized, formatted and encrypted statistical data to 
support research and global development. Several other companies also said that they were in the 
process of developing data sharing platforms. 

 
Query: Secure cloud-based computing/sharing platforms are experiencing exponential growth and 
are being adopted by small and midsize firms.33 To what extent will these secure research 
platforms mitigate privacy and security concerns that limit data sharing? Will sharing platforms 
reduce the complexity of research sharing for small and midsize firms? 
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E. How do companies address risks associated with data sharing for 
academic research? 
 

● Many companies engage in a rigorous internal review of proposed academic research 
projects. 

● Close to half of the companies retain custody and control over the research data at all 
times. 

● Companies employ rigorous data use agreements to limit access to and use of shared data. 

 
Companies employ a range of strategies to mitigate the risks of sharing data for academic 

research. Many companies report that they employ rigorous risk/benefit processes to mitigate the 
range of risks associated with making data available for research. Several companies emphasized that 
their risk management strategies are designed to limit risk through the entire “lifecycle” of a research 
project. 

 
A number of companies said that external research proposals undergo rigorous internal 

review, often using the same research review processes required for internal research. Facebook, for 
example, has a robust set of review processes and systems for both internal and external research 
projects that look at the risks and benefits of the research that consider scientific and ethical merits of 
each proposal, the impact of the research on vulnerable populations and platform users, as well as 
privacy and security.34 Other companies said that internal reviews include rigorous data mapping to 
understand data provenance and contractual or legal rules, contextual ethical reviews, privacy by 
design, security reviews as well as a review of research design and methodology. One company 
noted that that it also reviews proposed algorithms and research questions for the potential to create 
bias. Two companies involve research advisory boards in the risk assessment process, looking to 
them for advice on research design, ethics, and privacy. 

 
Several companies require that all academic research involving external researchers be 

treated as a formal collaboration between the company and the researcher.  
 
Technical measures to limit access to the data also play an important role in risk management. 

A third of the sharing companies either transfer custody of data to the researcher, make it available 
for download, or make it publicly available. A few said that the custody of the data is highly dependent 
on circumstances. Close to half maintain custody of the data throughout the research engagement. 
Some companies provide some access to data remotely through the company’s firewall or an API. 
Often, access is strictly controlled and shared in a “read only” format. Several companies provide 
secure “sandboxes” which allow approved researchers to come into the company to work with data 
under the supervision of internal researchers. Sandboxed researchers can – in some cases – 
participate in all aspects of the research inside the company, except when highly personal sensitive 
data is involved. A few companies never or rarely permit external researchers to directly access the 
study data. In such cases, research algorithms are often developed collaboratively between the 
researcher and an internal researcher, but the computations are always run by a company researcher. 
The external researcher only sees “outputs” and “insights” of the research, never the data. 

 
Companies also mitigate risk by limiting the amount and types of data shared. Some 

companies did not share personal information in any form. Others shared de-identified data or “rolled 
up” personal data into larger, highly aggregated data sets. Many companies said that they narrowly 
tailored the  actual data shared to the specific needs of each research engagement.  
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Nearly all sharing companies employ data use agreements. We found common features in 
almost all of them: 

 
 Strong protections for intellectual property rights and, where appropriate, the rights of third-

party entities.  
 Purpose limitations and, in some instances, limitations on use to a finite term.  
 To the extent that data is allowed to leave the company, strong privacy and security 

requirements for data storage, including use of encryption.  
 Requirements to return or destroy data at the conclusion of the research. 
 Contractual prohibitions on re-identification, including, in some cases, provisions to promptly 

report instances of inadvertent instances of re-identification to the company. 
 Prohibitions on data sharing, with the exception of the few instances where the data is 

provided to a data sharing network. 
 
Companies varied in whether they permitted external researchers to combine company data 

with other data sets. Three companies allow “all kinds of data” to be combined with company data. 
One company did not allow anything “sensitive” to be combined with company data. Four companies 
said that they prohibited combining other data sets. Others did not provide information on this 
question. In addition to concerns about re-identification, companies are also concerned about the 
quality, accuracy, and veracity of the additional data sets, and the extent to which other data sets 
might impact the quality of research findings, damage the company’s reputation, or reveal insights 
about the company to competitors. Data rights and restrictions of third-party data were also 
mentioned as a limit on combining data sets. 

 
No clear norms emerged concerning company policies regarding permission for researchers 

to link records at the individual level. More than half of the companies either did not hold personally 
identifiable information (PII), did not share PII, or only shared PII in a highly aggregated form. Of those 
that shared de-identified data, several said that they had permitted linking in “rare instances” and only 
with individual consent. In those cases, the research related to an examination of the impact of a 
company service. Another noted that requests to link records required careful scrutiny. 

 
Companies that share highly sensitive personal health and genetic information also included 

additional provisions in data use agreements to ensure legal compliance with HIPAA and GINA. In the 
case of genetic information, sharing is always consent based and subject to an Institutional Review 
Board (IRB).  

 
Most companies required a review before publication, a practice which researchers said is 

now “standard,” only a few did not. The principal reason stated for review was to ensure that there 
was no inadvertent re-identification. A few said that they reviewed research to ensure that the terms 
of the data use agreement were met or that the company’s data was properly described and cited. 
Others reviewed research in order to make sure that the researcher understood the data and the 
context for collection. These companies were concerned with the possibility that “unsound” research 
findings would result from misunderstanding or misuse of the data. 

 
A small number of companies retained the right to control publication, although most said that 

they had not exercised that right and were unlikely do so because of the high degree of due diligence 
and care exercised in their sharing decisions. As one company explained, “[W]e work so carefully to 
craft a meaningful collaboration agreement, that scenario would be pretty surprising.” Several said 
that their data use agreements give all the parties equal say over the publication decision, or that the 
decision to publish was always made collaboratively by external and internal researchers. 

 
Finally, companies were evenly split on whether and to what extent researchers were 

permitted to publish or make data available with publication. About half permit publication of some 
data in aggregate form. An equal number do not.  
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Companies were keenly aware of the significant challenge that restrictions on data sharing 

and publication place on researchers. Several said that the increasing number of academic journals 
that require that data be made available is becoming a “huge issue” in the company. Several noted 
that restrictions on data publication were also impacting internal researchers. Companies said that 
they often worked with researchers to make some data available for publication; for example, 
developing co-variance statistics to enable comparisons, providing publicly available data from other 
sources, developing dummy data, and creating limited sets of aggregated data. 

 
 

 
Query: Are more companies willing to share data for replication? Our survey suggests that this may 
well be the case, but more research is needed. 

 

The Challenge of Replication 
 

     The lack of replication of research is becoming an increasing challenge to the integrity of the 
scientific method. Researchers expressed concerns that replication and validation was particularly 
difficult for research conducted with corporate data because of the restrictions companies placed on  
sharing and publication of data. While acknowledging that challenges to replication were not unique 
to corporate data – for example, source code is rarely shared – several researchers said that the 
inability to replicate research using corporate data posed a severe threat to the scientific method “at a 
time where the legitimacy of science is increasingly being challenged.” 

  
     While it does not appear that companies are receiving replication requests, over half said that they 
either permitted enough data to be published for others to replicate or that they would consider 
replication requests. One provided open data to researchers. Two said that they did not provide data 
to researchers to conduct replication studies.  

  
     Several companies echoed researchers concerns about the lack of replication studies and the 
importance of replication research to the scientific method. Another stressed the importance of 
making both the code and the data available, suggesting that there were “professional returns” for 
allowing research to be replicated. Companies cautioned that there had to be “boundaries” around 
replication requests and that they would consider requests from “legitimate researchers” but not allow 
the data to be used for another study. For one company, business risk would also be a consideration. 
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VII. Recommendations 
 

1. There is an opportunity to enhance the positive public profile of company/academic data 
sharing. Currently, companies balance the main perceived benefits of corporate/academic 
data sharing against the main risks; often, broader public benefits are not well-articulated or 
understood. There is currently no high-profile governmental or private sector mechanism that 
provides a social incentive for companies to share data in support of academic projects that 
benefit society, but may not be closely aligned with a company’s research interests or mission. 
Future work could focus on a range of methods for encouraging, recognizing, and honoring 
corporate data sharing programs and initiatives. Options include: leveraging senior 
policymakers, thought leaders, and high profile academics to encourage and enlist companies 
in greater sharing (call to action, CEO outreach, etc); and/or publicly identifying a set of 
socially important priorities that can be supported by data sharing (e.g. issues related to 
employment, poverty or the environment), and recognition of companies that share through 
awards and other mechanisms.  

 
2. There is an opportunity to help mitigate perceived risks, particularly privacy and re-

identification risks. Companies noted privacy and re-identifications risks as leading concerns 
that inhibit broader data sharing with academics. Future work could focus on developing 
robust, flexible privacy safeguards and norms that can support greater sharing and mitigate 
re-identification risks and other privacy concerns. Such safeguards could include: high-quality 
de-identification resources, technical and policy controls that support secure data use, and a 
central resource for privacy impact assessment tools. Risks could also be mitigated by 
development of a central repository for resources detailing frameworks for privacy, security, 
and ethical review of data sharing arrangements. 

 
3. There is an opportunity to develop and share tools for public outreach and community 

engagement. Some companies perceive risk of public backlash as a limiting factor on data 
sharing with academics. Tools can be developed and shared that support public outreach 
regarding the benefits of data-driven academic research and data sharing arrangements, as 
well as describing the privacy safeguards that can protect personal data in such 
arrangements.  

 
4. There is an opportunity to encourage peer-to-peer knowledge sharing.  A network of 

evangelists from companies and academic institutions who participate in data sharing 
arrangements could discuss challenges, opportunities, best practices, and activities that 
would support broader, more frequent data sharing. The network could create and share best 
practices and develop tools to support enhanced data sharing in support of academic 
priorities. 

 
5. There is an opportunity to create a clearinghouse identifying data types desired by 

academics. The clearinghouse could bring together leading academics to identify core areas 
of consensus priorities, provide a “matchmaking” service between companies and academics, 
and support networking opportunities for academics who engage in data-driven research. 
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Appendix A 
Corporate Interview Guide 

  
Semi-structured interviews were conducted covering the following subject areas: 
 
1. Quick level-set on type of company and types of data it collects, 

(administrative, survey, user-generated, sales, personnel, inventory, etc.) and the general uses of 
the data that it collected (product/service improvement, new products/services, new IP, analytics, 
etc.) 

 
2. The various ways that data might be shared with academics or other noncommercial actors (data 

for good programs, publicly available data sets, formal academic research, etc.) 
 

3. If data is not shared for academic research, then discuss the concerns /reasons/barriers for not 
sharing (cost, privacy concerns, lack of capacity, no process, legal constraints, no business case, 
etc.) 
 

4. If data is shared with outside researchers, a discussion about how researchers seeking data 
interact with the company (how do they find the company, does the company find them, the 
process for requesting data (formal/informal), the types and formats of data requested and 
shared/made available, the company decision-making process around sharing data for research, 
i.e. internal review process on ethics, privacy, who is involved, etc.) 
 

5. How data is “shared” with external academics, for example, data provided to researcher or to 
university data center, data stays in the company and researcher provides code, researchers 
paired with internal researcher, researcher comes into the company as a fellow, etc. 
 

6. Research partnerships – ongoing formal relationships with specific universities, university data 
science or social science institutes, operating under a master data sharing agreement – 
advantage of partnerships to companies and to researchers. 
 

7. Principal concerns about sharing data for academic research? Example: privacy/security/re-
identification, reputation, IP, misunderstanding of the data, customer backlash. 
 

8. How company protects user privacy/security when sharing with an external researcher. 
 
9. Data Use Agreements: 

a. Terms, for example, limits on sharing, limits on publication of data, IP, privacy/re-
identification, right of review, control over publication etc. 

b. Experiences with negotiating data use agreements with universities and thoughts on barriers 
to agreements. 

 
10. Knowledge sharing via various models of data sharing within academia and a company’s 

willingness to share data: 

a. University-based data commons supported by data scientists, strong governance, access 
controls, encryption. 

b. Academic Research Networks – consortia of academic institutions which share research 
data. Various models – data remains in each institution or is shared, strong data science 
support, governance, access controls, encryption. 

c. Ongoing partnership between company and specific university or university entity that allows 
researcher broader latitude on research topics, greater collaboration with company, etc. 
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