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,Privacy is the claim of individuals, groups, or institutions to
determine for themselves when, how and to what extent
information about them is communicated.”

[Westin, 1967, p. 7]

Question: what does privacy mean nowadays to you?



Article 16 of the Treaty on the Functioning of the European
Union (TFEU) which provides the legal basis for the adoption of

Union legal instruments relating to the protection of personal
data.



. Article 7 and Article 8 of the Charter of Fundamental Rights of
the European Union (CFREU), the charter has a similar legal
value as the TFEU.

. Article 7: ,Everyone has the right to respect for his or her
private and family life, home and communications."



Article 8 sees to the protection of personal data:

(1) Everyone has the right to the protection of personal data concerning
him or her,

(2) such data must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which
has been collected concerning him or her, and the right to have it
rectified,

(3) compliance with these rules shall be subject to control by an
independent authority."



. General Data Protection Regulation ( EU ) 2016/679 (GDPR)
repealing General Data Protection Directive 95/46/EC (GDPD).

. The application and interpretation of the legal norms in the
GDPR conform to the CFREU.



* Collection limitation

e Data quality

* Purpose specification

* Use limitation

 Security safeguards

* Openness

* Individual participation, and
* Accountability



* Lawfulness, fairness, and transparency (article 5(1a), Art. 6 GDPR)
* Purpose limitation (article 5(1b) GDPR)

 Data minimization (Article 5(1c) GDPR)

* ACcuracy (article 5(1d) GDPR)

 Storage limitation (article 5(1e) GDPR)

* Integrity and confidentiality (article 5(1f) cppr), and

* Accountability (article 5(2) GbpR)



* Freedom of expression, religion, and assembly/association
* Non-discrimination
* Presumption of innocence/right of defense

* Freedom of speech, freedom of thought, freedom of
movement, and

* Right to liberty
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. EU law supersedes national law.

. A judge will apply a legal norm against the
background of the aforementioned principles and
fundamental rights.
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* ECLI:NL:RBDHA:2020:865

* Cf. Article 8, paragraph 2 of the European Convention
on Human Rights

. “The Court is of the opinion that the SyRl legislation
does not provide sufficient safeguards to protect the
right to respect for private life in relation to the risk
indicators and the risk model that can be
implemented in a specific SyRI project.”
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Device data:
* Type
* Heating capacity

Operational data:
 Date, time

* Burning hours

* Burning status

* Room temperature
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Article 4(1) GDPR:

Any information relating to an
identified or identifiable
natural person (‘data subject’);

But... what is an identifiable natural person?



Article 4(1) GDPR:

An identifiable natural person is one who can be identified,
directly or indirectly,

in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or

to one or more factors specific to the physical, physiological,

genetic, mental, economic, cultural or social identity of that
natural person.



Recital 26 GDPR: To determine whether a natural person is
identifiable, account should be taken of all the means
reasonably likely to be used, such as singling out, either by
the controller or by another person to identify the natural
person directly or indirectly.

Note: in the online context personal data is often data about
your behavior, i.e., (1) what you use and (2) how you use it.



Security
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* The risk to the rights and freedoms of natural persons,
* of varying likelihood and severity, may result from personal
data processing which could lead to
* physical,
* material or
* non-material damage, in particular:
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* where the processing may give rise to
e discrimination,
* identity theft or fraud,
* financial loss,
* damage to the reputation,

* loss of confidentiality of personal data protected by
professional secrecy,

e unauthorized reversal of pseudonymization, or
* any other significant economic or social disadvantage;
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* where data subjects might be deprived of their rights and
freedoms or prevented from exercising control over their
personal data;

* where personal data are processed which reveal racial or
ethnic origin, political opinions, religion or philosophical
beliefs, trade union membership,

* and the processing of genetic data, data concerning health or

data concerning sex life or criminal convictions and offences
or related security measures;
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* where personal aspects are evaluated, in particular analyzing
or predicting aspects concerning performance at work,
economic situation, health, personal preferences or
interests, reliability or behavior, location or movements, in
order to create or use personal profiles;

* where personal data of vulnerable natural persons, in
particular of children, are processed; or

* where processing involves a large amount of personal data
and affects a large number of data subjects.
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Any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by
automated means.
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Such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.
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* the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data
subject without the use of additional information,

 provided that such additional information is kept separately
and is subject to technical and organizational measures to
ensure that the personal data are not attributed to an
identified or identifiable natural person.
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Personal data which have undergone pseudonymization, which
could be attributed to a natural person by the use of additional
information should be considered to be information on an

identifiable natural person.
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* The principles of data protection should therefore not apply
to anonymous information.

* Namely information which does not relate to an identified or
identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or
no longer identifiable.

* This Regulation does not therefore concern the processing of
such anonymous information, including for statistical or
research purposes.
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WP29 Opinion 5/2014 on Anonymization Techniques:

* Anonymization constitutes a further processing of personal
data; as such, it must satisfy the requirement of compatibility
by having regard to the legal grounds and circumstances of
the further processing.
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WP29 Opinion 5/2014 on Anonymization Techniques :

The opinion elaborates on the robustness of each technique
based on three criteria:

* is it still possible to single out an individual,
* is it still possible to link records relating to an individual, and
* can information be inferred concerning an individual?
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Discussion [1]

Should a WiFi MAC-address be
considered as personal data?

... and in combination with
additional data, e.g.,
- the WiFi signal strength,
- time/date of the

measurement,
- the location of a WiFi sensor?




1

Discussion [2]

What is your opinion on:
* hashing on the sensor,

* |imiting measurements in
space and time to specific
times and locations?

* aggregating of WiFi data on
the server instead of the
WiFi sensor?




Do’s and don’ts

» Researchers Find 'Anonymized' Data Is Even Less Anonymous Than We Thought.
URL: https://www.vice.com/en ca/article/dygy8k/researchers-find-anonymized-data-is-even-less-

anonymous-than-we-thought
 Privacy by default (versus by design)
. Plvacy by design

» Select before you collect (data minimization)
* Anonymization
* Pseudonymization, privacy preserving data sharing
* Encryption
* Granular (consent) controls and revocation of consent
* Data retention, persistency of identifiers
» Data subject’s rights (DSARS)
* Data portability

* Aim for surprise minimization !
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* "| consent to the placement of cookies"
 "Before | consent, | read which cookies are placed"
 "Before | consent, | try to change the cookie settings"

regularly delete my cookies"

have a tool to protect my online privacy"
sometimes refuse cookies"

no longer visit a website because It places cookies"
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 Cookie: text file saved and read on

the peripherals

« An example cookie:

10)

* A cookie only becomes valuable after

reading

INAME 5 5

VALUE 93B%3BB%3D%3D
DOMAIN abnamro nl

PATH

EXPIRES At the end of the Sesston
INAME 5 CC

VALUE true

DOMAIN abnamro nl

PATH

EXPIRES At the end of the Sesston
INAME logonStateCookie
VALUE I

DOMAIN abnamro nl

PATH

EXPIRES At the end of the Sesston

35




JavaScript cookies: unieke nummers in de HTTP header of in de
URL van een pagina (geen tekstbestandjes).

GET /pagead/id HTTP/1.1

Host: googleads.g.doubleclick.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Origin: https://www.youtube.com

Connection: keep-alive

Referer:
https://www.youtube.com/embed/GSw2Ka7bxul?autoplay=1&controls=0&disablekb=1&hl=nl&mod
estbranding=1&iv_load policy=3

Cookie: IDE=AHWgTUmMp5IzoZQOpIvi88LFGS3StkyfK8tJc3QQIf90HI1bgorkjSN7ex7Mrxh 1f
Pragma: no-cache

Cache-Control: no-cache




Cookies and similar techniques

Two similar techniques:
» Tracking pixel (1x1 pixel, Ox0 pixel) v
* Fingerprint (e.g. with the popular library

800% (=) ] @&

fingerprintjs2’, URL: github.com/Valve/fingerprintjs2/)

var e = function{t) {

if (!{this instanceof e))} return new e(t);

this.options = this.extend(t, {
swfContainerId: "fingerprintjs2”,
swfPath: "flash/compiled/FontlList.swf",
detectScreenOrientation: '8,
sortPluginsFor: [/palemoon/i],
userDefinedFonts: []

), this.nativeForkEach = Array.prototype.forkach, this.nativeMap = Array.prototype.map
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Behind the scenes of an online advertisement

| o Bowser

SafeFrame

Display networks

38



AMSTEL

Rﬂdﬂ% DE MEEST

I % VERFRISSENDE
00” 0.0

”mﬂkie CSS afb. media script XHR frame overig

Huidige domein
& 2mdn.net
by s0.2mdn.net 1 14 5
X ?"\:é‘?‘gf; A 2 :
PN ajax.googleapis.com 1

/| Google Doubleclick Frame:
" https://s0.2mdn.net/9026094/1559035272353/
amnet_160x600/index.html 39
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Deeper behind the scenes!

2018 Display Advertising Ecosystem Netherlands
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Source: https://chiefmartec.com/2019/04/marketing-technology-landscape-supergraphic-2019/

Even deeper behind the scenes!

¥ chiefmartec.com Marketing Technology Landscape (“Martech 5000")
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A theoretical model for Real-Time Bidding
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An empirical model for Real-Time Bidding
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Behind the scenes of Real-Time Bidding
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Prior consent Is a difficult point with cookies
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Disclaimer

Animation with permission of dr. Johnny Ryan (Brave Browser).
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« "Data about driving behavior (braking, acceleration,
switching energy, etc.)"

« "Data about travel behavior (I use Google Maps)"
* "Data about viewing behavior (I have a smart television)”

 “Data about brushing behavior (I have a smart toothbrush
Oor vacuum cleaner”

« "Other loT devices, such as Cayla doll"
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Oftline tracking

CAN-BUS: internal communication AUTONOMOUS VEHICLE DSRC RADIO: vehicle 1o vehicle
bridge between Electronic Control Units IMAGING AND SCANNING: and vehicle tovinf:asuuc\{sml
LIDAR, radar, ultrasonic

communication

SeNSOrs, or exterior cameras

TELEMATICS CONTROL UNIT
(TCU): interconnects CAN
Bus and external systems

THIRD PARTY
MONITORING DEVICE:
OBD-li or external
device communicates
with fleet operator
TIRE PRESSURE EVENT DATA CRASH DATA

SENSORS: short RECORDER: RETRIEVAL

range radio, goes black box with UNIT: extracts

to radio receiver accident data EDR data

Source: https://fpf.org/issues/connected-
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* A Data Management Platform (DMP) can enrich online
data with offline (personal) data.

* A DMP shares (profile) data with companies in the
advertising chain.
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« A DMP thus enables marketers to zoom In on customers In real
time.

A DMP specializes in customer data.

* An example of a well-known DMP is Bluekai: "With more than 30
data suppliers, marketers have access to nearly 700 million
customer profiles and 40,000 data attributes."
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Profiling based on online and offline data (3)

DoubleClick

KLM.com
App
Other KLM channels + \ Relay42 TMS /

data sources (Email,

Social, CRM, Call
center, Affiliate)

Relay42 DMP

Google Analytics
360

Source: https://storage.googleapis.com/twg-content/images/klm_chartv32.width-1000.jpg
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Thank you!

Web Privacy
Measurement

in Real-Time
Bidding Systems

A (jru[)h—Bust ! lppmu(‘h

| to RTB system classification

R.J.W. VAN EIJK

https://papers.ssrn.com/sol3/

papers.cfm?abstract_id=
3319284

FUTURE OF .
DI'>| PRIVACY m ‘ :# s
FORUM e

Digital Data Flows Masterclass: Class #4

Online Advertising
Technologies

Wednesday, May 1, 2019
15:00 - 17:00 CET (9:00-11:00 ET)

Remote Participation®

Featuring Dr. Robbert van Eijk, Leiden University, senior supervision officer at
the Autoriteit Persoonsgegevens (Dutch DPA) (speaking in personal
capacity); participant in World Wide Web Consortium (W3C) negotiations
on Do Not Track on behalf of the former Article 29 Working Party.

Adam Towvim, Adjunct Professor, Brandeis International Business School;
Partner, Chameleon Callective; and former Vice President of Business
Development and Head of Marketing, Jumptap

7 4,-‘ 7| Moderated by Stacey Gray, Senior Counsel, Future of Privacy Forurm

This session will explora:

* real-time bidding (RTB), the automated process of selecting advertisements to
be served to a particular user or device in the time it takes a website to load
s the flow of online data between websites, ad networks, and intermediaries
* how data from users’ activities across different websites or platforms is used for
behavioral or interest-based advertising
* Program designed for remote participation, but limited studio seating available in Washington, DC - inguire

at info@fpf.org to attend in person. Digital Dota Flows Masterclass iz a free year-long program. Visit
www fpf.org/ classes.

https://www.youtube.com/
watch?v=YWJ7ZXEmzHw




Questions?

5 February 2020 | I-Interim Rijk Q&S



