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Introduction 

The widespread use of apps in response to COVID-19 raises concerns about privacy. Understanding the extent 
to which technology affects privacy and data protection is a core aspect of the Privacy Impact Assessment 
(PIA). PIA is a methodology for assessing the impacts on privacy of a technology that involves the processing 
of personal information, and taking remedial actions to avoid or minimize any negative impacts. PIA involves 
two basic steps: first, identifying and evaluating risks to privacy and second, considering ways to avoid or 
mitigate those risks. However, for implementation a third step, implementing those mitigation measures, is 
then required. This final step should ideally occur through privacy-by-design (PbD).  

The purpose of the current study is to determine the role of PIA in shaping privacy-protective technical 
solutions, in this case the role of PIA in shaping PbD. I argue that the analysis of the role depends on how to 
approach PIA in that different approaches evaluate apps differently, which in turn, various measures and tools 
will be identified to reduce privacy threats. 

Privacy Impact Assessments 

1. The Contextual Approach 

The contextual approach to PIA highlights the social dimensions of privacy and describes privacy as a 
normative conception, instead of a neutral one. In this approach, context is interpreted as social spheres, as 
constituents of differentiated social space. Instead of considering values that privacy is presumed to support, 
this approach focuses on privacy itself.  

An assessment in terms of interests and values involves three layers.  

1. In the first layer, PIA should study how apps affect the interest of key affected parties, including users 
and those who were in contact with them: information collected by apps is about them; physicians or 
health centres: information are sent by them; and health authorities: information is transmitted to them. 
In this layer, the benefits the parties enjoy, the costs and risks they suffer should be analysed.  

2. In the second layer, PIA should study whether different parties involved in the context are ethically 
treated by assessing parameters such as unfair discrimination, equal treatment, and reputation.  

3. In the third layer, the impact of apps on contextual values, ends, and purposes, public health, in this 
case, should be assessed.   

The CI framework holds that a right to privacy is a right to appropriate flows of personal information, which 
varies from context to context. Appropriateness of a particular flow of information is determined by analysing 
whether context-relative informational norms are respected. Overall, CI insists that appropriate information 
flows serve the interests of different parties in the context, and context-specific values. Therefore, if 
information flows generated by apps negatively affect each layer, they are flagged as violating information 
norms - privacy.  

2. Measures to Preserve Privacy 

The second step of PIA is to determine the role of impact analysis on providing measures to preserve privacy. 
Here, legal decision-makers play an important role. They need to define terms and conditions under which 
information transfers from party to party in the given context, to ensure that the flows are fair and just. It 
follows that policymakers contribute greatly to the impact analysis of app in the second layer of PIA. 
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3. PbD: Effective Tools to Minimize and Mitigate Privacy Risks 

In addition to legal decision-makers, app developers also need to play a role in preserving privacy, at least in 
the first and third layers of PIA. In the first layer, privacy should be protected by designing user control 
mechanisms, which allow users to know the purposes for which their information is collected. Key parties 
have the responsibility to prevent information from falling into the wrong hands. It is their professional 
responsibility to deal properly with the flow of information within the realm of their own activities. Thus, a 
shared responsibility approach can also be used in developing apps. 

Furthermore, in the third layer of PIA, app developers need to adopt value-sensitive design approaches, 
particularly integrating context-specific values into app design. Developers and engineers should be aware of 
how their design creates or changes values for users, context, and society. In this way, they must consider 
values as design choices.  

Summary 

Our approach is important in determining the role of PIA in shaping measures to protect privacy. The 
contextual approach to PIA evaluates the impacts of apps in three different layers. Accordingly, different 
measures need to be developed to reduce privacy risks and improve privacy safeguards in each layer. 
Consequently, performing PIA within the CI framework highlights the relevance of user control mechanisms, 
shared responsibility approach to design, and context-specific value design in privacy-friendly apps.  
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