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Privacy on the Books and on the Ground
Kenneth A. Bamberger* and Deirdre K. Mulligan™
(Forthcoming, Stanford Law Review, vol. 63 (2011))

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

U.S. privacy law is under attack. Scholars and advocates criticize it as weak, incomplete and confusing,
and argue that it fails to empower individuals to control the use of their personal information. The most
recent detailed inquiry into corporate treatment of privacy, conducted in 1994, frames these critiques,
finding that firms neglected the issue in their data management practices because of the ambiguity in
privacy mandates and lax enforcement. As Congress and the Obama Administration consider privacy
reform, they encounter a drumbeat of arguments favoring the elimination of legal ambiguity by adoption
of omnibus privacy statutes, the EU’s approach.

These critiques may present an accurate description of privacy law “on the books.” But the debate has
strangely ignored privacy “on the ground”—since 1994, no one has conducted a sustained inquiry into
how corporations actually manage privacy, and what motivates them. This omission is especially striking
because the neglect of the ‘90s has been replaced by a massive dedication of corporate resources to privacy
management, the inclusion of privacy officers at the c-suite level, and the employment of a 6,500-strong
cadre of privacy professionals.

This Article presents findings from the first study of corporate privacy management in fifteen years,
involving qualitative interviews with Chief Privacy Officers identified by their peers as industry
leaders. Spurred by these findings, we present a descriptive account of privacy “on the ground” that
upends the terms of the prevailing policy debate, and offers four important insights for policymakers
considering reform.

Our Study of Corporate Privacy Officers

Our alternative account identifies elements neglected by the traditional story: the emergence of the
Federal Trade Commission (FTC) as a privacy regulator, the increasing influence of privacy advocates,
market and media pressures for privacy protection, and the rise of privacy professionals. We trace the
ways in which these players supplement a privacy debate largely focused on processes, such as notice
and consent mechanisms, with a growing corporate emphasis on substance: preventing violations of
consumers’ expectations of privacy.

Two alterations to the legal landscape contribute to this definitional shift. First, the substantive
definition tracks the emergence of the FTC as a roving regulator with broad yet ambiguous power to
evaluate privacy practices in the marketplace through its consumer protection lens. The FTC’s man-
date to protect consumers from “unfairness” and “deception” permits dynamic regulation that evolves
with changing contexts, and forces corporate practices to develop accordingly. Second, state security
breach notification laws raised the soft and hard costs of mismanaging personal information. Together
these changes led identified industry leaders to integrate substantive considerations of consumers’ privacy
expectations into their workflows, rather than leaving privacy to the lawyers and their process-based
“click through if you ‘consent’ to the privacy policy” approach.

* Assistant Professor of Law, University of California, Berkeley, School of Law (Boalt Hall).
** Assistant Professor, University of California, Berkeley, School of Information.



Policy Implications

Our grounded account should inform privacy reforms. Specifically, it provides four important insights
tor policymakers considering privacy initiatives.

First, our account supports the argument that calls for federal regulation structured exclusively around
fair information practice principles (FIPPS) are ill-advised. Our interviews indicated ways that FIPPS’s
focus on procedural mechanisms intended to give individuals “control” over their information—rather
than on substantive limits on what corporations can do with that information—was insufficient to guide
corporate behavior, particularly in times of profound technical or market change. Indeed, they reported,
the focus on procedure rather than outcomes can create stumbling blocks for CPOs by positioning them
once again as the “no” person. 'Thus many of our interviewees discussed efforts to transform internal
perceptions about privacy from a compliance-oriented, rule-dominated legal hurdle to cross at the end
stage of product design, to a consultation and dialogue about how technical designs, business strategies
and policies can respect consumers’expectations and support trust in their companies from the beginning.
Our interviewees further suggested that, without a substantive touchstone, a data-protection regime
can focus resources on developing a host of often meaningless consent processes, which must
be designed and redesigned in an effort to do better—where the meaning of “better” is unclear.
They further predicted that the limitations of consent as the dominant fallback for protecting
consumer privacy would be exacerbated by the increasing trend toward networks, embedded devices and
increasingly personalized services.

While FIPPS remain an important touchstone for information privacy in the U.S., they should not
be the exclusive criterion for regulatory reforms. FTC enforcement aimed at protecting consumers’
reliance on conventional information flows has brought greater substance and meaning to an area routinely
critiqued for its formalism. Protecting existing social norms about information use, rather than
leaving each individual to the mercy of the marketplace, is key to addressing both collective and
individual interests, for in the words of scholar Julie Cohen, while “[p]rivacy self-defense operates at the
individual level . .. surveillance operates at the collective level;” thus “the logics of surveillance require a
considered, collective response.”

Second, our account identifies the important role that the FTC plays as a forum for shaping a
collective understanding of privacy among advocates, industry, academics and regulators. While the
FTC’s function as roving enforcement agency has been especially significant, its threat of coercive
authority leverages an even deeper role in developing a cross-field understanding of privacy through
workshops, fact-finding investigations, and other soft-law techniques to flesh out the meaning of its
ambiguous privacy mandate.

'The collective engagement prompted by these regulatory choices has yielded groundbreaking outcomes.
The FTC’s combination of enforcement threats, with its centrality in creating a social network of privacy
advocates, ofters a model for avoiding both the shortcomings of static top-down command-and-control
regulatory approaches and the ways in which reliance on bottom-up self-regulation alone can allow
private interests to subvert public goals. Moving forward, this model should guide the choice and
design of whatever regulatory institutions take the lead on information privacy in the corporate sector.
They must both possess and use regulatory tools that exploit market, corporate and advocacy capacity to
develop collective understanding of risks and solutions to future privacy problems.

Julie E. Cohen, Privacy, Visibility, Transparency, and Exposure. 75 U. CHI L. REV. 1 (2008).



Third, our account begins to illuminate the ways in which corporate privacy professionals impart
meaning and structure to societal privacy concerns within corporations. While no proposal for a
dedicated U.S. privacy agency has garnered public or political support, a cadre of privacy specialists has
developed instead within the private sector among companies, advocacy organizations and academia. In
the absence of a DPA staffed with data protection experts, and faced with increasing ambiguity as to
what privacy requires, corporations depend on these new professionals to guide them through the
challenges wrought by evolutions in technology and business practice. These professionals do not view
themselves as compliance officers, but rather as norm entrepreneurs. Empowered by external threats that
support their entrepreneurial efforts, they offer a unique capacity to embed privacy—as trust and consumer
expectations—into the corporate psyche as well as business operations.

Choices about regulatory form will affect the ability to leverage these professionals, e.g.,
to empower them within their own organizations in ways that pushes privacy further into corporate
culture. A decision to redirect privacy regulation towards more rule-bound governance, for example,
might diminish the need for corporations to rely on high-level internal advocates of privacy
concerns. As society becomes more pervasively networked, and privacy protection requires ongoing
and on-the-ground attention to dynamic privacy interests that manifest in very different ways
within different firms, institutional reforms should be attentive to preserving the benefits flowing from
this embedded class of professionals, and seek to empower rather than displace them.

Finally, as the privacy community reflects upon the key global instruments of data protection,
our account underscores the importance of empirical inquiry and thick institutional engagement in
considering contested issues of regulatory strategy, technological complexity, social and institutional
networks, and the protection of individual and communal interests in the private sphere. If privacy is to
be protected in an increasingly connected world, debates over its formal regulation must increasingly be
informed by the ways that today’s frameworks operate on the ground.

& %k ok

In sum, while we do not quibble with efforts to expand procedural mechanisms to empower individuals
to control their personal information, doing so in a way that (1) eclipses robust, substantive definitions
of privacy and the protections they are beginning to produce; (2) constrains the regulatory flexibility
that permits their evolution; or (3) disempowers corporate privacy professionals would destroy
importanttoolsforlimiting corporate over-reaching,curbing consumer manipulation,and protecting shared
expectations about the personal sphere on the Internet, and in the marketplace.
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What is Privacy Worth?

Alessandro Acquisti, Leslie John and George Loewenstein?

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

Understanding the value that individuals assign to the protection of their personal data is of great
importance not only to researchers and businesses, but to policy makers who are often required to choose
between policies that trade off privacy against other desirable goals. In recent years there has been no
shortage of empirical studies attempting to quantify individual privacy valuations in diverse contexts.
Some of these studies-- as well as anecdotal evidence about the growing popularity of blogs, online social
networks and other information-sharing social media-- suggest that even ostensibly privacy conscious
individuals are likely to share sensitive information with strangers. Applying the economics principle of
“revealed preferences,” some have concluded that our society, quite simply, does not place much value on
privacy. Is it really possible, however, to measure the value that people place on privacy? And has “less
privacy” truly become the new social norm, as a prominent Web 2.0 CEO has recently claimed?

In this manuscript, we challenge the view that true privacy valuations can be precisely estimated, and
argue that the revealed preferences argument does not necessarily support the conclusion that people,
on average, do not care for privacy. We undertook a series of experiments to understand privacy valua-
tions (and privacy decision making) through the lenses of behavioral economics and decision research.
We found that privacy valuations are highly vulnerable to subtle, non-normative influences. Specifically,
we found evidence of order and endowment effects and non-normal distributions of valuations. In
particular, we found that individuals assign markedly different values to the privacy of their data depending
on the order in which they consider different offers for that data, or whether they consider the amount of
money they would accept to disclose otherwise private information, or the amount of money they would
pay to protect otherwise public information. We found the gap between such values to be larger than
what is usually estimated in comparable studies of other private goods. In addition, we found evidence
that privacy valuations are not normally or uniformly distributed, but U-shaped, and clustered around
extreme, focal values.

These results paint a more nuanced and detailed picture of privacy valuations than the one
currently in the literature. They suggest that the value of privacy, while not entirely arbitrary,
is highly malleable and sensitive to non-normative factors. These results stand in contrast to other proposed
estimates of privacy valuations, as well as to the view that an economic revealed preferences argument (such
as consumers’ eagerness to disseminate personal information to friends and strangers alike, or their relative
disinterestin freelyavailable protective technologies,such as Tor or PGP) should support the conclusion that
consumers do not care for privacy. In one of our experiments, subjects were five times more likely to reject
cash offers for their data if they believed that their privacy would be, by default, protected, than if they
didn’t enjoy such belief.

'The policy, managerial and research implications of these findings are significant. Individuals’ marketplace
decisions about their data are sometimes taken as representing their true and final preferences towards
protection or revelation of personal data, and therefore become an instrument for the assignment of
societal resources to privacy issues. For example, the observation that individuals give away their personal

2acquisti@andrew.cmu.edu, lkjohn@andrew.cmu.edu, and gl20@andrew.cmu.edu.



information for small rewards has permeated the policy debate and has been used to argue against privacy
regulation, on the grounds that if consumers wanted more privacy they would, in fact, ask for it and take
advantage of opportunities for its protection. However, as our experiments demonstrate, such “revealed
preferences” arguments should not alone justify the uncritical conclusion that even privacy conscious
consumers will always be unlikely to pay for online privacy. If individual decisions regarding privacy
are malleable to non-normative factors, then such arguments lose their normative standing. The
answers to questions such as “What is privacy worth?” and “Do people really care for privacy?”
depend not just on whom, but Aowwe ask:in our experiments. Subjects who started from positions of greater
privacy protection were five times more likely than other subjects to forego money to preserve that protection.
Combined with the difficulty of making the “right” privacy decisions for consumers, such findings
suggest that market outcomes alone may not necessarily tell us the final and last word on consumer
data protection.

The peer-reviewed conference version of this paper was accepted in: The Twentieth Workshop
on Information Systems and Economics (WISE), December 2009, Arizona Biltmore Resort & Spa, Phoenix,
AZ, http://pages.stern.nyu.edu/~bakos/wise/.

'The Journal version is under review with: Information Systems Research
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Misplaced Confidences: Privacy and the Control Paradox

Laura Brandimarte, Alessandro Acquisti and George Loewenstein

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

Modern information technologies grant us great power to broadcast our personal information to the
world, but afford us much less control over how that information, once disseminated, will be used.
The contrast between control over the publication, and control over the access and usage of personal
information, was at the center of our enquiry. People display specific concerns about the way in
which their private information may be accessed and used by strangers (Consumer Reports poll, 2008;
Norberg et al., 2007). However, at the moment of deciding whether to reveal personal information, the
consideration that the information provided may later become available to individuals other than the
intended recipients may remain as “latent” as such later access appears distant. The individual, therefore,
may not feel concerned about the relative lack of control on future access to and usage of their data; such
concerns may be trumped by the satisfactory perception of having control over the very act of revealing,
and publishing, the information.

Control over publication makes the lack of control over usage less salient. Our manuscript tested
such conjecture: we hypothesize that one of the psychological mechanisms that leads people to
expose themselves to such a large extent is a control paradox on the information they reveal.
Since we have control over the publication of our private information, we give less importance to control
(or lack thereof) of the accessibility and use of that information by others. In order to investigate issues
of control in privacy decision making, we ran three survey-based experiments and administered them
to students at a North American University. Across all experiments, we manipulated the subjects’
control over information publication, without altering the actual conditions of access to, and
usage of, the information they were asked to reveal. In two experiments we decreased subjects’ control,
relative to a baseline condition; in one experiment we increased it. We measured subjects’ propensity to
reveal sensitive information about themselves as a function of the amount of control they felt over
the publication of their responses. Our results indicate that people may suffer from what we call a
control paradox on personal information: more control over the publication of private information
makes control over information access and use by others appear less salient, which consequently both
decreases individuals’privacy concerns and increases their willingness to publish sensitive information about
themselves. Vice versa, individuals with less control over the publication of their private information may
face increased privacy concerns, exhibiting lower willingness to publish sensitive information.

These results are significant on two levels. On a theoretical level, they challenge the traditional
scholarly construct of privacy as “control” of personal information flows. Normatively, we have no doubt
that granting individuals control on how their personal information is disseminated and used is an
important (albeit not necessarily sufficient) condition for “privacy” protection. Positively, however, our
results indicate that actually granting users control over their data is not guaranteed to make it easier
for them to achieve some desired abstract balance between information revelation and information
protection; if anything, the ultimate effect seems to be, paradoxically, to induce them to reveal more
personal information, even when this may expose them to larger risks.



On a practical level, our results challenge the view that Internet operators can soothe privacy concerns
by simply affording users more control over their data. The Internet in general, and Web 2.0 applications
in particular, are granting individuals vast powers to disseminate personal thoughts and information
to others. One of the Web 2.0 entrepreneurs’ responses to the privacy concerns raised by their
technologies has been the observation that such technologies also grant great user control in terms of to
whom, when and how to present one’s online persona. For instance, in a 2004 interview, then Tribe.net
CEO Mark Pincus claimed that “[s]ocial networking has the potential to create an intelligent order in
the current chaos by letting you manage how public you make yourself and why and who can contact you”
(Black, “The Perils and Promise of Online Schmoozing.” BusinessWeek Online, February 20, 2004).
Similarly, in announcing “more privacy options” and settings that users could control, FacebooK’s official
blog stated: “Today, we are introducing privacy changes that work towards our goal of giving you the
controlyou need in order to share information comfortably on Facebook”(“More Privacy Options, "available
at http://blog.facebook.com/blog.php?post=11519877130. Retrieved on August 27, 2010). Our results,
however suggest that affording more control to users may not necessarily help them to better protect their
privacy. The policy implication is that more control may cause people to fall into an “illusion of control”and
induce them to reveal more sensitive information.

The peer-reviewed conference version of this paper was accepted in: The Ninth Workshop
on the Economics of Information Security (WEIS), June 2010, Harvard University, http://weis2010.econin-

fosec.org/.

The Journal version has been submitted to: Information Systems Research.
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Standardizing Privacy Notices
An Online Study of the Nutrition Label Approach

Patrick Gage Kelley, Lucian Cesca, Joanna Bresee and Lorrie Faith Cranor

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

‘Through an iterative design process, including focus groups and a laboratory study, we developed a
standardized, tabular “nutrition label” for online privacy policies. We tested this standardized format, two
variants, and two real-world policy formats in a large, online user study to demonstrate that this label
helps consumers.

Introduction & Motivation

Website privacy policies are intended to assist consumers. By notifying them of what information will
be collected, how it will be used, and with whom it will be shared, consumers are, in theory, able to
make informed decisions. These policies are also meant to inform consumers of the choices they have
in managing their information: whether use of their information or sharing with third parties can be
limited, and if it is possible to request modification or removal of their information.

However, policies are commonly long, textual explanations of data practices, usually written by lawyers
to protect companies against legal action. It has been established through numerous studies that people
do not read privacy policies [PLI01] and make mistaken assumptions based upon seeing that a site has a
link to a privacy policy [Turow05]. A recent study estimated that if consumers were somehow convinced
to read the policies of all the companies they interact with, it would cost an estimated $365 billion per
year in lost productivity [McDonald08]. In addition, research has shown that consumers do not actually
believe they have choices when it comes to their privacy. Based solely on expectations, they believe there
are no options for limiting or controlling companies’ use of their personal information [KCGO06].

In short, today’s online privacy policies are failing consumers because (1) finding information in them
is difficult; (2) consumers do not understand that there are differences between privacy policies; and (3)
policies take too long to read.

Methodology
We surveyed the literature around standardized and legislated labels [Belser94, Byrd-Bredbenner01,

Drichoutis06, FDA94], including nutritional, pharmaceutical, energy ratings and water conservation, to
form a baseline from which to design our privacy label. Through four different focus groups and several
informal design investigations we refined our prototypes.

10



To follow up our design process and testing with a full-scale experiment, we tested five privacy
policy formats: standardized table, standardized short table (both standardized tables are shown above
in Figure 1), standardized short text (Figure 2), full policy text and layered text. Three of these formats
are standardized and were created by our lab. Of these, two are tabular and one is textual. Two explicitly
describe absent information and one presents it in the context of the policy. Each of these formats is
tollowed by the same list of definitions of privacy terms.
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Figure 1. An example of a standardized table is shown on the left and a standardized short table on the right.
While both formats contain the legend (bottom right), it is displayed only on the right here due to space constraints.
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Acme

Acme will collect your contact information. They will use this information for
providing you service and maintaining the site and profiling. They will also use
this information for marketing and telemarketing unless you opt out. They will
share this information with other companies unless you opt out. They will share
this information on public forums if you opt in.

Acme will collect your activity on this site, demographic information, your health
information, and cookie information. They will use this information for providing
you service and maintaining the site and profiling. They will also use this
information for marketing and telemarketing unless you opt out. They will not
share this information.

Acme will collect your preferences and your purchase information. They will use
this information for providing you service and maintaining the site and profiling.
They will also use this information for marketing and telemarketing unless you opt
out. They will share this information on public forums if you opt in.

Information not collected or used by this site:
financial, SSN or government 1D, and location.

Access to your Information acme.com

This site gives you access to your contact data and some 5000 Forbes Avenue

of its other data identified with you Pittsburgh, PA 15213 United States
Phone: B00-555-5555

How to resolve privacy-related disputes with this site help@acme.com

Please email our customer service departrment

Figure 2. An example of the standardized short-text format.

We conducted an online user study using Amazon’s Mechanical Turk, which offers workers the
ability to perform short tasks and get compensated. We paid $0.75 for the successful completion of our
approximately 15-minute study. We developed a custom survey-management tool called Surveyor’s Point
to facilitate our data collection.

We conducted our study and completed the analysis with 764 participants, randomly assigned to the
five formats described above. We chose a between-subjects design, meaning participants saw only
one of the five formats we tested. Participants in each condition followed the same protocol; only the
format differed.

The study included seven groups of questions. It began with basic demographic and Internet
usage questions. Next, users were asked to perform simple information-finding tasks in which the
question could be answered by looking at a specific row or column. Users were then asked to perform
complex information-finding tasks,where the question requires an interaction between a row and a column,
or two paragraphs of text. Users were then asked questions about the enjoyability and difficulty of
conducting these tasks on a 7-point Likert scale. Next, users were shown two privacy policies in the same
format and asked to perform information-finding tasks that required comparing the two policies. Finally
users were asked to rate the enjoyability and difficulty of the comparison tasks.
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Results

We scored each participant on a scale from 0 to 15, based on how many of the 15 questions they answered
correctly, and averaged those scores across conditions. We present these aggregate results in Figure 3.
This summary shows a large divide between the standardized and non-standardized formats. The three
standardized formats are shown in light blue; while the two real-world text policies are shown in dark red.
'The standardized policies significantly outperformed the full-text policy in response accuracy.

The standardized formats also significantly outperformed the full policy text in overall time, and the
layered format was also significantly faster than the full text policy. The standardized formats, on average
were 26 to 32% faster than the full text policy, and 22% faster than the layered text policy.

tor the standardized formats over the full policy text.

10
1

For the single-policy tasks, participants across the board o —
reported that they felt “confident in my understanding E
of what I read of Acme’s privacy policy.” However, for '
the comparison tasks, participants showed a preference I . . _
The comments provided by participants at the end 5 5
of the study provide insights into their enjoyment.

Participants who saw the full policy text described 5

privacy policies as “torture to read and understand” and ] 5
likened them to “Japanese Stereo Instructions.” On the , : :
other hand, participants in the standardized-format S IR sy i
conditions were more complimentary. 5

Number of Correct Answers

For example, one participant wrote: “This layout for ' _ ' '
. <. . . Sld. Teale  Slel Sl Tabe Storl SW. Tek, Tull Policy Texl Layaios Tesl
privacy policies is MUCH more consumer-friendly.

I hope this becomes the industry standard. Figure 3: Overall accuracy results for each of

Conclusions the five policy formats.

The final label design allows for information to be found in the same place every time. It removes
wiggle room and complicated terminology by using four standard symbols that can be compared easily.
It allows for quick, high-level visual feedback by looking at the overall intensity of the page; can be
printed; can fit in a browser window; and has a glossary of useful terms attached. People who have used it
to find privacy information rated it as pleasurable. They not only rated it better than the natural language
policy, but actually rated it enjoyable to use.

'The three standardized formats that were designed with usability in mind performed significantly better
across a variety of measures than the full-text and layered-text policies that currently exist online today.
The large amount of text in full-text policies and the necessity to drill down through a layered policy
to the full policy to understand specific practices lengthens the amount of time and effort required
to understand a policy. Additionally, more complex questions about data practices frequently require
reading multiple sections of these text policies and understanding the way difterent clauses interact,
which is not an easy task. We have shown here that it is not solely table-based formats, but
holistic standardization that leads to success. Our standard policies left no room for erroneous,
wavering or unclear text, serving as a concise textual alternative to tabular formats.

13



There is still room for further study and improvement. Complex information-finding tasks and
policy- comparison tasks proved difficult. Future work should continue to concentrate on not just how to
present policy information, but also on how to facilitate comparisons.
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How Different are Young Adults from Older Adults When it

Comes to Information Privacy Attitudes and Policies?

Chris Hoofnagle, Jennifer King, Su Li and Joseph Turow

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

Media reports teem with stories of young people posting salacious photos online, writing about
alcohol-fueled misdeeds on social networking sites, and publicizing other ill-considered escapades
that may haunt them in the future. These anecdotes are interpreted as representing a generational
shift in attitude toward information privacy. Many commentators therefore claim that young
people “are less concerned with maintaining privacy than older people are.” Surprisingly, though, few
empirical investigations have explored the privacy attitudes of young adults. This report is among the first
quantitative studies to evaluate young adults’ attitudes. It demonstrates that the picture is more nuanced
than portrayed in the popular media.

In this telephonic (wireline and wireless) survey of Internet using Americans (N=1000), we found that
large percentages of young adults (18-24year-olds) agree with older Americans in regard to concerns
about online privacy, norms and policy suggestions. In several cases, there are no statistically significant
differences between young adults and older age categories. Where there were differences, more than
half of the young adult respondents did answer in a similar direction as older adults. There clearly
is social significance in that large numbers of young adults agree with older Americans on issues of
information privacy.

For example, a large majority of young adults:

* Have refused to give information to a business in cases where they felt it was too personal or not
necessary;

* Believe anyone who uploads a photo of themselves to the Internet should get their permission first,
even if it was taken in public;

* Believe there should be a law that gives people the right to know all the information websites know
about them; and

* Believe there should be a law that requires websites to delete all stored information about
an individual.

In view of these findings, why would so many young adults act in social networks and elsewhere
online in ways that would seem to offer quite private information to all comers? A number of answers
present themselves, including suggestions that people 24 years and younger approach cost-benefit
analyses related to risk differently than do individuals older than 24.

An important part of the picture, though, must surely be our finding that higher proportions of 18-24
year-olds believe incorrectly that the law protects their privacy online and offline more than it actually
does. Forty-two percent of young Americans answered all of our five online privacy questions incorrectly;
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88% answered only two or fewer correctly. The problem is even more pronounced when presented with
offline privacy issues — post hoc analysis showed that young Americans were more likely to answer no
questions correctly than any other age group.

We conclude that young adult Americans hunger for increased privacy, even while they participate in an
online reality that is optimized to increase revelation of personal data.

'This study is the second in a series of three examining the gaps between privacy law and consumers’
perceptions of protections. In our first study, “Americans Reject Tailored Advertising and Three
Activities that Enable It,” we found that contrary to what many marketers claim, most adult Americans
(66%) do not want marketers to tailor advertisements to their interests. Moreover, when Americans are
informed of three common ways that marketers gather data about people in order to tailor ads, even
higher percentages-- between 73 and 86 %-- say they would not want such advertising.

The third study, to be released fall 2010, will focus on the differences in privacy attitudes among social
network users and non-users.
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Privacy and Regulatory Innovation: Moving Beyond Voluntary
Codes

Ira Rubinstein

Full paper available at: www.futureofprivacy.org/the-privacy-papers/

Executive Summary

Privacy policy in the U.S. has long relied on a combination of sectoral law, market forces
and self-regulation. Over the years, the Department of Commerce and the Federal Trade
Commission (FTC)—with the strong backing of industry—have expressly favored a self-regulatory
approach. They argue that it can protect privacy in a more flexible and cost-effective manner than
direct regulation without impeding the rapid pace of innovation in Internet-related businesses.
On the other hand, critics of self-regulation emphasize its shortcomings, including weak or incomplete
realization of Fair Information Practice Principles (FIPPs), inadequate incentives to ensure wide scale
industry participation, ineffective compliance and enforcement mechanisms, and an overall lack of
transparency. Typically, these same critics call upon Congress to intervene in the online marketplace
by enacting comprehensive privacy legislation. Under this enforcement model of regulation, Congress
would define substantive privacy requirements for commercial firms based on FIPPs and grant the FTC
both regulatory and enforcement powers.

'The opposing sides in the privacy debate tend to treat self-regulation and direct government regulation
as if they were mutually exclusive options from which policy makers have to choose: either one or
the other. But self-regulation is a highly malleable term that may encompass a wider variety of
policy instruments. Thus, it is better to think of self-regulation and direct regulation as opposing ends
of a regulatory continuum, with most regulatory schemes falling somewhere in the middle.
Rather than attack or defend self-regulation, this Article explores a “co-regulatory” approach in which
industry enjoys considerable scope in shaping self-regulatory guidelines, while government retains
general oversight authority to approve and enforce these guidelines. In particular, this hybrid approach
builds on the idea of a privacy safe harbor.

In general, a safe harbor is a regulatory strategy under which a federal statute recognizes differences in
industry performance explicitly by treating qualifying firms more favorably than non-qualifying firms. In
other words, safe harbors shield or reward firms if they engage in desirable behavior as defined by statute.
Favorable treatment for better performing firms might include immunity from liability, protection from
certain penalties, exemptions from certain requirements, and/or permission to engage in certain desired
behaviors. The key point is that eligibility for the benefits conferred by a safe harbor are contingent upon
a participating firm meeting a higher standard of performance than what is otherwise required of firms
covered by the relevant statute.

Congress first created a privacy safe harbor in the Children’s Online Privacy Protection Act of 1998
(COPPA). The COPPA safe harbor establishes an alternative means of compliance for operators
that follow self-regulatory guidelines issued by an industry representative and approved by the FTC,
subject to a notice and comment procedure, and it seeks to facilitate industry self-regulation in two ways:
first, by granting enforcement-related benefits (operators that comply with approved self-regulatory
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guidelines are deemed to be in compliance with the law); and second, by allowing greater flexibility in the
development of self-regulatory guidelines in a manner that takes into account industry-specific concerns
and technological developments. FTC approval of a COPPA safe harbor program turns on whether
self-regulatory guidelines (1) meet or exceed statutory requirements; (2) include an effective, mandatory
mechanism for the independent assessment of compliance with the guidelines; and (3) contain effective
incentives to ensure compliance with the guidelines. In practice, the COPPA safe harbor programs have
met with success mainly in terms of complementing the FTC’s own enforcement efforts. However, the
COPPA safe harbor also suffers from two serious shortcomings: first, a very low rate of participation
(because deemed compliance is too weak an incentive to persuade many firms to bear the costs of joining
a safe harbor program); and, second, a lack of regulatory flexibility (all of the approved self-regulatory
programs have nearly identical requirements to those of the COPPA statute).

This Article proposes that in considering new privacy legislation, Congress should redesign the
COPPA safe harbor program in several critical respects using a more co-regulatory approach. The basic
idea underlying this proposal is that a co-regulatory approach could more eftectively use both sticks and
carrots as incentives. In other regulatory settings such as environmental, sticks typically include a threat
of stricter regulations or imposition of higher pollution fees, whereas carrots might take the form of
more flexible regulations, recognition of better performance by the government, and cost-savings such as
exemptions from mandatory reporting, or easier and quicker permitting. Firms that demonstrate high
performance avoid these sticks and/or enjoy these carrots. What does this mean in the privacy setting,

and why might it attract higher rates of industry support than did the COPPA safe harbor program?

For many years, advocacy groups and privacy scholars have favored a private right of action and
liquidated damages as enforcement mechanisms in any new privacy legislation. Not surprisingly,
industry has argued that such remedies are both unnecessary and ineffective. This suggests that an
excellent stick might be devised around a tiered liability system. Under this new approach, privacy
legislation would allow civil actions and liquidated damages awards against firms that engage in prohibited
practices and did not participate in an approved safe harbor program. In sharp contrast, compliance
with approved self-regulatory guidelines would not only serve as a safe harbor in any enforcement
action but exempt program participants from civil lawsuits and monetary penalties. Other sticks
for non-participating firms might include broader opt-in requirements; external and independent
audits of regulatorycompliance and mandatory reporting to the F'T'C; and much stricter requirements
for firms engaged in online behavioral advertising, such as a total ban on the use of sensitive information
in behavioral targeting and a data retention limit of one month.

In addition to these sticks, privacy legislation might also offer safe harbor participants a number of
carrots including exemptions from civil actions and liquidated damages; cost-savings such as compliance
reviews based on self-assessments rather than external audits by an independent third party; government
recognition of better performing firms (e.g., an FTC “seal of approval” under which firms that meet
safe harbor requirements are duly recognized); government procurement preferences for the products or
services of participating firms; and regulatory flexibility in the form of tailored requirements addressed
to specific business models such as online behavioral advertising.

In summarizing this new approach to privacy safe harbors, it is important to emphasize that safe harbor
benefits should be limited to firms demonstrating superior performance and not be available to other
covered entities that merely satisfy default statutory requirements. In other words, a safe harbor provides
incentives, in the form of sticks and carrots, but only to firms that meet higher performance standards.
As described more fully in the Article, these standards might include data governance practices (i.e., a
system for assigning rights and accountabilities within a company for all information-related processes);
advanced privacy methodologies (such as the use of development guidelines for building privacy
protection into any product or service that uses personal data, a process often referred to as “Privacy by
Design”); and industry-wide best practices (such as mandatory privacy training for all staft with privacy
responsibilities, providing online guidance on privacy and security issues to employees and consumers,
and implementing a complaint-handling procedure).
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This Article develops the ideas described above in considerable detail and has three parts. Part I begins
by analyzing the rise and fall of self-regulation as the F'TC’s preferred approach to online privacy in the
five-year period ending in 2000, when it finally recommended that Congress enact a basic level of online
privacy protection. It then examines the Commission’s shift in 2001, under Chairman Tim Muris, to an
enforcement-based agenda designed to remedy specific harms, as well as the FTC’s renewed interest in
self-regulation as the best way to handle the privacy concerns raised by behavioral advertising. Finally,
it considers the arguments of privacy scholars and economists for and against self-regulation, but finds
this debate inconclusive since both sides voice compelling objections without advancing a solution that
resolves their differences.

Part II shifts from a more general and abstract discussion of self-regulation to three case studies
involving co-regulatory solutions. The first is a “weakly mandated” industry effort aimed at online
behavioral advertising practices; the second is a more “strongly mandated” safe harbor program resulting
from joint governmental efforts to ensure data flows between Europe and the U.S.; and the third is a

statutorily mandated safe harbor under COPPA.

Part III begins by assessing these case studies against five criteria—completeness, free rider problems,
oversight and enforcement, transparency, and formation of regulatory norms—and concludes that despite
several weaknesses, statutory safe harbors such as COPPA offer a superior form of self-regulation. Next,
it describes a more collaborative, flexible and performance-based approach to self-regulation, drawing
on critical insights from environmental regulation. It discusses one specific set of policy tools known as
environmental covenants and applies this learning to the use of privacy covenants (which would enable
the FTC to experiment with policy innovations such as Privacy by Design) and to a revamped version of
statutory safe harbors (which might result in much broader industry participation).

This re-designed version of privacy safe harbors would ensure both the superior performance of
participating firms, and a baseline level of compliance by all firms, thereby allowing the FTC to devote
its scarce enforcement resources to the most egregious or systemic privacy abuses. Therefore, the Article
strongly recommends that Congress adopt these new tools to better protect online consumer privacy.
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