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2. EQJLQHHULQJ a Za\ 
RXW RI KHUH

1. HRZ ZH JRW KHUH



OXWcRPe: 
In order to get the full 
conYersion stor\, Zhile 
compl\ing Zith modern 
priYac\ laZs, cRPSaQLeV 
aVN fRU cRQVeQW aV eaUO\ 
aV SRVVLbOe.

... GDPR requires Zebsites to 
get cRQVeQW befRUe cROOecWLQg 
daWa abRXW a XVeU. SR...

Web teams rel\ on cRQYeUVLRQ 
fXQQeOV, Zhich track a userŞs 
journe\ from landing on the 
Zebsite to conYerting, bXW...

PRSV-XSV aUH baFN. WKaW ZHQW ZURQJ?



TKH SWaWXV QXR UX

Get consent and begin WUacNLQg + XSORadLQg



TKH SRS-XS UHPaLQV WKH bHVW Za\ WR JHW FRQVHQW 
aV HaUO\ aV SRVVLbOH.

 
WH aVN IRU FRQVHQW aV HaUO\ aV SRVVLbOH bHFaXVH 

ZH QHHG WR VWaUW WUaFNLQJ aV HaUO\ aV SRVVLbOH.



AUH SRS-XSV UHaOO\ WKH QHZ XVHU H[SHULHQFH, 
QRZ aQG IRUHYHU?



TR JHW SaVW SRS-XSV, ZH QHHG WR JaLQ WKH abLOLW\ WR 
aVN IRU FRQVHQW OaWHU LQ WKH XVHU MRXUQH\.





TR GR VR, ZH QHHG ORFaO WUaFNLQJ.

Begin WUacNLQg ORcaOO\, but dRQ'W XSORad

Get consent and XSORad



SZLWFKLQJ WR ORFaO WUaFNLQJ LV KaUG

ť Most anal\tics happen through imported third-part\ scripts, like Google Anal\tics.
ť When imported, these scripts begin WUacNLQg and XSORadLQg
ť It's Yer\ diƌcult to alter the functionalit\ of third-part\ scripts.

HRZ caQ cRQVeQW PaQageUV bORcN WUacNeUV fURP XSORadLQg daWa?



WKaW LI WKHUH ZHUH a ƊUHZaOO?

GRYeUQaQce UXOeV cRXOd be VeW RQ aOO QeWZRUN WUaƌc

Essential netZork traƌc could be alloZed through

Tracking could be blocked or alloZed based on consent



QXaUaQWLQLQJ TUaƌF

A ƊUeZaOO cRXOd ORcaOO\ VWRUe WUacNLQg eYeQWV.



RHSOa\LQJ TUaƌF

AfWeU cRQVeQW LV gLYeQ, ORcaOO\ VWRUed eYeQWV cRXOd be XSORaded, aQd QeZ WUacNLQg OeW WKURXgK.



BXLOGLQJ a FLUHZaOO LQ WKH BURZVHU:
AQ EQJLQHHU'V JRXUQH\



IGHa 1
Sandboxed iframe Documents

SaQdbR[ed LfUaPe ZLWK LPSRUWed JSPaUeQW DRcXPeQW







RHVXOWV
Sandboxed iframe Documents

ť Simple implementation that proYed this can Zork

ť High CPU demand, scalabilit\ problems

ť Mis-ordered repla\s could cause site functionalit\ breakage

ť <script as\nc> and <script defer> issues



IGHa 2
Dynamic Content Security Policies

This alloZs netZork requests to: 
ť /an\/path/on/this/url
ť alloZed-url.com



CSP ZKeQ RSWed LQ

CSP ZKeQ RSWed RXW



RHVXOWV
Dynamic Content Security Policies

ť Highl\ eƉectiYe at blocking tracking attempts
ť Doesn't oƉer an eas\ Za\ to locall\ quarantine traƌc

ť HTTP POST bod\ data lost
ť Limited metadata from blocked eYents

ť On a giYen page-load, a CSP can onl\ be updated to become more strict
ť Opting in Zould require a page reload

What should the default behaYior be for unknoZn netZork requests?
ť We don't knoZ if it's for tracking or essential purposes.
ť Should be up to the site oZner



IGHa 3
Patchers and Virtual DOM

PaWcK WKe SURWRW\Se Rf eacK JaYaScULSW API aQd EOePeQW ZKLcK Pa\ geQeUaWe a QeWZRUN UeTXeVW.

EaV\ SaUW: Fetch, XHR, Workers, WebSockets, navigator.sendBeacon, and more

HaUd SaUW: HTML DOM Elements such as images often cause netZork requests too



E[aPSOH
Patching IPage.VUc

We SaWcK IPage.VUc ... ... VR cRde OLNe WKLV caQ be UegXOaWed

SimpliƊed e[ample.



E[FHSWLRQV
Patching IPage.VUc

TKLV QeWZRUN UeTXeVW LV UegXOaWed b\ a SaWcK WR WKe cRQVWUXcWRU ...

... bXW WKLV RQe VOLSV b\!

This is true for all DOM APIs that take HTML strings as input (outerHTML, etc.)

BecaXVe LQQeUHTML dReV QRW XVe WKe IPage cRQVWUXcWRU!



UVLQJ VLUWXaO DRFXPHQWV WR SaWFK LQQeUHTML



TKHUH'V a ORW WR FRYHU!
ť Fetch, XHR, EYentSource, Beacon, WebSocket
ť <script> <st\le>
ť prefetch, prerender, preconnect
ť <iframe>
ť <img>, <Yideo>, <audio>
ť <object>, <embed>, <applet>
ť <a ping>
ť @font-face
ť WebWorker, SharedWorker, SerYice Workers
ť WebTransport
ť ... and man\ more!

PaWcKeUV, YLUWXaO dRcXPeQWV, aQd VRPeWLPeV CSP cRYeU eYeU\WKLQg.



WLQQHU: PaWFKHUV aQG VLUWXaO DOM

BOa]LQg faVW!
ť No CPU strain; memor\ bloat
ť Tested on heaY\ sites

ť Email clients
ť Video streaming platforms
ť Multi-user collaboration apps
ť Sites Zith do]ens of trackers

CRPSOeWe! 
ť GoYerns eYer\ t\pe of netZork request.

ReSOa\ ZRUNV!
ť We can ask for consent Zhen it makes sense.



Si]e: 33kb

aLUJaS.MV
Policy-based data flow governance.
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