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What does privacy mean to you?
Please draw a picture

cups.cs.cmu.edu/privacyillustrated/
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e . Already have an account?
gmazonmechanlcalturk o Ve Vm—— Sign In as 2 Worker | Requester

Introduction | Dashboard | Status | Account Settings

Mechanical Turk is a marketplace for work.
We give businesses and developers access to an on-demand, scalable workforce.
Workers select from thousands of tasks and work whenever it's convenient.

376,614 HITs available. View them now.

Make Money Get Results

by working on HITs from Mechanical Turk Workers
HITs - Human Intelligence Tasks - are individual tasks that Ask workers to complete HITs - Human Intelligence Tasks - and
get results using Mechanical Turk. Get Started.

you work on. Find HITs now.

As a Mechanical Turk Worker you: As a Mechanical Turk Requester you:
 Have access to a global, on-demand, 24 x 7 workforce

e Can work from home NGy £
e Choose your own work hours e Get thousands of HITs completed in minutes
e Get paid for doing good work e Pay only when you're satisfied with the results
Find an Earn Fund your Load your Get
account tasks results

interesting task money

©0 ©50

\_find HITs Now__ \__Getstarted )
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This is the only time during the
day, where | am truly alone
and nothing bothers me. No
man, no children, no dogs.




This facility is proud to participate in the healthy building initiative.
Behaviour at these toilets is being recorded for analysis.
Access your live data at quantifiedtoilets.com

@ Quantified Toilets

Every day. Every time.




.- Recent anonymlzed random data feed

Time ToiletID Sex Deposit Odor

T119 male 90ml neutral
PM




0@ < il] @l AA a0 quantifiedtoilets.com ¢ o i & | B

Quantified Toilets

Every day. Every fime.
Capturing toilet behaviour

analysis.

See our features









6 Hydfaler[ FREE TRIAL REPORT EXAMPLES ~ FAQ'S ABOUTUS NEWS wDURAVIT

Hydralert is the world's first highly engaging,

real time, non-invasive hydration testing and
warning device for individuals. Das er_ste App_ge“euerte wC
zur Urinanalyse.

itional manual hydrat;
of heat related illne

individuals in proper hydration habits via self-testing.

The first app-controlled toilet
for urine analysis.

SMART DISC HARDWARE

(¥) WATERPROOF HARDWARE .

(¥) BLUETOOTH CONNECTIVITY

5CI-TECH

Al toilets will scan your poop to
diagnose your ailments

Micron CEO Sanjay Mehrotra sees smart loos in our future

[ ]
and is anxious to sell the chips they will need. _
BY STEPHEN SHANKLAND | NOVEMBER 12, 2018 3:46 PM PST . _"_' H
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Design exercise: quantified toilets

+) Quantified Toilets

In your breakout groups, come up with an
effective way to provide privacy notices to
users. Feel free to redesign the toilet, stall,
or entire restroom. Bonus points for
integrating consent options!



privacy notice

. |
| channel modality control

visual
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Here's how smart toilets of the future
could protect your health

“Everything these days is connected and smart, but I feel like the
bathroom is a very untapped area.”
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News Weather Coronavirus Your704 Live Stream Community ContactUs Telg

The University of Arizona says it caught a

Virus that causes COVID-19 found during dorm’s covid-19 outbreak before it started. Its
wastewater test at two UNCC dorms secret weapon: Poop.

4 WEATHER ALERTS IN EFFECT

(Wsoc)

f share ] [ W Sshare | [ & Share

L

By: WSOCTV.cor  Ctaif Graduate students and employees process nasal swahs from coronavirus tests in a lab at the University of Arizons in Tucson on Aug. 24,
i WHOCTVocom; ews Stakt {Cheney Orr/Blonmberg, News)
Updated: Novemnber 16, 2020 - §:54 PM

CHARLOTTE, N.C. — Students at the University of North Carolina at Charlotte are having to By Jaclyn Peiser
stay inside their dorms after the virus that causes COVID-19 was detected in the wastewater at August 28, 2020 at 5:50 a.m. EDT + Mot

two residence halls.
As 5,000 students prepared for move-in day at the University of Arizona this week, the

School officials sent out a Niner Alert Monday evening saying the university's wastewater school warned they would be tested periodically for the coronavirus. One test, though,
testing detected the presence of SARS-CoV-2, the virus that causes COVID-19, in its routine doesn’t involve a nose swab. The university is regularly sereening the sewage from each

sampling at two residence halls. dorm, searching for traces of the virus.
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India's city of Pune focuseson
sanitation system of the future =

More than 400 million people defecate in the streets
in the world's second-most populous country.
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A mountable toilet system for personalized health
monitoring via the analysis of excreta

Seung-min Park 2%, Daeyoun D. Won'*47, Brian J. Lee'2", Diego Escobedo’, Andre Esteva®,
Amin Aalipour'?, T. Jessie Ge®, Jung Ha Kim®, Susie Suh’, Ellict H. Choi”, Alexander X. Lozano %%,
Chengyang Yao™, Sunil Bodapati", Friso B. Achterberg'2'2, Jeesu Kim'2'%, Hwan Park®,

Youngjae Choi*, Woo Jin Kim*, Jung Ho Yu'’, Alexander M. Bhatt', Jong Kyun Lee**, Ryan Spitler'",
Shan X. Wang®'"* and Sanjiv 5. Gambhir 28115185

for th itorl n!apulnn'h health are poorly integrated with dinical warkflows, and have rarely

we describe easily deployable hardware and software

Hara,
far the long-term annlylls of a user's exereta thnlgl dah collection and models of human health. The ‘smart’ tollet, which

and operates by aging pressure and motion sensors, analyses the user's urine using a
values !mm Iwﬂwllﬂyﬂ: .llrlpa,cnlculnm the flow rate

using

data fer
is sulf
tandard-of- assay d bl
and volume of urine using computer vision as
deep leamning, with p that Iz ta the per

of trained medical persannel. Esch user of the tollet

is identified Ihmn their fingerprint and the distinctive lnml of their anadﬂ'll\. and the data are securely stored and anal-

ysed In an encrypted cloud server. The tollet may find uses In the

patient populations.

cine as "an emerging approach for disease treatment and pre-
vention taking into account individual
environment, and life style for each person’”
conduct panoramic molecutar analyses w characterize many dis-
eases, but current precision medicine is still primarily limited to
disease trestment rather than preventicn and early detecton. The
current manifestations of precision medicine address disease retro-
spectively after many symploms have already appeared. Although
hlz i

clinician:

| he US Precision Medicine Initiative defines precision medi

and of apecifie

insufficient, Implementing precision health strategies is thercfore
believed to make a considerable difference to both the habits and
the health of o persan over a long perind of time, Tn this regord,
we previgusly propesed 2 framewark for precision health’, suggest-
ng the importance of ‘passive monltoring and the smart home and
‘delivering informatson and guidance thraugh the health pastal,
Tivasive \lud.ul wm.:d.u(n are net sultable for continuous
hisalth moniibaring in 4 ton-discal as thiey are e
dumsslng.cunIJy ‘nd burdensome for the pn.bh,. Evena mull:u:l]l;
imvasive hload draw, despite its great potertial in dingnastics™,

&t tailor therapies to address the disease process
of each pad.em.. they are at a considerable disadvantage owlng to
I Thus, equal emphasis should he given to

disease prevention and early detection as well & disease treatment.
Tnstead of precision medicine, the rapidly evolving field of
precision health has expanded effarts in the prevention and early
detection of d: through risk-tailored langimdinal monitor
ing". A similar idea is already realized in the aircralt industry, which
implements continuns manitring of jet engines with bundreds of
sensars bo prevent engine failure. Unfortunately, in contrast to the
aircraft industry, u:ﬂsctmal normal adultin the United States vis-
its a healthcare provider fewer than four times per year” implies that
surveillance of the human body is limited, infrequent and possibly

Deparimen:
of Medicne, Stanford, CA. USA. “Department of Surgery. Seaul Song Do Ha:
Song Do Hospita, Republic of Korea. "Salesforce Research, Palo Alka, CA L
CA, USA. Deparment of Fhamacology, Case Western Reserve Universi

Enginsenng, Stanferd Linivessity, Stand
Leicden University Madical Center, Lasdan,
(POSTECH). Pohang, Republic of Korea.

Stznford Linvarsity
Se-mail: sgambhiriistz

24 NATUSE BIOMEDICAL ENGINEERING | VOL 4| UNE 2020 | 624635 | waw.maius

School of Medicne, Cleveland, OH, USA. *Department of Mate:
znd Enginesring. Staslord Universily, Stanford, CA, USA. "Faculty of Medicne. University of Torerle, Terorila, Onlarko, Canada, "Depart
CA,USA "Department of Biaergnenring Stanfaed Universty, Stanford, T4, LSA, ZDepartment of
i# Netherlards "epartment of Ceative 1T Engarering, Pohang Unevrsity of Seiren and Technolagy

e of Medicine, The Catholic University of Korea Seoul, Republic of Eorea. “Precisior Health and Infegrated
Diagnostie Center (FHIMD), Stantard University Schesl of Medicire, Pako Ate, CA, LISA ™

burd when it comes to the healthy population. Thus, the
idenl santees of dingnastic information for continunus health mon
Itoring are the polenlJally information-rich 'nol.ecuh( o
breath™", sweat' ", saliva™", arine and
complex by-products that are affected by human body
activities and external ervironments that provide valnable infor
mation on an individuals health and are naturally excreted every
dny. Routine medical tests for these excret include urinalysis, uro
fowmetry and stool analysis, such as microscopic examination,
«chemical tesis and microbiological tests. Urinalysie is important
for 2ccessing the bochemical constituents of the urine and its rela-
tionship with various disease states. such as diabetes, metabolic

I Raciclogy. Starlord University Schucl of Medicing, Stanford, CA, USA. “Moleculs: imaging Program al. Stanford, Stenford Univers ity School

Seou, Repubiic of Korea, *Cancer Immunalogy Laboratory, Secul Seoul
*Department of Uralogy, Stanfard University Schoal of Medicine, Stanford,

rary Center al

ford for Cances Esry Detection,

ol af Medicing, Palo Alte, Ca, USA "These authars contributed equally: Seung-min Fark, Daeysun D Wan, Brian ). Lee.
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User: John Doe
Accuracy score: 108
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» Youlube smart pipe 3 R

ToDAY.

youtu.be/DJkIHwWoYgBQ
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Others may be waiting.
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 To Activare Shower
Pul ande Fosmer

4 I Hot Waler
Turn Red Arrow 10 et |,

For Cold Wal b
Tumn Blue Arrow tg'mgm










PUSH
ON




e Water-Saving
 pual-Function Handle
-miinrn (Nguid wanle]
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Where is
the light
switch?




" Whereis
| the light
\.. switch?




How do
you unplug
the sink?

)













It's a bit awkward to
wash your hands




Where can
we find one
that works?




Push the buttan os
the bap of the remots centrol

Wash #

LKL

LIXIL

Quick guide to using LIXIL SENSIA
for women

Whan gou it n the tellet ssat,

12l b acthvated.

The remote cortrol B the side contral b the remote contral o the sioe controd |

with Side control

| Lady shower
Start / Stoe”

=)

| “Prews i bution sharrsy

LIXiL

Rear shower
Shart' / Sropr

N

et the functions of sensia can be controlied |

L -=du
(@ shower




GOOD G.O ABOUTUS TEAM FAQ CONTACT GET THE APP ‘RETAILINSTALL
MsSaiiuh sl

Unlock the door
to a brand new
restroom
experience

Just launched! Find and
securely access modern
restrooms - all through your
smartphone

Free for a limited time!

Wload on the

L Aﬁp Store

GETITON
» Google Play

‘ Get notified 9 Map of

wt'.uerl EVETIET [ Locations
In your city




GOOD G‘O ABOUTUS TEAM FAQ CONTACT GET THE APP {RETAILINSTALL

Unlock the door

to a brand new I
juaninsf &£ @ 9
re Stf'OO m 3 @juanbuis

EXPErience i'm in san francisco, the city where | can't
use the restroom as it requires me to sign up
Just launched! Find and for an app with a US phone number
securely access modern i - =
restrooms - all through your

smartphone
Download your
N key today |
mww.good2go.global i0S users - open your

camera to scan QR code

Free for a limited time!

Need access to the restroom? "

& Appstore | P> Google Play Here's your key

‘ Get notified 9 Map of

when available . . :
i your dity Locations - . r
» { I.J
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« Easytofind

e Attractive




Add words to icons
Standardize controls
Don't hide controls

Build PETs that are simple,
intuitive, attractive, and
fail safe

Test with users



