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Privacy UX truths and design guidelines

While technology and regulation may

change rapidly, there are fundamental

truths about privacy UX that remain
constant over time
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Understanding these truths can
help us design products that
respect users’ privacy
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3 privacy
truths

Representing user needs
drawn from research

3 design
guidelines

to address these truths in
products

Google



3 privacy truths
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Alyssa

School Teacher
2009
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2009

e Avatar was the top grossing film

e The year of the social network

e No Instagram

Sources Annual Movie Chart -- 2009. https://www.the-numbers.com/;

Google
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Alyssa loves

Google
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She is trying to lose
weight, and is worried
her friends will see her
weight loss ads.
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Alyssa was tagged in a
picture, and is worried
that her boss may have
seen it.
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Despite having these
concerns, she still dismisses
privacy reminders.

Yes

No
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Riku
Financial Advisor
2019
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Sources Annual Movie Chart -- 2019. https://www.the-numbers.com/;

2019

e Avengers: Endgame is the top
grossing film

e |oT isontherise

e Instagram is thriving



Privacy UX truths and design guidelines

C c

Riku loves new
technology and has
invested heavily in loT
throughout his home.
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4

When he tried to access
his settings, he was
frustrated by the
overwhelming amount - 1

of information.

Google
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Privacy UX truths remain consistent over time

01 @ Privacy is complex and contextual.
3 themes
d bOU t t rUt hS 02 e Multiple factors shape privacy “ABCs”

i (attitudes, behaviors, comprehension).
around privacy UX needs

drawn from research
03 M Privacy is often not users’ main task,
even though it’s important to them.
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01

Privacy Is complex
and contextual
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Privacy is a complex
concept with many
interpretations

Sources: Privacy lllustrated, Oates et al. “Turtles, locks, and bathrooms....” PETS. 2018.
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People face a variety of security and privacy threats

Companies Local threats Hackers Government



Global survey participants
were concerned about....

Hackers 77 %

Tech companies 47 %

Friends & family 25%
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A user might think it’s generally useful to save their
shopping activity...but might become privacy
sensitive when looking for an engagement ring

@ https://www.google.com/search?c :

Privacy attitudes and R
needs are contextual —

everyone Is privacy
sensitive sometimes == ==

Verlobungsring in Verlobungsring in Timel
WeiRgold (18k) mi Gelbgold (18k) mi Pave
€714.24 €604.76 €769.
Free shipping Free shipping Frees
77 Diamonds DE 77 Diamonds DE Jame
By Shoptail By Shoptail By Ge

Design Your Engagement Ring | Make Your

Sources: Nissenbaum “A contextual approach...” Daedalus. 2011, Solove “I’'ve got nothing to hide...” San
Diego L. Rev. 2007. Friedman et al. “The Watcher and the Watched.” Human-Computer Interaction.
2006. Mazurek et al. “Exploring Reactive Access Control.” CHI. 2011. Woodruff et al. “Would a privacy
fundamentalist...” SOUPS. 2014. Agarwal et al. “Do Not Embarrass...” SOUPS. 2014.
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éé When | watch online movies, the movies
open in a pop-up player of a third party.
They don’t care about what kind of
people are watching. They show ads of
scantily-clad women. | was watching it
with my mom [once] and it became
pretty embarrassing.”

Source: Agarwal et al. “Do Not Embarrass...” SOUPS. 2014
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Geographic and
cultural differences
exist (and matter)

Sources: Cho et al. “Collective Privacy Management...” ACM Trans.Comput-Hum Interact. 2018, Cho et al.
“A multinational study..” New Media & Society. 2009, CIGI-Ipsos Global Survey on Internet Security and
Trust 2019, Li et al. Cross-Cultural Privacy...” PETS. 2017, Miltgen and Peyrat-Guillard “Cultural and
generational influences...” Eur. J of Info. Sys. 2019, Rho et al. Differences in online privacy and security
attitudes...” ECIS. 2018, Ur and Wang “A cross-cultural framework...” WWW. 2013.




Privacy perceptions differ across 15 countries

How possible is it for you to have privacy in today’s world?
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A
He

Multiple factors
shape privacy “ABCs”

(attitudes, behaviors, comprehension)
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“Folk” models impact
how people interact with
and understand online
systems

Sources: Kempton. “Two Theories of Home Heat Control.” Cognitive Science. 1986, Yao et al. “Folk
models of online behavioral advertising.” CSCW. 2017, Kang et al. “My data just goes everywhere...”

SOUPS. 2015. Wu and Zappala. “When is a tree really a truck...” SOUPS. 2018, Oates et al. “Turtles, locks,

and bathrooms...” PETS. 2018, Eslami et al. “First | ‘Like” it, then | hide it...” CHI. 2016, Fulton et al. “The
Effect of Entertainment Media...” SOUPS. 2019

Educational
background Interactions with

products

Design of products

-

News stories

Real-world
associations

Past experiences

Conversations with online

friends & family

Privileged and confidential | Reflects advice of EU outside counsel 28
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ME on \fmﬂzﬂe\’

Sources: Murillo et al. “’If | press delete, it's gone....” SOUPS. 2018. Google
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I

Privacy is often not
users’ main task
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Privacy is often not
users’ primary task,
even though privacy
Is iImportant to them

Sources: Cranor “A framework for reasoning about the human in the loop.” 2008, McDonald and Cranor
“The cost of reading privacy policies” ISJLP. 2008. Woodruff et al. “Would a privacy fundamentalist sell
their DNA...” SOUPS 2014
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Privacy can become a primary task based on privacy / security
events or life circumstances

A user might see a segment about

Security or privacy events hackers on the morning news and
Users may look for security or privacy settings want to make sure Google is really
after experiencing a potential or actual security keeping my emails safe

or privacy event (e.g., news stories, account n

compromise, security alerts, etc.)

Life circumstances
At-risk users may face circumstances that put A survivor of intimate partner
them at greater risk (e.g., survivors of intimate abuse might focus on how to

.. . . - revent their abuser from
partner abuse, activists, journalists, etc.) AP : ) :
accessing their location

Sources: Sleeper et al. “Tough times at transitional homeless shelters.” CHI. 2019, Matthews et al.
“Stories from survivors...” CHI. 2017, Angulo and Ortlieb. “"WTH..I?!" Experiences, Reactions and
Expectations...” SOUPS. 2015.
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People find transparency,
education, and control
helpful, but the wrong
balance can be harmful

Sources: Eslami et al. “Communicating algorithmic process in online behavioral advertising.” CHI. 2018,
Samat et al. “Raise the Curtains...” SOUPS. 2017
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Users typically want privacy
when they need it, rather than
as an interruption

éé

I'm driving...you're not going to distract
me with a privacy notification...It’d be
better ‘no, thanks later’ - maybe on an
email”




Design guidelines
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01 Deliver appropriate outcomes

3 early-stage
deSign guide“nes 02 Design for the context

to address these truths in product 03 Craft with care
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01

Deliver appropriate
outcomes
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Deliver appropriate outcomes
®

Privacy is complex
and contextual

Design around
privacy-focused critical
user journeys, instead of
privacy personas

Privacy problem
User may experience unexpected personalization
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Advanced Dentistry the Art
5.0 %k kK k (44)

Dentist - @ 21 min

Open - Closes 18:00

5 Tue, May 25, 4:00 PM - 6:00 PM

A COVID-19 alert

Call your doctor before visiting if you may have
COVID-19. Source: CDC
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Provide easy access to feature explanation and control

Deliver appropriate outcomes Youreyent A
o

[CONFIRMED] Dentist
Privacy is complex Tue, May 25, 4:00 PM - 6:00 PM
and contextual

View event

Visible only to you

Advanced Dentistry the Art

Design around P

Open - Closes|18:00
) Tue, May 25, 4:00 PM |- 6:00 PM v

privacy-focused critical
user journeys, instead of 0O W © @

DIRECTIONS START CALL SAVE

privacy personas " oo

View event

Visible only to you

A COVID-19 alert

Call your doctor before visiting if you may have
COVID-19. Source: CDC Learn more

!
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Provide easy access to feature explanation and control

Deliver appropriate outcomes

7:369 " Q. How Search works

. & google.com

. . @ www.runnersworld.com

Privacy is complex

and contextual Bes't Running Shoes | Running Shoe
Reviews 2021
Mar 9, 2021 — SOFT - Brooks Trace -
Hoka One One Mach 4 - MBT
Huracan-3000 - New Balance Fresh
Foam 1080 v11 - Altra Rivera - Brooks
Glycerin 19 - Diadora ...

DeS|gn around [Aboutthisﬂresult EE ]4—- “
privacy-focused critical
user journeys, instead of R

B

A

Source

States. Wikipedia

. « Your connection to this site is secure
« https://www.runnersworld.com/gear/a1966362
1/best-running-shoes/

This is a search result, not an ad. Only ads are paid,
and they'll always be labeled with "Sponsored" or
"Ad."

Send feedback on this info

% Privacy settings Q How Search works
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Deliver appropriate outcomes

.

Privacy is often
not users’ main goal

Promote agency,
at privacy touchpoints

Reactive

o Critical security alert
< Google
Suspicious activity in your
account

o Critical security alert

Suspicious activity in your

account
a jwoll@google.com
Google detected suspicious activity in your account. If

you don't recognize this device, someone could be using
your account.

[ unrecognized device
Chrome (Browser)
@© 1 minute ago

Q  Near Tel Aviv-Yafo, Israel
2620:0:1045:2:a40b:8f08:7fc7:8ebf
(IP address) ©

Do you recognize this activity?

X No, secure account ' Yes, it was me
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Deliver appropriate outcomes

.

Privacy is often
not users’ main goal

Promote agency,
at privacy touchpoints

Proactive

10:16 @ @ M O -

& Google Account

Your privacy suggestions

1 suggestion generated from the Google
services you use most

See suggestion

r

Your privacy suggestions
@
1 suggestion generated from the Google

services you use most

See suggestion

.

Key privacy settings

Review key settings & the data Google uses to

personalize your experience

Personalize your Google experience

Choose whether to save activity data in your Google
Account for faster and more useful Google services,
like better commute options in Maps and quicker

results in Search

Q |-
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Design for
the context
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Design for the context

Privacy is complex

and contextual

Test for global context

Portuguese~ 0O o
privacidade

noun  aprivacidade
privacy

a intimidade
intimacy, privacy, familiarity,
nearness, inwardness, intimity

o segredo
secret, secrecy, mystery,
confidence, privacy, concealment

areserva
booking, reservation, reserve,
backup, reservoir, privacy

o retiro
retreat, retirement, withdrawal,
seclusion, den, privacy

Hindi~ rlj <
ekaant
wia

privacy, seclusion, intimity,
lonesomeness, shadowy

noun Tia T
privacy, solitude, stowaway,
retirement

T Ctaar
privacy

German~ [E] ‘D
Privatsphare

noun das Privatieben
private life, privacy

die Ruhe
calm, rest, quiet, peace, silence,
privacy

die Geheimhaltung
secrecy, privacy

die Zuriickgezogenheit
seclusion, privacy, retirement

die Einsamkeit
loneliness, solitude, isolation,
seclusion, solitariness, privacy

French~ I—D
intimité

noun I'intimité
privacy, intimacy, nearness

le secret
secret, secrecy, privacy, wrap,
stealthiness, hugger-mugger

la solitude
solitude, loneliness, seclusion,
privacy, desolation, retirement
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Design for the context

Privacy is complex
and contextual

Input chip: hover state Q

&
Dialog Title

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna

i aliqua. Ut enim ad minim veniam, quis
Education nostrud exercitation ullamco laboris.

Design with progressive
disclosure to align with

Label Label

the user journey

Privacy onward journey -




Privacy UX truths and design guidelines

Design for the context

Privacy is complex
and contextual

Use content design for
progressive disclosure

Google

For a better YouTube Title
homepage, save your
YouTube History

Step 2 of 5

Choose whether to save YouTube History

O Keep activity until | delete manually
Helps improve your YouTube experience with full
personalization based on all your activity

O Keep activity for 36 months

Personalizes your experience based on history
from the last three years

O Don't save YouTube History in my account

Limits the information used to personalize
recommendations and tailor your YouTube
homepage

How we use this saved data L
e used in

any Google service where you are signed in
to personalize your experience, like giving

you better recommendations, a tailored 2nd info Iayer

Subheadings

YouTube homepage, and vi pick up
right where you left off| Learn more

What data is saved

YouTube History saves your activity on

YouTube, like videos you watch and things
your search for. Learn more

How you can manage your data

You can see your data, delete it, and
withdraw your consent for saving data at
account.google.com.

Back Confirm



Privacy UX truths and design guidelines

DeSig n fOI’ the CO nteXt e RR B ©ovaE e mnen e o Google Search Help Q @

<« Your data in Search 9 < Google Account @
. —  Help Center Community Announcements
. Activity controls
@ The det savedin your accoun elps e you more
Pri . | = personazed experinces acros ll Google services See & control your Web &
rivacy is complex g 9 Choose which settings will save data in your Google . s
p Y Ip S R App Activity
and contextua If Web & App Activity is turned on, your searches and
activity from other Google services are saved in your
. Google Account, so you may get more personalized
Google-wide controls @ = » experiences, like faster searches and more helpful app and
Your Search activity is saved in your Google Account. content recommendations.
Activity controls in your Google Account let you decide > )
what data Is saved and used across Google services, You can tum Web & App Activity off or delete past activity
atany time.
Web & App Activity PY Note: If you got your Google Account through work or

° ° ° & Web & App Activity school, you might need to contact your administrator to
De Si g n wit h p ro g ressive o e i 8 App iyl enteetorsom
services, including your searches and
associated info like location Saves your activity on Google sites and apps, organization.
including associated info like location, to give you
@ on faster searches, better recommengations, and

disclosure to align with Q

Saves audio recordings when you interact with Include Chrome history and activity from
Google Search, Assistant, and Maps, to help sites, apps, and devices that use Google
develop and improve audio recognition services

echnologies and the services hat use them Turn Web & App Activity on or off

M O  include audio recordings. Learn more
e l l S e r J Ol I r' n ey © Paused > 1..0n your Android phone or tablet, open your device's

Android Computer iPhone & iPad

Settings app > Google > Manage your Google

@ Auto-delete (On) > Account,
n App info from your devices Deleting activity older than 18 months }
Saves info from your signedin devices about < ® - 2. Tap Data & personalization.
w‘s‘;‘al\ed apps to make them easier to interact 3. Under "Activity controls; tap Web & App Activity (1]

4. Turn Web & App Activity on or off.
< ) [ £ WAllaan WAk © Ann Ansi
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Design for the context
@ Find and delete the last 15 @

minutes of search history

.

. . X Google
Privacy is often
not users’ main task * EisaBeckett
elisa.g.beckett@gmail.com

Manage your Google Account

Turn on Incognito

Search history

Give users an easy path
to meaningful choices
and controls »

Privacy Policy +  Terms of Service

Settings
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Design for the context
o

Privacy is complex Wed, Oct 2 | @ 54°F
and contextual

Privacy Actions
e ‘“delete the last thing | said to you”
e “forget everything | said today”

e ‘“erase my history from last week”
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Craft with care



Privacy UX truths and design guidelines

Craft with care

A
ne

Multiple factors shape
privacy “ABCs”

Optimize for comprehension
by breaking up experiences
with design, illustration,
video, and real-life examples

= Google Privacy Policy

y

t R

INFORMATION GOOGLE COLLECTS

We want you to understand the
types of information we collect
as you use our services

We collect information to provide better services to all
our users — from figuring out basic stuff like which
language you speak, to more complex things like which
ads you'll find most useful, the people who matter most
to you online, or which YouTube videos you might like.
The information Google collects, and how that
information is used, depends on how you use our
services and how you manage your privacy conj

Il

Google Privacy Policy

information. We understand this
is a big responsibility and work
hard to protect your information
and put you in control.

This Privacy Policy is meant to help you understand
what information we collect, why we collect it, and how
you can update, manage, export, and delete your
information.

Effective January 22, 2019
Archived versions

Download PDF

Contents

> Introduction
> Information Google collects

> Why Google collects data &



Privacy UX truths and design guidelines

Craft with care

A
ne

Multiple factors shape
privacy “ABCs”

Promote & enforce
consistency

Google
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Craft with care

.

Privacy is often
not users’ main task

Balance design tradeoffs,
so users don't need to

Provide control
but not too many controls

Select when your Search
activity is deleted

After 2 After 18
months months

Ongoing activity helps you never lose a piece of
inspiration

ZQ  Rediscover all past searches and clicks

© Faster and tailored suggestions

o

2., Results based on topics you care about

@ Information and inspiration based on your
interests

T Help improve Search algorithm for everyone

Before

Choose an auto-delete option for
your Web & App Activity

Search history is a type of
Web & App Activity

Auto-delete activity older than 3
O months
and manually delete any time

Auto-delete activity older than 18
O months
and manually delete any time

Auto-delete activity older than 36
O months
and manually delete any time

@ Don't auto-delete

;’o How long is right for you?

The activity you keep can improve your
experience anywhere you use your Google
Account. What you search, read, and watch can
work together to help you get things done faster,
discover new content, and pick up where you
left off.

Sance!

After




Takeaways
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Takeaways for the PEPR community

Privacy UX Is a challenging and constantly
evolving space...but we can start by
thinking about how to account for constants
(while adapting this guidance to specific
product goals)
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Takeaways for the PEPR community

But, this is just the start of the
conversation...we’d like to challenge the PEPR
community to expand and build on this set of

“truths” and guidelines — what are
fundamentals about user needs & design that
our industry would benefit from?



Manya Sleeper Johanna Woll Anneke Glasius Gretchen Gelke

UX Researcher UX Writer UX Designer UX Manager
manya@google.com jwoll@google.com annekeglasius@google.com ggelke@google.com

Google



