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The goal of the Privacy and Civil Liberties (PCL) team is to design,
build, and deploy privacy-protective technologies, and to foster a

culture of responsibility around their development and use.
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» Data must be collected for specified, explicit and legitimate

purposes only

» Data must not be further processed in a way that is incompatible

with those purposes
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> Legal Reviews

» Privacy Impact fo)N
Assessments é

» Access Controls ‘h

5 Audit Log Analysis Governance
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Challenges for Users

Data platform
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Tooling for purpose
limitation in daily routine

Interfaces that “bake in”
organizational policy

Active reminders and
nudges
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Gap in practice
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Governance
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=| Checkpoints Review  Configuration

> Select the platform actions to N

-
checkpoint i

ORGANIZATION

Export Organizational Checkpoint MATCHING ALL MATCHING NONE
H Bh Palantir & This is a copy of the organization-level checkpoint
> CO nflg Ure Ianguage and that exists in cdconfig that has been manually
CHECKPOINT TYPE recreated through the configuration service FE.

justification requirements for the ey
a Cti O n S LOCATION Display sample checkpoint

Filter by location type
Filter by exact resource
Source Share Organizational MATCHING ALL MATCHING NONE
Checkpoint
This is a copy of the organization-level checkpoint
that exists in cdconfig that has been manually
recreated through the configuration service FE.

{ SHARE

Display sample checkpoint

Bulk Create Checkpoint MATCHING ALL MATCHING NONE
A This is a copy of the organization-level checkpoint
that exists in cdconfig that has been manually
recreated through the configuration service FE.
CREATE
Display sample checkpoint
Create Organizational MATCHING ALL MATCHING NONE

Governance Checkpoint o
o Data is notional
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Justification Service for Embedded U Se r Ch e Ckpo i nti n g

Accountability

June 2021

> When performing sensitive
action, served with checkpoint

» Requires acknowledgement and
justification

> Reminder of policy and
purposes

> Reminder that justifications and
actions are auditable

&
DTN

Platform
User

A\ Confirm Non-Sensitive Data Export

Please enter a justification for your export.

This is a test checkpoint. Please ensure that exports are
performed according to terms and conditions.

this is the reason why i am exporting

yeongw + 14/05/2021 05:43:46

Data is notional
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Justification Service for Embedded
Accountability

June 2021

overnance review

> Real-time review of history of
user actions and corresponding
context

> Determine from justifications
and metadata whether purposes
appropriate

Governance

[E]  Checkpoints

ORGANIZATION [ G

Time

Mar 11,2021, 2:21 PM
Mar 11,2021, 2:21 PM
Mar 11, 2021, 2:20 PM
Mar 11,2021, 12:59 PM
Mar 11,2021, 12:38 PM
Mar 11, 2021, 12:06 PM
Mar 11, 2021, 10:45 AM
Mar 11,2021, 10:05 AM
Mar 11,2021, 9:42 AM
Mar 11,2021, 9:14 AM
Mar 10, 2021, 5:14 PM
Mar 10, 2021, 5:12 PM
Mar 10, 2021, 5:09 PM
Mar 10, 2021, 5:08 PM

Mar 10, 2021, 5:07 PM

SEARCH FILTER

Export

Import

Export

Export

Import

Import

Export

Import

Export

Import

Import

Import

Export

Create

Create

SelectaFilter $  TIME INTERVAL

User

Governance Admin

Governance Admin

Governance Admin

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Brian Jordan

Governance Admin

Brian Jordan

Brian Jordan

Jane Taylor

Tue Mar 09 2021

Justification

I agree download png

Checkbox Ticked

test | agree

I agree to the rules

Checkbox Ticked

Checkbox Ticked

lagree

Checkbox Ticked

Iagree

Checkbox Ticked

Checkbox Ticked

Checkbox Ticked

1 agree I'm not ingesting PII

Saving my personal sync. 1 ...

Downloading obfuscated e...

Fri Mar 12 2021
Checkpointed Items

[&] screen Shot 2021-03...
/Users/governance_admin

[&] screen Shot 2021-03...
IUsers/governance_admin

[ employee_registry
IUsers/governance_admin

[ monthly_account_acti...

IdemolPrivacy & Govern...

3 all_accounts (5)
/demo/Privacy & Govern...

[ all_accounts (4)
/demo/Privacy & Govern.

[ monthly_account_acti...

/demolPrivacy & Govern.

3 all_accounts (3)
/demo/Privacy & Govern.

™ monthly_account_acti...

IdemolPrivacy & Govern.

3 all_accounts (2)
/demo/Privacy & Govern...

$% Redacted Resource

[ employee_registry
/Users/governance_admin

& Checkpoints Demo So...
/demo/Privacy & Govern...

{5 Checkpoints Demo So...
IdemolPrivacy & Govern.

3 all_accounts_protected
/demo/Privacy & Govern.

You are viewing the first 20 checkpoints that match this search. Click here to load more.

Project

=) governance_admin
/Users

(=) governance_admin
Iusers

=) governance_admin
/Users

=) Privacy & Governance
/demo

(=) Privacy & Governance
/demo

(5] Privacy & Governance
/demo

(=] Privacy & Governance
/demo

Privacy & Governance
/demo

0]

) Privacy & Governance
/demo

0]

Privacy & Governance
Idemo

#% Redacted Resource

(=) governance_admin
/Users

(=) Privacy & Governance
/demo

(5] Privacy & Governance
/demo

=) Privacy & Governance
/demo

Selected Checkpoint Details

User Justification
Iagree I'm not ingesting PIl

Checkpoint Prompt
Unknown Prompt

Creation Time ~ Mar 10,2021, 5:09 PM
Checkpoint Type  Data Connection Sync Create

Acting User
Username

brian_gov

CHECKPOINTED ITEM

& Checkpoints Demo Source
/demo/Privacy & Governance/Checkpoints Demo

Resource Type Source
Name Checkpoints Demo Source
Path /demo/Privacy & Governance/Checkpoints De...
Project (=) Privacy & Governance

CHECKPOINTED ITEM

Resource Type Sync

Name

Name

Path

Checkpoint Version 1

Data is notional
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Embedded accountability

mutually reinforcing
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Embedded accountability

mutually reinforcing

0 My ¢
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Governance Platform
User
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Developer
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Background: Microservice Environment

s> Enforcing purpose
limitation in a platform
backed by microservices

can be quite challenging.

Frontend Assets

API

Microservice Backend
Servers

Microservice Architecture Design

Frontend 1

Frontend 2

Frontend 3

Microservice 1

Microservice 2

Microservice 3
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sifcaion S for Emcd Purpose Justification Framework Overview

June 2021

> The purpose justification framework has a few key goals:

1. Governance users can configure justification
checkpoints for actions they deem sensitive.

2. When a platform user performs a sensitive
action, the user sees the configured
checkpoint and submits a user justification.

3. Governance users can review the sensitive
actions users have taken along with the
justification and the context for the sensitive

action.
0 @G

| oY A

Governance Platform
User
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PEPR 21 - Lightweight Purpose Purpose Justlflcatlcn Framework Ovewlew

Justification Service for Embedded
Accountability

June 2021

> We designed a lightweight purpose justification service with a few simple API
endpoints to meet these goals.

createConfiguration

getConfiguration
putJustification

getJustifications

IO
A

Developer
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June 2021

Frontend Governance Workflows

Frontend Assets

API -

Microservice Backend
Servers

Frontend 1

Frontend 2

Frontend 3

Justification Configuration
Review Frontend Frontend

Microservice 1

Microservice 2

Microservice 3

Purpose Justification Service
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SoticaonSeni for e Frontend Governance Workflows:
y Configuration

June 2021

[~1  Checkpoints Review  Configuration

Justification Configuration
Export Organizational Checkpoint MATCHING ALL i Review Frontend Frontend

ORGANIZATION

ﬁ Palantir & This is a copy of the organization-level checkpoint
that exists in cdconfig that has been manually
CHECKPOINT TYPE recreated through the configuration service FE
Select a Checkpoint Type & X EXPORT
LOCATION Display sample checkpoint
Filter by location type
Filter by exact resource
Source Share Organizational MATCHING ALL MATCHING NONE LI T R RN R A R R I N L R T IR T R I R "= = = o= omom
Checkpoint

This is a copy of the organization-level checkpoint
that exists in cdconfig that has been manually
recreated through the configuration service FE

i SHARE

Display sample checkpoint

Bulk Create Checkpoint MATCHING ALL MATCHING NONE
This is a copy of the organization-level checkpoint

that exists in cdconfig that has been manually PU.I'pOSC Justlﬁcathn SCI'VICG

recreated through the configuration service FE.

CREATE

Display sample checkpoint

Create Organizational MATCHING ALL MATCHING NONE

Checkpoint

Data is notional
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Justification Service for Embedded
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June 2021

Frontend G
Review

overnance Workflows:

[E]  Checkpoints

oroANzATION [} G

Time

Mar 11,2021, 2:21 PM
Mar 11,2021, 2:21 PM
Mar 11,2021, 2:20 PM
Mar 11,2021, 12:59 PM
Mar 11,2021, 12:38 PM
Mar 11,2021, 12:06 PM
Mar 11,2021, 10:45 AM
Mar 11,2021, 10:05 AM
Mar 11,2021, 9:42 AM
Mar 11,2021, 9:14 AM
Mar 10,2021, 5:14 PM
Mar 10,2021, 5:12 PM
Mar 10, 2021, 5:09 PM
Mar 10, 2021, 5:08 PM

Mar 10,2021, 5:07 PM

¢  SEARCHFILTER  Select aFilter $

Type

Export

Import

Export

Export

Import

Import

Export

Import

Export

Import

Import

Import

Create

Create

Export

User

Governance Admin

Governance Admin

Governance Admin

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Jane Taylor

Brian Jordan

Governance Admin

Brian Jordan

Brian Jordan

Jane Taylor

TIME INTERVAL  Tue Mar 09 2021

Justification

1 agree download png

Checkbox Ticked

test | agree

Iagree to the rules

Checkbox Ticked

Checkbox Ticked

lagree

Checkbox Ticked

lagree

Checkbox Ticked

Checkbox Ticked

Checkbox Ticked

1 agree I'm not ingesting Pl

Saving my personal sync. | ...

Downloading obfuscat

Fri Mar 12 2021
Checkpointed ltems Project

[&] screen Shot 2021-03,
Isersigovernance_adm

[2) governance_admin
Iusers

[E] Screen Shot 2021-03, (=) governance_admin

IUsersigovernance_adm Iusers

[ employee_registry () governance_admin
/Users/governance_admin IUsers.

[ monthly_account_acti.. [=! Privacy & Governance
JgemolPrivacy & Govern. 1demo

[ alt_accounts (5) (=) Privacy & Governance
/demolPrivacy & Govern Idemo

™ alt_accounts (4) (=) Privacy & Governance
fdemolPrivacy b Gavern fdomo

™ monthly_account_acti.. (=] Privacy & Governance
/demolPrivacy & Gove Idomo

[ all_accounts (3)

Privacy & Governance
/demolPrivacy & Gavern. fdemo

™ monthly_account_acti... Privacy & Governance

/demolPrivacy & Gave Idema

[ all_accounts (2) (=) Privacy & Governance
JdemolPrivacy & Gavern. Idema

¥ Redacted Re r & Re ted Resol

[ employee_registry [Z) governance_admin

{Usersigovernance_admin IUsers

Y Checkpoints Demo So...  [=) Privacy & Governance
/demolPrivacy & Govern. Idemo

@ Checkpoints Demo So... (=) Privacy & Governance
/gemolPrivacy & Govern. Idemo

[ all_accounts_protected [ Privacy & Governance

tede...
/demolPrivacy & Govern.

You are viewing the first 20 checkpoints that match this search. Click here to load more.

Selected Checkpoint Details

User Justification
I agree I'm not ingesting Pil

Checkpoint Prompt
Unknown Prompt

CreationTime  Mar 10,2021,5:09 PM
Checkpoint Type  Data Connection Sync Create
Acting User brian_gov

Username

CHECKPOINTED ITEM

3 Checkpoints Demo Source
IdemalPrivacy & Governance/Checkpaints Demo

Resource Type Source

Name Checkpoints Demo Source

Path IdemolPrivacy & Governance/Checkpoints De...
Project (2] Privacy & Governance

CHECKPOINTED ITEM

& Reda

Resource Type Sync

Name

Path

Checkpoint Version 1

Data is notional

Justification
Review Frontend

Configuration
Frontend

Purpose Justification Service
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PEPR 21 - Lightweight Purpose

Justification Service for Embedded M Od e | i n g P u rpose J u Stifi Cati O n S

Accountability

June 2021

> We propose an object model for such a “sensitive action” that as a few key parts:

> Action Type - an intuitive name for the action that was performed (“File Import”,

“Dataset Export”, “De-obfuscate”, etc.)
> Acting User - the user who performed the action

> Related Items - data that is associated with the sensitive action (ex: the dataset that
was exported, the files a user uploaded, etc.)

> Prompt - the prompt the user was presented with when the user was asked for a
justification

> User Justification - the justification that the user provided

24
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Generalized Architecture

Frontend Assets

API

Microservice Backend
Servers

Purpose Justification

Microservice Frontend

Frontend Library

(3) Perform Sensitive

getConfiguration putdJustification

v

Action

\ 4

Purpose Justification Service  [«—(4) Validation——

Microservice
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PEPR 21 — Lightweight Purpose

Challenges in Security and Access Control

Accountability

June 2021

- > Access controls can help solve some of these
e e x security challenges

Selected Checkpoint Details

= - 2
Mar 11,2021, 2:21 PM Export Governance Admin 1 agree download png 5 Screen Shot 2021-03.. (=) governance_admin User Justification
IUsers/governance_admin Tusers "
| agree I'm not ingesting Pl
: [®] screen Shot 202 (=) governance_admin
Mar 11,2021, 2:21 PM Import Governance Admin Checkbox Ticked JUsers/govern o Admin TUsers Checkpoint Prompt - . L ol -
rknewn Fromet > Access to User Interface for Viewing Justifications
[ employee_registry (=) governance_admin
Mar 11,2021, 2:20 PM Export Governance Admin test | agree - -
IUsers/governance_admin Tusers
CreationTime  Mar 10,2021, 5:09 PM
Mar 11,2021, 12:59 PM Export Jane Taylor I agree to the rules [ monthly_account acti... (=) Privacy & Governance
JdemolPrivacy & Govern Idemo Checkpoint Type  Data Connection Sync Create
. .
S et e oo gt e T Feriprer Dlstaccoms ) (2 Privacy & Governance AciogUser brisn sov N All-Encompassing Access in the Pl atfo rm
IdemofPrivacy & Govern Idemo Ssbpihin
Mar 11,2021, 12:06 PM Import Jane Taylor Checkbox Ticked [ alt_accounts (&) (=] Privacy & Governance
JdomolPrivacy & Govern Idemo
CHECKPOINTED ITEM
Mar 11,2021, 10:45 AM Export Jane Taylor lagree o i s = oabcentni ) Checkpoints Demo Source . . .
o EemE e > Balancin g New Risks to Em P I oyee Priva Ccy
Mar 11,2021, 10:05 AM Import Jane Taylor Checkbox Ticked B i::::c::::‘: ‘:”( s = ';’:f_‘“ EiGovemance Resource Type Source
= = Name Checkpoints Demo Source
monthly_account_acti... =! Privacy & Governance
Mar 11,2021, 9:42 AM Export Jane Taylor Iagree fdemolPrivacy & Govern. i Path /demo/Privacy & Governance/Checkpoints De...
- X N Project (<) Privacy & Governance
Mar 11,2021, 9:14 AM Import Jane Taylor Checkbox Ticked = M accomns d ) Sovamance
fdemolPrivacy & Gavern, Idsma
Mar 10,2021, 5:14 PM Import Brian Jordan Checkbox Ticked # Redacted Resour % R Reso
CHECKPOINTED ITEM
Mar 10,2021, 5:12 PM Import Governance Admin Checkbox Ticked B et s =lgevemance-admin po ]
fUsers/governance_admin IUsers. > Re u
Mar 10,2021, 5:09 PM Create Brian Jordan Iagree Imnotingesting Pll =) Checkpoints Demo So... ~ [=] Privacy & Governance Resource Type Sync
/demolPrivacy & Govern. Idemo
Name £ Redacted
Mar 10,2021, 5:08 PM Create Brian Jordan Saving my personal sync.|.. ) Checkpoints Demo So... (=] Privacy & Governance
femolPrivacy & Govern 1gemo Path o
Mar 10, 2021, 5:07 PM Export Jane Taylor Downloading obfuscateds.. L allaccounts protected (=) Privacy & Governance
/demolPrivacy & Govern. /demo

You are viewing the first 20 checkpoints that match this search. Click here to load more. Checkpoint Version 1

Data is notional
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Accountability
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> Simple APIs for configuring, displaying, and reviewing justification prompts

and user-submitted justifications
> Purpose Justification Object Model

> Generalized Architecture for Purpose Justification Framework

Purpose Justification Framework Starter Kit

@

APls Object Model Architecture
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OQOutcomes and feedback

> Greater awareness
and context of user
activity

> Flag gaps in existing
accountability
procedures

» Improve processes
and training over
time

B
] .

Governance

Data platform

mutually reinforcing

N
)\

=1
1=
1=

o

Developer

I
-

Platform
User
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OQOutcomes and feedback

mutually reinforcing
Governance
1[==TTx
1=
1[==TTx

Data platform

o

Developer

> Reminder and nudge of
sensitive action
. - Organizational policy at
.. fingertips at action-time
> When unsure, have an
Platform escalation path to check
User
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mutually reinforcing

0 M

o

Governance

Data platform

)\
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1=
1=

@
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Developer

I
-

Platform
User

Ease of integration

Low code complexity
doesn’t slow product
velocity

Low maintenance
burden

30



PEPR 21 - Lightweight Purpose
Justification Service for Embedded
Accountability

June 2021

OQOutcomes and feedback

> Greater awareness
and context of
sensitive user activity

» Flag gaps in existing
accountability
procedures

» Improve processes
and training over
time

B

o

Governance

Data platform

mutually reinforcing

"
)\

Il

1=

o

Developer

%

9

&
-

Platform
User

Ease of integration

Low code complexity
doesn’t slow product
velocity

Low maintenance
burden

> Reminder and nudge of
sensitive action

» QOrganizational policy at
fingertips at action-time

> When unsure, have an
escalation path to check
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