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Privacy scholar/researcher

e Ph.D information science,
human-computer interaction

e 10+ years examining dark
patterns in practice, as expert
witness wW/FTC & states

e Recent article: Jennifer King &
Adriana Stephan, Regulating Privacy
Dark Patterns in Practice: Drawing
Inspiration from California Privacy
Rights Act, 5 Geo. L. Tech. Rev. 2
(2021)

Dr. Jen King
Privacy & Data Policy Fellow,
Stanford Institute for Human-Centered
Artificial Intelligence



Agenda

e Defining “dark patterns” (& design patterns)

e Contexts: what do they target?

e How do they work? Cognitive biases, heuristics, and
persuasive design

e Types of Dark Patterns

e Examples 0 e

e Discussion/Q&A

."::..
%%
3
)
..... )
.... ..‘
----- 0
"""" . .I
.ﬁ



What is a design pattern?

“Design patterns are

5 Default
reusable/recurring Toggle s of
components which
designers use to solve
common problems in
user interface design.”

Active

Toggle is on

Sources: https)//www.interaction- .
: : : : - Disabled

design.org/literature/topics/ui-design-patterns T S—

https://WWW.CheCk”st.design/elemehtS/tOggle 0ggle has been set and can not be changed



https://www.interaction-design.org/literature/topics/ui-design-patterns

What is a “dark” pattern?

“A user interface that has been carefully
crafted to trick users into doing things...they
are not mistakes, they are carefully crafted . LI
with a solid understanding of human
psychology, and they do not have the user’s R«
interests in mind.”

- Brignull, Dark Patterns.org
“Techniques used to manipulate use(é,tQ do
things they would not otherwise do.™ :: 7 " = = s
- Luguri & Strahilevitz 2021 e e



What is a “dark” pattern?

“Dark patterns are user interface design
choices that benefit an online service by
coercing, manipulating, or deceiving users
into making unintended and potentially
harmful decisions.”

- Mathur, Mayer, & Kshirsagar 2021

Arunesh Mathur, Jonathan Mayer, and Mihir Kshirsagar in What Makes a Dark Pattern..Dark?:
Design Attributes, Normative Considerations, and Measurement Methods. Conference on :
Human Factors in Computing Systems (CHI '21), May 8-13, 2021, Yokohama, Japan. ACM, New -+ °
York, NY, USA. ¥

Animation source: Wiktor Buksza, 10Clouds



C lif . .. ® CPRA:
Allreiinliek o The California Privacy Rights Act (CPRA) defines
Dece p‘l‘_ive dark patterns as: “[a] user interface designed or

- manipulated with the substantial effect of
Design Patterns

subverting or impairing user autonomy, decision-

el Ady e, el TR ST

in the CPRA & making, or choice, as further defined by
regulation.”
CCPA o Consent means any freely given, specific,

informed and unambiguous indication of the
consumer's wishes... “agreement obtained
through use of dark patterns does not
o e . ........ constitute consent.”
‘ - - o ® CCPA:
e - e o California Consumer Privacy Act recently
updated regulations: “A business shall not use a
) . ) . method that is designed with the purpose or has
i RN : R Cl | g F the substantial effect of subverting or impairing a
Y /. TR consumer’s choice to opt-out.”




Context: Where do we find them?

Three primary contexts:

® e-commerce/online shopping

® privacy/disclosure/consent

® gaming/gambling (attention & addiction)

Deceptive design patterns are typically found at
decision points -- places where individuals make
a decision or execute an action -- and subject to
coercion or manipulation

.
. ® o .



How do they work? Heuristics & .
Cognitive Biases ais

Cognitive Biases: .
i Pm“a'ls';:?mology T
- Anchorlng effect . AR RICHARD H. THALER

- Confirmation bias a 4 CASS R. SUNSTEIN
-  Endowment effect ?}; @mm
....... S
losks \ compliance L e
Heuristics: computers  persuasion e B Nudge
- Availability o I
heuristic o Fogg_bﬂogg@stgfgﬁsglogy and Persuasion THINKING,
- representativeness b S0
heuristic SR

DANIEL

KAHNEMAN



Direction of shopping

Stores encourage you to shop from right
toleft and for this reason they put more
expensive items on the right hand side of
the aisle, s0 you see them first.

Meat counter

The meat counter's
background is usually a
primary color. This
makes the fresh meat
visually stand out more.

Milk, eggs and bread

Everyday essentials are positioned
faraway from each other, so you have to
go around the whole store to get them -
this means you have more opportunities
to purchase non-essentials.

Food samples

These can create a sense of obligation in

the customer. When something i
away for free, most people feel a
reciprocate by buying the item.

Manipulative design in the physical

supermarkets

Fruit Juice

The aisle where the fruit juice is located is often painted
red. This is because the color red makes people feel
warm and secure, so they stay longer. The fruit juice aisle
is also proven to be the place where customers tal
longest to make a purchase decision.

Promotional offer sig
are often placed in
between discount items
and non-sale items. This
makes you associate full
price items with
discounted ones.

Shopping cart

Bigger carts encourage you to
buy more. This is because
usinga larger cart makes you
feel like you are buying less,

Aisle ends

The end of the aisle - known in the industry
as the ‘end cap' - is prime in-store real estate
and big brands pay hundreds of thousands
of dollars to place their items there,

Music

When the store is bus)
music is played to encourag
you to move quickly and
relieve congestion in the
aisles and checkout area.

Checkout area

Empty surfaces here are kept
to a minumum. This is to
make it more difficult for
shoppers to dump any
unwanted items when they
get to the checkout.

Fresh produce

This gives the store a feeling of freshness
that is more appealing to the shopper. It also
makes you feel healthy when you start your
shop by adding fresh items to your trolley,
soyou're more likely to ‘treat yourself by
buying other items lat reward.

https://www.theoaklandpress.com/lifestyles/why-your-local-grocery-store-is-designed-like-
a-casino/article_3e45cf5f-8822-5772-a43e-7b490dd9c686.html
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How did we get here?
A/B Testing at Scale

“A/B testing is a
methodology to
compare two or
more versions of an
experience to see
which one performs
the best relative to
some objective

measure.”

Rochelle King, Elizabeth Churchill,
and Caitlin Tan. Designing With
Data. Sebastapol, CA: O'Reilly
Media, Inc. 2017.

Get the equipment you need fol

your adventures.

OUTDOORS CENTER

CONVERSION RATE

235.7%

54 l7.9°/o




Persuasion vs. Deception, Coercion,
and Manipulation

Deception

Planting of false beliefs
(form of manipulation);
FTC: “a representation,
omission, or practice is
deceptive if it is likely to
mislead consumers acting
reasonably under the
circumstances”

Coercion

Coercion influences
someone “by constraining
their options, such that their
only rational course of action
is the one the coercer
intends.”

.
......
-------------

Manipulation

Manipulation is hidden
influence: “intentionally and
covertly influencing [one’s]

decision-making, by
targeting and exploiting
their decision-making
vulnerabilities.”

Susser, D. & Roessler, B. & Nissenbaum, H. (2019). Technology, Autonomy, and Manipulation. Internet Policy Review, 8(2).



Types of Dark Patterns: RS AERPSSENCE LI
Dark Patterns at Scale e T
(Mathur, et. al.) %0, P00, C9e00a; REREY & g
1. Asymmetric 2. Covert % Freameie
Does the user interface Does the interface steer the Does the user interface ’q
emphasize particular user to make certain restrict the number of
choices more than others? purchases or choices choices available to the
without their knowledge? user?
4. Hides Information 5. Deceptive

Does the user interface
obscure information or
delay the presentation of
key information?

Does the interface use
misleading statements, or
omissions, to induce false

beliefs?



Guiltshaming/Confirmshaming

You're using an ad blocker. We wondered if you might not? - Do Not Sell My Personal Information

We, and our partners, use technologies to process personal information, including IP addresses,
pseudonymous identifiers associated with cookies, and in some cases mobile ad IDs. This
information is processed to personalize content based on your interests, run and optimize
marketing campaigns, measure the performance of ads and content, and derive insights about
the audiences who engage with ads and content. This data is an integral part of how we operate
our site, make revenue to support our staff, and generate relevant content for our audience. You
can learn more about our data collection and use practices in our Privacy Policy.

If you wish to request that your personal information is not shared with third parties, please click
on the below checkbox and confirm your selection. Please note that after your opt out request is
processed, we may still collect your information in order to operate our site.

We work hard to ensure our ads aren't a pain
and they're how we're able to offer this
splendid site for free. For Horace's sake,
could you whitelist us?

Turn Off Ad Blocker | am a bad person

| want to make a 'Do Not Sell My Personal Information’ request. Note: this action
will make it harder to us to tailor content for you.

CONFIRM

Data Deletion Data Access Privacy Policy

Get even lower rates

Access Secret Prices and get additional
savings on select properties right to your
inbox.

Unlock Secret Prices now

By giving us your email address you agree to receive

great deals and sale alerts via email. You can

unsubscribe at any time.

By continuing, you agree to the Terms & Conditions
and Privacy Policy.

No thanks, | want to pay full price

Source: https://medium.com/beautifuI—code—smart—design—by—10c|ouds/5—common—ux—dark—patterns—interfaces—designed—to—trick—you—61fded9971:é§c ° ,' it 5 e ° ° . o e
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Deceptive: False Urgency

Burgundy Room, 1 King Bed, Non-
Smoking

SELECT YOUR SUBSCRIPTION 1 king bed ==

10390 feet? #Alr conditioning
Smgle site Tf};’?Attached bathroom DFIat—screen TV

47595 $ 76.99 More

30 sites m

$ 169.99 . .
Confirmation is

immediate
No registration required

No booking or credit
card fees!

8 other people looked for
your dates in the last 10
minutes



Privacy: Coercive (& Confusing!?
Consent

Your Privacy

About Cookies On This Site determines the use of personal data collected on our media properties and across
the internet. We may collect data that you submit to us directly or data that we collect

By clicking "Accept;" you agree to the use of [llllll| and third-party cookies automatically including from cookies (such as device information or IP address).

and other similar technologies to enhance your browsing experience,
analyze and measure your engagement with our content, and provide more
relevant ads on Adobe websites and others. Learn more about your choices Purposes
and cookies. You can withdraw your consent at any time.

Purpose Accept

Survey Outreach
Legal nt - Opt In

Market Relevant Services
Stephanie Lucas (She/Her) @eyesondesign00 - Mar 9 Lega
Cookie consent notice of the day: Tiny controls text with "Necessary"
checked, but the dominant button (likely the one to be clicked) says

Analytics (Business Enhancement)
"Accept all," meaning it will check all the options.

Legal Opt In

Targeted Adverti

Confusing interface + unreadable controls text = #darkpattern

This website uses cookies

We use cookies to personalise content and ads, to provide social
media features and to analyse our traffic. We also share information
about your use of our site with our social media, advertising and
analytics partners who may combine it with other information that
you’ve provided to them or that they’ve collected from your use of
their services.

Imprint Legal Notes

Confirm select Accept all




FTC Action: Age of Learning,
Inc. (ABCmouse)

Did you know you can access the full curriculum
anytime, anywhere, and FREE with your subscription?

Available on:
* Computers
* Tablets
* Smartphones

No Thanks.
Continue
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CCPA Do Not Seli

Continue Sharing under California Law

does not sell informatio identifies you on its own, like your name or email
address. As outlined in our Privacy Policy, we do share other identifiers with partners for
product, service and advertising rea ing this information enables us to provide our

services by helping our partners deliver better, more relevant content and

and by keeping our services supported by our advertising partners. Under the

be considered a “sale” that

you have a right to opt out u opt out we will stop shari C s described
at when that activity is selling as defined in the CCPA. As a result, some of our services

1d content may be impact: nt or interesting to you. Learn More

Do not sell my personal information:

ON

Please note that because we detected a Global Privacy Control signal from your
browser, your setting for this website has been automatically set to Do Not Sell
and cannot be changed.

Do Not Sell My Personal Information

The California Consumer Privacy Act (CCPA) grants California residents the right to opt out of the sale of their personal information. Under the CCPA, a "sale" can mean sharing
personal information with  third party for anything of value, even if no money is exchanged. Condé Nast might sell your personal information depending on the ways in which you
interact with us

« If you browse on Condé Nast sites, we may be using cookies and similar track ologies (we refer to these collectively as “cookies”) that involve sales of your personal
information

«If you have interacted with Condé Nast in other ways, such as by subscribing to or signing up for one of our magazines, services, or events, we may be selling your personal

information in other ways, such as by sharing your name, email, or postal address with third parties for their marketing purposes

To opt out of sales that occur on this site through cookies, please move the “Sell My Personal Information On This Site Using Cookies” toggle to the left and press “Confirm my

Choices.” This opt out function is brand, browser, and device-specific. Therefore, if you visit other Condé Nast brands, visit this site from a different browser or device, or clear your

cookies you will need to opt out of sales through cookies again

To opt out of sales in contexts other than cookies, plcase provide information on the CCPA Sale Opt Out Form below, which will help us locate your records, and press submit. We

will complete your request as quickly as possible. You can also submit this request by calling 1-888-914-9661 and using PIN 867 610

To opt out of both types of sales, please move the “Sell My Personal Information On This Site Using Cookies” toggle to the left, submit the CCPA Sale Opt Out Form, and press

“onfirm my Choices.

Why Sales Matter
Sales help us bring you the timely, quality, and relevant content that you expect from Condé Nast, including trustworthy and interesting advertisements. They support us in a number of
ways, such as by allowing us to better understand your interests, to make sure you see content that is relevant to you, to generate revenue, and to further the purposes described in our

Privacy Policy and Cookie Statement

Sell My Personal Information On This Site

Using Cookies

If you opt out, your personal information will continue to be shared if the transfer does not constitute a sale, such as transfers to our service providers. You may also continue to see
advertising that may include interest-based information about your visit and information from third parties.

Recipients to whom we sell personal information might subsequently sell that information to others. You can limit some third parties’ sales of your personal information by

submitting sale opt out requests to entities listed in the IAB's CCPA Compliance Signatory Identification List and the California Data Broker Registry.

Please remember that this opt out is brand, browser, and device specific, so if you visit other Condé Nast brands, visit this site from a different browser or device, or clear your

Powered by
.




Do Not Sell: Yes or No? On or off? P

General
Change privacy options

Let apps use advertising ID to make ads more interesting to you
based on your app usage (turning this off will reset your ID)

@D off

Is this toggle on or off? In , a state descriptor (the word Off) is used to identify the current state of the toggle (off).
Unfortunately, this descriptor is ambiguous: because the word Off appears on the right of the switch and the toggle dot is on the
left, users can also interpret the state of the toggle as on (that is, away from the label Off).

Source: https://www.nngroup.com/articles/toggle-switch-guidelines/



If using toggles, then make them clearer

Note: radio buttons may be a better choice than a toggle

CCPA Do Not Sell My Personal Information Right
May we sell your personal information?

No: do not sell my personal information

CCPA Do Not Sell My Personal Information Right

May we sell your personal information?

Yes: you may sell my personal information @




Considerations for Lawmakers

Is current FTC Section 5 authority enough to address dark patterns - o
generally? Or is expanded authority necessary? For example, to B ;
cover “manipulative design.” f
Empirical considerations: how to measure, and by whom? e —
Identifying the “dark” vs. the “gray”: what defines the line between
permissible persuasion and manipulation/coercion? e
Are neutral designs a realistic and enforceable option, partlcularly a.t :
decision points, such as opt-ins/outs? S
What are the implication for Privacy by Design? How is success |n -
privacy measured? SodS sy g o
How does the CPRA’s “effect” standard differ from a potentlal k “
“intent” standard? Which standard is most measurable/enforceable’? e



