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large volumes of important data about people or the world, and a researcher, who wants to
uncover important new knowledge, seeks access to that data in their pursuit. The simplest
solution is to share the data.

The act of data sharing for research appears to be simple: a company or organization holds

However, the real dynamic of data sharing is one rife with legal, reputational, or financial risks. These
risks apply both to the researcher and the organization from which data is being sought. Some
glaring examples are inadequate privacy and cybersecurity protections while the data is in transit
or in storage, contractual or internal prohibitions against general transfer of data to third parties,
and potential misuse of data by researchers, to name a few. Technical and legal mechanisms, such
as formal data sharing agreements, institutional review boards, and access controls, may mitigate
some of the more significant risks, but they cannot solve every challenge we are just beginning
to understand. The sparse regulatory guidance in the United States provides little assistance for
practicing or supporting data sharing for research. Even when considering the risks, data sharing
has the potential to improve every sector of society and the benefits are compelling enough to
justify thoughtful and informed data sharing programs.

This Playbook, after more deeply analyzing the current landscape of data sharing and its risks,
offers recommendations to organizations, research institutions, and researchers for a more
effective, manageable, and policy-compliant data sharing program.

FOR ORGANIZATIONS

First, we recommend that businesses increase awareness of how data sharing fits with the
organization’s values and strategy, the risks and benefits of data sharing, its capacity to absorb
workload and costs associated with data sharing, the legal requirements regarding data sharing,
and its capability and technology stack for secure processing and transmission of data. Then,
implement the current best practices for data sharing that promote privacy and cybersecurity,
such as notifying the subjects of personal data, creating data sharing agreements with the key
company stakeholders, and employing oversight and accountability mechanisms for ethical use of
the shared data. Finally, consider additional practices that streamline data usage, such as refining
data fitness and installing personnel, privacy, and cybersecurity controls that are appropriate for
the type, value, and sensitivity of the data.

FOR RESEARCH INSTITUTIONS

First, we recommend research institutions build open lines of communications with the data-providing
organizations to manage expectations, responsibilities, and necessary changes to data sharing
procedures to address data protection concerns. Then, develop a specific process for reviewing and
approving proposals involving data sharing and assess whether and how institutional review boards
and ethics committees will be involved. Finally, ensure personnel, privacy, and cybersecurity controls
are in place that are appropriate for the type, value, and sensitivity of the data.

FOR RESEARCHERS

First, we recommend researchers evaluate whether their current internal policies, resources, and
capacity are sufficient to manage an external data sharing partnership. Then, establish a process
for communication and collaboration with legal, privacy, and cybersecurity personnel at both
their institution and the corporation to enhance privacy, compliance, and cybersecurity measures
according to the needs of the partnership. Finally, in that endeavor, consider adopting a zero-trust
approach to data access and use.
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PROLOGUE

hy is the Future of Privacy Forum (FPF)
eriting this Playbook? FPF has addressed

issues of research data access and
research data sharing for over half of its twelve
years. Starting in 2012 with organizing panels
and publications addressing Big Data Research'
and Designing Ethical Review Processes for Big
Data Research?, FPF led thinking about how
researchers’ use of data generates insights
that improve lives while also maintaining high
standards of data protection. In 2015, FPF
gathered the support of the US National Science
Foundation, the Alfred P. Sloan Foundation, and
the Washington & Lee School of Law to produce
“Beyond IRBs,” a conference and proceedings
that sparked significant interest and discussion
of ethical standards for research data sharing.?
While some of these same concerns from
2015 were echoed in FPF’s latest work on data
sharing for research, other thought leadership on
protecting privacy in administrative data access*
and protecting children’s data privacy changed®
practices such that the risk of research uses of
data changed. Thought leadership on Corporate

[ %
LY B

“: T T—
Data Sharing with Researchers® led to the
establishment of the FPF Award for Research Data
Stewardship, now in its third year.” FPF is proud of
its long-standing collaboration with stakeholders
to improve researchers’ access to data and is

excited to publish this playbook as the latest effort
in this area.®

This playbook started with an idea as old as
“The Symposium” or Daoist disputations: host a
series of dinners wherein individuals on all sides
of an issue can come together over a shared
meal to discuss their compatible and competing
interests.® Between the months of November
and December 2021, we (the authors) convened
four virtual salon dinners designed to bring
together many stakeholders around the themes
we (initially) supposed would organize common
and competing interests in data sharing for
research. The participants invited included both
junior and senior academic researchers, legal
scholars, chief data officers of companies both
massive and small, congressional staff, heads and
key personnel of scientific agencies, research
archive leads, data protection experts in non-profit
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organizations, organization leaders for tribal and
minority communities, leads of IRBs and clinical
trials organizations, and editors of high-profile
research journals.”

We set the scene in our first convening, explored
ethical considerations in our second meeting,
discussed the role of corporate actors in our third
gathering, and in our fourth and final conclave,
discussed the legislative future of data sharing
Owing to the mutations in the corona virus that
keptthe meetings virtual, the more than 100 people
that joined this conversation were never able to
physically break bread together or enjoy the warm
conviviality of a glass of wine. However, over 100
pages of transcribed notes were captured by
appointed note takers and hundreds of messages
were exchanged in the chat function of our virtual
conference utility. Because we conducted these
dinners in the tradition of the Chatham House rule,
none of the participants’ direct words are used
here and no one attending the dinners is directly
quoted. Each participant, however, whether they
attended or contributed ideas in emails and pre-
meeting calls, inspired at least a piece of this text.
As with all philosophical dialogues, there are many
lessons to be learned from our dinner series. And,
that there are many lessons is itself the first lesson:
there is not one story of data sharing for research
to be told, but very many stories.

We set out to draft a playbook on data sharing for
research and discovered that the tangled web of
relationships around these activities amounted
to more than a contest on a sporting field — it is
an epic opera. The story told far and wide about
researchers’ thwarted access to corporate data
is an adversarial page-turner peppered with
uncomplicated characters. Tales of bad, profit
driven, corporate actors obstructing access to data
by beneficent and well-intentioned independent
researchers who promise tireless toiling to expand
public knowledge to new heights have driven the
story all the way to the steps of Congress.? Along
the way, the pitched battles of “corporate evil” and
“research for good” have generated fruitful social
and conventional media engagement® But, this

simple view of research data sharing reduces the
complexity and nuance of the story in ways that
limit productive conversation between and about
the main actors and their supporting cast and
communities.

On the crowded stage of the opera of data
sharing for research, the sordid tale of social
media platform malfeasance out-shadows the
small stories of data sharing success such as the
Stanford University Medical School and Empatica
partnership in researching physiological signals
of COVID-19 infection.™ In fact, the story is largely
one of unseen actors and unseen successes.
Corporations large and small today are sharing
data with researchers. They are sharing data for
single projects or as part of a larger, coordinated,
effort seeking to build trusted partnerships with
research organizations, government agencies,
research data archives, and one another™ Many
more actors beside the biggest social media
platforms and Ivy League universities are part
of the full cast of characters that facilitate these
interactions. Players on, under, or around the
stage include directors of massive research data
archives,® data editors for high profile research
journals,” leaders of patient communication
platforms,® research privacy officers at large state
universities,”® leaders of data integration platforms
at health data companies,?® lawyers in large
and small firms,?" data scientists for agricultural
information  platforms,?2  researchers  from
disciplines as varied as computational biology
and political science, and officers of international
charities,”® and legislators and regulators from
agencies large and small.

A key play for any company seeking to stand up
or improve their research data sharing practice is
to listen carefully to the real story of data sharing
for research that goes beyond the headlines
and tweets. Data sharing for research is tangled
in competing needs, complex contracts, stern
conversations about cybersecurity and data ethics,
and more than a little hand-wringing and sleepless
nights as all sides strive to manage reputational,
financial, and asset-based risks.
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THE CAST

a stage crowded with players and props

and complex relationships and plot lines.
To make sense of these stories and to learn from
them, an important first step is to explore the
interests, expectations, and norms of the many
characters. The characters in this opera may be
grouped by organization type (e.g., research
institution, company, or platform), size (e.g., large
technology companies or small- and medium-
sized enterprises), or influence (e.g., “Big Tech”
or national science). Researchers seeking data,
research institutions that support and encourage
them, and companies holding massive amounts
of potentially useful data are the main characters.
These main characters, however, are supported by
a cast of many others who often have reciprocal
relationships of their own, and whose interests
shape the nuances in the story told. Key among
those supporting players are those that ingest,
process, cultivate, and curate data, such as (for
example) data architects, chief data officers, and
data librarians. Just as important are the leaders
of research organizations and companies whose

The opera of data sharing is performed on

influence can spuror spurn a data sharing program.

The players that take the stage to support
researchers’ use of company data assets enter at
different phases of the research process. Legislators,
governors, and even presidents set the tone for
pressing researchers to pursue lines of inquiry that
serve state, national, and global goals.?* Through
their words and actions, these leaders shape the
priorities of funding agencies, press universities, and
research labs to take on grand challenges, and spur
agencies and private business to more aggressively
support (or de-fund) specific research paradigms.
In a hypothetical future environment of mandated
data sharing for research, government agencies
with regulatory authority to enforce the terms of the
relationships between these players would join the
cast of government leaders shaping the story.

Research involving data about Europeans is sub-
ject to an extensive legal and regulatory frame-
work centered on the General Data Protection
Regulation (GDPR). Discussionin this Playbook has
been framed from a U.S. perspective. Legislators
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are part of a longer list of actors who provide
legal authorities, oversight, and accountability for
research and data sharing for research.?®> Over-
sight actors also include peer-reviewers, journal
editors, and readers. Accountability actions taken
by these players include multiple forms of review
and feedback that occur throughout the data
sharing story.

Leaders at research institutions, from university
presidents and faculty senators to deans and
department heads, shape the priorities for
many researchers to pursue and incentives to
use external data resources. Researchers also
are influenced by their peers and disciplinary
visionaries whose theories and hypotheses beg
for testing with novel data at scale.?® Funding
organizations both shape and respond to these
pressures by creating new funding mechanisms,
changing the terms of fulfilment for existing
mechanisms, and encouraging novel uses of data
or use of new publication outlets.?’

ata sharing is one of the core business
Ddata processing functions that private

companies do as part of the normal conduct
of business.®® For example, companies share
data with one another to contribute to product
development, sometimes for mutual benefit such
as through sharing of data for market research.
Separately, companies may share data with
government agencies, including to build important
economic indicator values such as the consumer
price index or measures of inflation. Companies
also share data to build collaborative relationships
with partners that provide complementary lines
of service. Data sharing activities such as those
in these examples are not only the acts of large
firms or those with significant market value or
reputation. Instead, newly incubating businesses,
start-ups, small or medium sized enterprises, and
massive multinational firms all share data. And,
of course, these companies also sell data to one

COMPANIES AND ORGANIZATIONS

Researchers build data assets from shared
resources and, depending on the terms of the
data sharing agreements negotiated between
legal counsels working for companies and
research institutions, curate those into datasets
retained by archives or repositories and data
libraries.?® Some of those datasets become
assets for further use by other researchers who
find them attached to published journal articles,
preprint articles, or in the digital appendices to
books.?® The data assets published with journals
are checked (in some but not all cases) by data
editors, peer reviewers, and research integrity
sleuths.®® Students and other consumers of
research, such as journalists, may use summaries
and extracts of the shared data assets to further
the knowledge that becomes common sense or
startling conclusions of extensive investigative
reporting. Each of these players has a role to play
in generating the benefits that the public and the
greater research community might reap from
data sharing for research.

another for business purposes and, in some cases,
sell data to researchers.

The idea of data sharing for research is not
new. Many companies around the world, in fact,
already share data with researchers. Some of
these companies joined our dinner series on this
topic, including Mercy Corps AgriFin,*? Lioness,
and Datavant®. These companies sharing data
are often aided by research data repositories,
like the ICPSR®®, CESSDA®, and FigShare¥,
who also joined our dinner series. Google was
presented with one of the Future of Privacy
Forum’s Awards for Research Data Stewardship
for sharing COVID-19 Mobility Reports with
several universities, as was digital biomarker
Empatica, which shared data from smartwatches
and related wearables with Stanford Medical
researchers to determine if COVID-19 could be
detected early.®®
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RESEARCHERS

individuals with specialized training in theo-

ries, research questions, research methods,
and the history of a field that equips them with
knowledge appropriate to answer questions that
are both theoretical and applied. Appropriateness
of theoretical and methodological training can
be measured by referring to norms of the fields,
as well as by examining the standards issued
by organizations that accredit, certify, or publish
on behalf of a field. What constitutes a research
field can also be estimated by reviewing lists
of fields recognized as fundable by national or
international research funding bodies.®® Examples
of such organizations include the professional
associations of specific research fields, such
as the American Medical Association (AMA), Amer-
ican Statistical Association (ASA), Accreditation
Board for Engineering and Technology (ABET),
and many others.

Researchers, as used in this playbook, are

The professional organization of a field sets
the vocabulary and definitive methods that can
help differentiate lay or citizen research from
professional research. While citizen scientists can
and do perform critical scientific tasks — collecting
data, interpreting research results — their most
common role is to fulfill tasks within the profession
of research (although they sometimes form an
alternative community of researchers). As an
example, the U.S. Environmental Protection Agency
(EPA) uses citizen scientists in water monitoring
programs to spot dangerous bacterial growths and
evaluate the ecological health of wetlands.*® lts
citizen science programs put the tools of research
data gathering in the hands of citizens to broaden
the quantity of data acquisition efforts.

Journalists, non-profit advocacy organizations,
and government agencies also ask private
sector companies for access to their data assets
to perform investigations and studies. But,
unlike the research data needs that journalists,
specific public interest bodies, and government
agencies have, researchers use data to build a
common pool resource known as generalizable
knowledge.® While excellence in investigative

journalism and non-profit reporting answers
fascinating questions about specific events
or persons that provide an evidence base for
testing orinducing new theories and frameworks,
these studies do not themselves produce new,
generally applicable, theories. Independent,
scientifically minded, research, however, does
produce generalizable knowledge.

Two characteristics
make research lead to
generalizable knowledge:

» When the research speaks to theory
development and higher-level
abstraction as a goal.

» When it provides a common-pool good
— scientific knowledge — that all future
researchers and even lay persons
could potentially use. Common pool
goods like scientific knowledge can
be enjoyed by all without the good
itself being diminished by any other
actors’ enjoyments.

When considered alongside other organizations’
use of corporate data, researchers are also
considered special because of their scientific
training and posture of scientific neutrality
and independence.*? While journalists, think-
tanks, and other nonprofits might be financially
independent of their data sources, they are
dependent on their advertisers, editorial teams,
boards, and even stakeholder contributors.
Researchers, on the other hand, are argued to
be accountable to public democratic bodies,
such as state legislatures and national research
funding bodies, but most importantly they are
also accountable to science, scientific norms,
and to the accumulation of knowledge in their
field. Research institutions, as discussed below,
feature mechanisms to foster accountability.
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hile research institutions share the con-
chrns about independence, reputation,

and integrity that researchers themselves
do, it is important to recognize that research insti-
tutions, such as universities, are subject to a range
of economic incentives.*® Regardless of their sta-
tus as non-profit corporations, universities, think-
tanks, and research institutes compete for a lim-
ited supply of funding, talent, data, and attention.
Their espoused mission and vision statements
may extol their public mindedness and focus on
independent research, but research institutions
are not free of agendas, endowments, incentives,
and motivations that are specific to a narrow slice
of the public.**

Research institutions provide support, backing,
and resources for researchers. In addition to
the mechanisms put in place by units like IRBs,
Human Resources, Faculty Affairs, and the Faculty
Senate, universities also support researchers
with resources needed to engage with legal
and technical barriers to using shared data. For
example, while researchers may be a signatory
on a data sharing agreement or memorandum
of understanding or agreement (MOU or MOA),

versight and accountability for data
O sharing for research is not only provided

by agreements between companies
and research institutions but also through
legislation, including legislative mandates.*®
Corporate leaders, data officers, and legal staff
all work to ensure both technical and operational
safeguards are in place to meet contractual
obligations and protect consumer data.
Research institutions and researchers will have
contractual obligations as well as commitments
to university governance systems and other
key stakeholders to ensure the integrity of the
institution. Each of these players will need to

LEGISLATORS AND OVERSIGHT ACTORS

RESEARCH INSTITUTIONS

their university is also likely to be a signatory
and may even be the “responsible official” to
whom blame falls in the event of data loss or
data breach.*® Further, a university can incentivize
its data librarians or data repository to commit
resources to facilitating the appropriate handling
mechanisms for data shared by an organization
subject to use restrictions. Where a university
perceives corporate data to be a strongly valuable
part of the data used, they can commit technical
resources, like software and servers, to create
the access control mechanisms through which
their researchers can more safely interface with
companies or other universities.

PREPARING FOR ACTION

Collaborate with institutional cyber and
physical security specialists to build a
data and software securitization and
management plan for the shared data
aNd relevant analytical software used.

ensure appropriate oversight and accountability
mechanisms to meet these requirements.

In addition, legislative bodies at both the federal
and state level are considering legislation to
protect citizen data during data sharing and/or
mandate corporate data sharing with researchers.
Legislation may establish oversight mechanisms
and accountability requirements, which may
include assigning a government agency as a
central regulatory authority. Even in the simplest
of agreements or legislation, additional players
will become involved, and mechanisms will be
put into place.
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OTHER ACTORS

Individuals

While not a direct actor in the data sharing
relationship, individuals or groups of individuals
are often the subject and the object of the
research being conducted. Predicting or analyzing
individual behavior may be one purpose for
research that requires data access at an individual
level. To study why individuals share news
articles with sensational or “clickbait” headlines,
researchers will need to know something about the
individuals.*” Although all individual data shared
should be de-identified and protected with the
highest applicable levels of privacy engineering
techniques, the individual is an inescapably
important part of research.

Unfortunately, individuals — the lay public —
often have an incomplete understanding of how
their data is collected, shared, or used. On one
end of the spectrum, there is considerable fear
that corporations’ use of data allows them to
“know everything about us” while at the other
end, there is a belief that corporate knowledge of
customers’ true values or desires is frighteningly
low.?® Individuals’ perceptions of the reasons that

companies use data are also similarly confusing:
people believe that companies use their data
solely for the benefit of the company but also
for their benefit as product users. As recent
research on attitudes towards their data uses
show, “..when data is used to improve a product
or service, users generally feel the enhancement
itself is a fair trade for their data. But they expect
more value in return for data used to target
marketing, and the most value for data that will
be sold to third parties. In other words, the value
people place on their data rises as its sensitivity
and breadth increase from basic information that
is voluntarily shared to detailed information about
the person that the firm derives through analytics,
and as its uses go from principally benefiting the
individual (in the form of product improvements)
to principally benefiting the firm (in the form of
revenues from selling data).”*®

Although the average person may be confused
or concerned by companies’ uses of their data,
they are often also bewildered by researchers’
use of data, particularly data shared to them as
third parties by other organizations, such as
hospitals or universities.>® Perceptions of the uses
and benefits of personal data by researchers
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also spans a wide range. At one end, there is a
belief that science and scientists advance the
public interest and that analysis of research data
will lead to findings that will save even the most
catastrophically ill patients or solve the most
difficult environmental problems.®® At the other
end is a public disdain for the pace, nuance,
and stilted communication of scientific research
and a belief in the impractical, “ivory tower” and
otherworldly nature of research.5? Spanning the
spectrum is a low level of statistical acumen and
scientific illiteracy that prevents most laypersons
from competently reading and understanding an
entry level (social) scientific textbook or journal
article.®® Furthermore, individuals may have
concerns about who will profit from research using
their data.

Data Intermediaries

Recent changes in the law in the European Union
(EU) established a new type of data organization —
the data intermediary — which is a “a catch-all term
for those who help broker the flow of data from
data source to data user who otherwise could be
described as middlemen, data aggregators, data
brokers, etcetera”® These new organizations
could, as described by the Center for Data Ethics
and Innovation, “provide technical infrastructure
and expertise to support interoperability between
datasets, or act as a mediator negotiating sharing
arrangements between parties looking to share,
access, or pool data. They can also provide rights-
preserving services — for example, by acting
as a data custodian allowing remote analysis
through privacy-enhancing technologies (PETs)
or providing independent analytical services
in a siloed environment. Data intermediaries
could assume the roles and obligations of a data
controller and/or processor, depending on the
circumstances”. One instance under development
is the European Digital Media Observatory
(EDMO), which is developing multiple communal
resources for researchers (including platform-data
access with privacy and security protections) with
independent governance.®®

The true effect that data intermediaries will
have on facilitating data sharing for research is
unknown, but data trusts, data collaboratives, and
data archives have shown that second and third
sector initiatives have spurred access to data

in innovative ways in the past. Learning lessons
from these existing data intermediaries and
keeping an ear to the ground for new movements
will be key to leveraging these organizations in
the future. For example, EDMO has proposed a
Code of Conduct leveraging EU data-protection
mechanisms to guide research using platform
data.’® Data intermediaries might also develop
shareable insights into possible avenues for
reconciling researcher requests to see microdata
and the privacy protection available through PETSs.

Vendors

For some companies, data sharing is a component
of the business. For others, facilitating data
sharing is the business. One way to measure the
importance of data sharing as a key business
function is to examine the growth in the industries
providing security of data transfer or analysis,
such as through trusted execution environments,
zero-knowledge and zero-trust environments,
and secure multi-party computation. Some of
the biggest technology companies, such as IBM,
Microsoft, and Google, have software and/or
hardware-based methods for secure data sharing
or confidential cloud computing that allow multiple
parties to use the same data for analysis without
sharing it.%”

Trusted execution environments (TEE) and other
utilities that allow organizations to share access
to data can facilitate research with shared data.
Improving access while reducing risk through
transfer and off-site storage is a promising avenue
for more secure data sharing. Allowing access
without explicitly transferring data will also reduce
overall data storage costs for data users. However,
these utilities may be cost prohibitive for some
researchers to access. Establishing cost sharing
arrangements or public-interest research pricing
structures may forge a path forward toward
innovation in data sharing for research.

Publishers

For any given data sharing collaboration, the
relationship changes once the data is analyzed
and is out for publication; the researcher is no
longer the only entity who has a claim to the
shared data. The research publication process
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involves multiple individuals and organizations
who can lay claim to a data resource. This may
include research repositories at the institutional
level, or the repository of data at a journal, or even
claims from a data journal itself. As research goes
from analysis and discovery to publication, journal
editors and peer reviewers take on a special role
with respect to a data resource. Journal editors
can request raw data files for replication analysis.
Peer reviewers can also request data files to
validate claims made in text. When companies
share research data with academics, they should
work closely with their academic partners to
identify publication venues of choice to determine
whether or not a data resource must be shared
with those publication outlets. Once the data is
available for review for a publication, the question
becomes less about the relationship between
companies and researchers, and more between
companies and the research data enterprise
itself. Once material is submitted to a journal, it
becomes the province of research as a profession
and general knowledge building as such.

Funders

Research funders play a powerful role in terms
of shaping the career trajectory of researchers
and the reputation and capacity of research in-
stitutions. They not only evaluate but encourage
quality research, and they can encourage or
discourage use of shared data resources. Or-
ganizations that fund research support capacity

building for using any form of shared data through
the usual mechanisms of supporting institutional
on-costs. Without the administrative costs asso-
ciated with large-scale grants, university offices,
such as research administration offices and legal
counsel, would not be able to operate robustly.
Without support from grants universities may not
have the capacity to house data and to build the
necessary infrastructure around that data. Re-
search funders can also incentivize the creation
of shared data assets by explicitly funding data
development. Just as data journals will provide
specific and tailored opportunities for faculty to
publish data as a published product, funding data
creation can also create opportunities for faculty
to achieve the goals of funded research.

Research funders priorities can help to foster
a culture of open and efficacious research
data sharing. Research funders’ requirements
set the terms for performance of research
related tasks, from training requirements
(e.g., RCR training), publication of abstracts or
findings in specific venues, dissemination of
data to required platforms (e.g., clinicaltrials.
gov), to management of data throughout the
lifecycle of research (e.g., NIH data sharing and
management plans). Research funders also play
a role in studying the barriers and benefits to
research data sharing. The process of working
through the implementation of mid-2022
White House guidance to federal researchers,
discussed below, will help clarify paths forward.
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ACT I: SETTING THE SCENE

ata sharing is commanding the attention
D of companies, researchers, and legislators

now, but it is not new. The promises and
pitfalls of data sharing hinge on the degree
to which data sharing and data receiving
organizations feel that the other is fulfilling the
terms of their relationship. Recent stories of failed
data sharing relationships describe situations
where breakdowns in communication between
parties, exploration of novel methods to satisfy
data acquisition under loose contracts, or changes
in the perceived risk of data sharing by one party
fractured the sharing relationship.5®

There are as many denotations to “data sharing”
as there are connotations of the phrase. For
database administrators, data sharing (a.k.a.
data conferencing) is “[t]he ability to share the
same data resource with multiple applications
or users.”® For clinical researchers and funders
of clinical research, data sharing involves many
actions, ranging from publication of summary data
in a clinical study report, publication of data in a
research journal, and/or uploading of data to a
repository like clinicaltrials.gov.®® Since there is

no definition of data sharing available that covers
all of its dimensions in technical fields or specific
research areas, stipulating such a definition is an
important task of this playbook and for companies
or research institutions striving to create the
infrastructure to support research data use.

In the broadest strokes, data sharing relevant
to research is the transfer of data assets to
third parties, with or without intervention of an
intermediary such as a cloud provider or data
trust. Data sharing connects distinct organizations,
where one party transfers data to another so that
both parties can learn more about the contents of
that data, answer common questions, or exploit
shared market opportunities. Finally, data sharing
can occur between individuals and organizations
when individuals grant unique levels of access
to their data in return for access to knowledge or
promises of future services. What differentiates
data sharing from other forms of data transfer
is that data sharing is not predicated on an
exchange of data for compensation but presumes
establishment of a relationship that will lead to
benefits for data sharers and data receivers.®
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Figure 1: Terms and Definitions

Terms Definition

The non-compensated exchange
of data for services, such as access,
analysis, or insight

Data
Sharing

Used when data is produced
(collected, curated, stored) by

Data organizations that do not have
Sharing for | research as their primary economic
research or social function and given to other
organizations who do have

a research function

Source: Created by Future of Privacy Forum, 2022

The concept of “data sharing for research”
spotlights data thatis produced (collected, curated,
stored) by organizations that do not have research
as their primary economic or social function who
then give that data to other organizations who do
have a research function. For example, when a
health insurance company shares transaction data
with health economics experts performing health
economics research as part of their research
roles at a university, the phrase “data sharing for
research” applies.

Defining and Differentiating
Research

Research is a term with many definitions and in-
terpretations. In the conversations that led to this
playbook, speakers often pointed out that the lack
of a clear definition of research that differentiates
research from other forms of data use hinders
development of a coordinated approach to data
sharing. The extensive discussion of research in
the massive collection of texts from philosophy of
science, research ethics, research methods and
individual research disciplines, is beyond what
could be synthesized here.®? Companies striving
to define the research they could support with
their data assets should examine the discussion
of research in the scientific and social scientific

disciplines that build knowledge essential for
their products and processes. Other accessible
places to find a general definition of research in-
clude legal and regulatory sources, for example
the definition of “research” in the Common Rule
(45 CFR 46),%® the definition of “basic research”
from the U.S. Department of Defense (DoD
7000-R),** or the definitions of “basic research,”
“applied research,” and “experimentation” as
defined in the “Frascati Manual” published by
the Organization for Economic Cooperation and
Development (OECD).%®

Research is “systematic investigations, including
research development, testing, and evaluation,
designed to develop or contribute to generaliz-
able knowledge and which conforms to methods
of investigation of a recognized discipline or
subdiscipline. Research designed to contribute to
generalizable knowledge supports development
or modification of theories and general abstrac-
tions, such as models of social or natural phe-
nomena, that can be used by other researchers or
non-researchers.”®®

The definition of basic research reflects similar
tenets: “Basic research is systematic study direct-
ed toward greater knowledge or understanding
of the fundamental aspects of phenomena and of
observable facts without specific applications to-
wards processes or products in mind. It includes
all scientific study and experimentation directed
toward increasing fundamental knowledge and
understanding in those fields of the physical,
engineering, environmental, and life sciences
related to long-term national security needs. It is
farsighted high payoff research that provides the
basis for technological progress.”®”

Contributions to generalizable knowledge is
not all there is to research. Applied or practi-
cal research uses the techniques, tools, and
methods of generalizable research to address
more specific problems faced by specific au-
diences. Applied research has similarities with
“development” in descriptions of “Research &
Development (R&D).”
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Breakout 1: Frascati Manual Definition

of Basic and Applied Research

The term R&D covers three types of
activity: basic research, applied research,
and experimental development. Basic
research is experimental or theoretical
work undertaken primarily to acquire new
knowledge of the underlying foundations
of phenomena and observable facts,
without any particular application or
use in view. Applied research is original
investigation undertaken in order to acquire
new knowledge. It is, however, directed
primarily towards a specific, practical aim
or objective. Experimental development is
systematic work, drawing on knowledge
gained from research and practical
experience and producing additional
knowledge, which is directed to producing
new products or processes or to improving
existing products or processes.”®®

Applied research consists of methodologically
sound inquiries designed to answer and confirm
specific questions for a specific purpose or
community of interest. Applied research is often
explicitly divorced from the research task of
theory building or creating high level abstractions
for use by any other disciplines or field of study.
There are few regulatory definitions of applied
research, but the U.S. Department of Defense
defines it as “Applied Research is the systematic
study to understand the means to meet a
recognhized and specific need. It is a systematic
expansion and application of knowledge to
develop useful materials, devices, and systems
or methods. It may be oriented, ultimately, toward
the design, development, and improvement of
prototypes and new processes to meet general
mission area requirements.”®®

To be called research, whether basic or applied,
the investigation must use methods and have

a basis in the theories that define a field. As
has been revealed throughout the coronavirus
pandemic, with individuals crowing about “doing
their own research”, many lay persons have
come to believe that “doing research” means
a-systematically watching videos or listening to
talks from experts (both self-professed or peer-
vetted), or triangulating between social media
and conventional media (news) sources looking
for “evidence” to support favored views’® By
contrast, as described above, professional
researchers share a professional orientation
toward technical and ethical norms surrounding
the processes of research in their area and create
an argument for the validity and contribution
of their research by referring to theories and
methods recognized by fellow researchers as
suitable to answer questions in that field.

Research Data

Research data is information and material that
is used by researchers for research purposes.
The effort to expand researchers’ access to
company data assumes that all data could, in
theory at least, be relevant to answer research
questions. Research data could be data designed
for research use or data that is wrangled and
reconstructed and then used to test hypotheses
that contribute to the knowledge base of a
research field. Research data can include data
about people, including personally identifiable
information. Where researchers need data that
describes personal behaviors, they are supposed
to take many ethical and statistical stepsto ensure
that the results are presented at a sufficiently
high level of abstraction that the readers do not
learn about a specific person but learn about
general traits of people.” But, in many research
fields, the data needed to carry out important
investigations that shape our virtual and physical
lives have no personally identifying information
in them. For example, significant research on
cybersecurity, such as how data breaches are
perpetrated, often does not require personally
identifiable information to have an effect on our
virtual lives.”?
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ACT II: BUILDING A NARRATIVE

“bad” characters. Similarly, it is hard to find

any quantifiable metric to qualify “good”
or “beneficial” research, though it is inarguable
that there have been benefits to the undertaking
of research across time, both to society at large
as well as to smaller groups and communities.
Despite this, it is impossible to separate any
future research from the risks that it may create,
both in terms of privacy risks to individuals
and communities as well as risks related to
undermining widely understood ethical norms and
standards. While there may exist some strategies
to mitigate those risks, those strategies may not
also be appropriate or conducive to the full scope
of the risk presented. It is necessary to understand
both the propensity of research to create benefits
as well as the scope and scale of underlying risk
to fully prepare to create programs to provide or
receive data for research.

E pic stories rarely have clear-cut “good” and

Benefits of Data Sharing
for Research

A hypothesis driving the story told about research
data sharing is that a modern company’s vast
data holdings are an untapped resource for
answering the complex problems of science at a
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scale traditionally inaccessible to researchers’?
Research questions argued to be answerable using
the troves of corporate data include those in myriad
areas of social and economic life, engineering,
health, education, finance, and security.”

But what is the potential for research outputs to
return benefits? The academic research literature
is replete with problems’” Some of those
problems are economic, such as paywalls for
journals and for journals and for books, and some
of those challenges are endemic to the research
writing profession, such as dense, jargonistic,
theoretically rich, but practically inconclusive,
expositions and on narrow topics. How are cost-
conscious corporations to pay for the opportunity
for creating research outputs that do not explicitly
and assuredly improve their lines of business?
While benefits from research may be attenuated,
conversations revealed examples of research
benefiting actors across the ecosystem.

Benefits to Society

The story of data sharing for research is a multi-
act opera and like other operas it does come with
a moral. The moral of the data sharing story is
that the public — those who contribute the data,
pay for research projects (directly or indirectly),
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and read the products of researcher’s analyses
— is better off, and believes they are better off,
when research is advanced because data is
shared.”® The public includes all the people, past
and present, whose choices generate the data
used by both corporations and researchers.
Public betterment comes from companies
sharing data with researchers who leverage
their skills and position to build knowledge
from which everyone could learn. The benefits
supposed to accrue to the public are new
and better knowledge. While advocates often
couch their appeals for researchers’ access to
company data in the language of building new
knowledge, there may be a stronger case to be
made for using company data to improve the
evidence base for existing knowledge.

A company’s vast data holdings are, in principle,
an untapped resource for answering the complex
problems of science at a scale inaccessible to
researchers”” Research questions argued to
be answerable using the troves of corporate
data include those in myriad areas of social and
economic life, engineering, health, education,
finance, and security’”® The answers to those
questions are supposed to provide tangible
benefits to the public, whether in segments like
disease sufferers and their families,/® or as a
whole like all users of cybersecurity protections or
all members of the human genetic species.®® For
example, research using data from tech companies
allowed multiple researchers around the globe
and in various government and journalistic
organizations to study public travel behavior
during the early days of the COVID-19 pandemic.®
Such data contributed to (at the time of writing)
over 400 academic research publications indexed
in the US National Library of Medicine PubMed
Central Database.?? Researchers are also using
data shared from private companies to examine if
there may be early biometric indicators of disease,
including infections of COVID-19.83

Within the previous 40 years, researchers with
expanded data access, whether from use of
corporate data or through multi-institutional
and even global collaborations, have been able
to reexamine previous research findings and
learned that results may vary when those results
are re-tested with much larger amounts of data,
much finer resolution data, or data that is more
representative of a population of people.?* Areas

where replication of studies using company data
has exposed previous research shortfalls include
psychology,®® neuroscience®® health behavior®
and political behavior research (to name a few).%®

Refinement of research conclusions allows
for groups to be treated with more culturally
appropriate and efficacious interventions and
for students to be met “where they are” rather
than where standardized metrics suggest they
should be. With specific respect to the uses
of corporate data to facilitate more tractable
research results, corporate data access allows
for research to move toward truly generalizable
conclusions because hypotheses are tested
and inferences drawn from a more diverse
population, measured with greater frequency,
and with less possibility of researchers’
interventional biases, than could be done
through conventional research channels.®

Independent, scientifically minded, research
using large datasets can be used to address
some of society’s most complex problems both in
generating new knowledge as well as in refining
previous conclusions.

Benefits to Research Institutions
and Researchers

For researchers, access to corporate data, when
done properly, can lower costs and barriers to
engaging in many types of research and open
new opportunities for testing hypotheses on
a large scale. Researchers’ work product and
professional reputations are directly burnished
when granted accessto company data. In addition,
universities and colleges, research funders, and
students stand to reap direct and secondary
benefits.®® Research institutions, whether they are
for-profit or non-profit organizations, are large-
scale businesses that compete with one another
for reputational benefits, financial benefits,
and talent.”’ When research institutions partner
with companies it increases perception of their
technological sophistication, business acumen,
networking and political strength, and ability to
forge connections with the future state of the
world. As research institutions are increasingly
asked by legislative bodies to engage in applied
research that affects the communities in which
they are situated, they must seek new channels
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for data and real-world evidence that allow their
research products to outcompete that of other
research institutions and even outcompete the
findings of policy analysts, journalists, and other
civil society organizations.

Benefits to Corporations and Organizations

Research institutions’ use of corporate data also
benefits the companies whose data they use.®?
This can occur by design. Corporations bear
part of the costs of data sharing for research and
may reasonably expect that researchers provide
them something in return. Spending to stand up
a data sharing program is a form of corporate
philanthropy, but it is also a form of corporate
strategy.®® While paying to share data for research
is, in one sense, paying for an uncertain positive
return, research is also a boon for new product
ideation, innovation, and identification of talent
or markets.

Despite their size and the influence of their soft-
ware and related products on our lives, corpora-
tions are neither omniscient nor omnipotent. Small
companies and large corporations must gather
ideas and insights from outside persons, such as
researchers. Companies have a strong interest
in sharing research data and opportunities with
researchers to generate new ideas, pull novel
insights from untapped data, and to identify new
talent. This allows them to more keenly solve the
applied problems that customers will ultimately
pay for and to reap reputational benefits, such as
positive public perception, competitive advantage
with their stakeholders and shareholders, and
credibility as purveyors of next-generation prod-
ucts. Companies also may wish to share research
data to push ideas into the research world for
testing by thinkers without having to overcome
readers’ worries about corporate influence.

Benefits to Other Actors

While research institutions and data sharing
businesses stand to benefit from research data
sharing, legislators, journalists, civil society, and
interest groups also benefit from researchers’
access to company data.

Legislators benefit because researchers can
conduct research that compliments legislators’

oversight functions. Research data sharing is
enjoying a renewed moment of resurgence
because legislators and leaders do not trust
answers from companies about how much of the
world their software “eats.”®* Since legislators and
community leaders cannot answer this question
themselvesthey mustrely oninsights and guidance
from academic researchers (and sometimes lay-
researchers, like journalists), to build a more
reliable picture of how much companies consume
our attention, social behavior, and environmental
resources. Companies seeking to share data
should understand that their data sharing activities
may inform projects that extend either form of
benefit described above.

With specific reference to social media data
used by researchers, legislators may be able to
use the results of that research to more readily
answer the questions such as, “why did | win?”
or “why did | lose an election?” by understanding
the dynamics of political advertisement and
consequences of political speech at scale.®®
Likewise, legislators can more adequately
understand why issues are arising amongst their
constituents at a scale and pace that exceeds
that of ordinary political operations.®® Journalists
have an interest in researchers’ access to
company data. First, journalists have an interest
in researchers’ access to data because research
findings may make for interesting journalistic
content. Second, journalists may also be
interested in researchers’ access to data so that
they may also be able to access data beyond the
reach of mechanisms like Freedom of Information
Act (FOIA) requests. Third, journalists also have
an interest in researcher pursuit of company
data to better understand their advertisers and
supporters or detractors. Civil Society groups,
such as nonprofit organizations, have an interest
in research access to data because the applied
research conducted may inform their positions or
help them educate their constituents. Likewise,
Civil Society organizations such as think tanks
have an interest in research access to data to
understand issues and produce competitive
content. Lastly, sharing data with researchers
can help in part to identify, measure, and provide
interventions for pressing social issues such
as foreign influence on elections, the negative
impacts of social media on adolescents, or the
prevalence of hate speech on platforms.
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Risks

As with all other compelling stories, the story
of data sharing for research includes intrigue,
confusion, disappointment, fear, and risk. Just as
the benefits that each player gains from a data
sharing relationship can be specific to their role,
so are the risks each must mitigate. However,

roles. For example, as discussed above, research
institutions share many of the same drivers as
private corporations, and, as such, many of the
concerns that private corporations have about
managing real costs and reputational risks for data
sharing programs have analogs in the setting of

research institutions.

some risks may appear as themes across different

Figure 3: Best Practices for Reputational Risk Management for Universities®’

BEST PRACTICES FOR MANAGING RISK

Understand the institution’s current reputation through social media mentions and rankings in
guidebooks.

Assess the culture of the institution and make clear the mission and values of the institution.

Assign ownership of the institution’s reputational risks and create specific lines of communication
between leaders.

Consider the institution’s programs, people, or areas that are highly esteemed and perceived to be
above the rules.

Obtain a collection of all risks and understand how non-reputational risks may affect reputational risks.

Communicate the risk portfolio and mitigation plans with the Board on a regular basis, conveying the
resilience of the institution should a risk event occur.

Create and maintain a risk monitoring system to proactively identify potential risk events.

Reputation

Researchers are not unalloyed beneficiaries of
corporate data sharing programs. In a profession
where independence and rejection of a status quo
are prized, researchers bearrisks fromrelationships
with corporations such as perceived (or actual)
conflict of interest, loss of opportunities from other
funding sources, and broken trust if shared data
is revealed to be incomplete or inaccurate.®® For
some research fields, there is a strong perception
that association with a corporate entity — even
if only for the purposes of data use — is “selling
out” or “shilling” or even foregoing research
norms for the sake of corporate money.*®* And,

in other fields, uses of data gathered by others,
whether that comes from research repositories
or from corporate holdings, is described as being
“parasitical” or even “cheating”°°

Companies must accept risks to their reputation
when sharing data as well. If consumers, legislators,
partners such as vendors, and competitor firms
disagree with data sharing or the conclusions of the
research, companies risk reputational and financial
damage®' Companies who share research data
that turns out to have statistical errors or is poorly
documented also risk losing the trust of future
research partners.°?
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Figure 4: The Science for Profit Model — Corporate influence on science
and the use of science in policy and practice'®

User Expectations

An undeniable challenge to sharing corporate
data with researchers is doing so within the limits
of the expectations and appetite for data risks
internalized by the people to whom the data
pertains. What are those expectations? What are
some of the risks that individuals perceive? These
are difficult questions to answer without probing
some prior, related, questions, such as the state of
general knowledge about corporate data use, or
of uses of data for research?

Research on individual knowledge of data
breaches, cybersecurity, and privacy reveals low
levels of technical knowledge but high perceived
risk®* There are also low levels of perceived
self-efficacy to do anything to change their level
of knowledge or to change personal habits
to effectuate better personal data protection

or cybersecurity behaviors. In this respect,
researchers are not markedly better than average
people: studies of researchers’ knowledge of data
security and cybersecurity practices reveal that
they are often no better than average individuals
in terms of data protection and data security.

Compounding the problem of a flummoxed public
are cases where “researchers’™ use of corporate
data turned out to be inapposite to the above
definition of research, and anything but public-
interested, generalizable, theory-building, or
seeking knowledge. Further compounding this
problem is that organizations claim that they
are “sharing data” that may provide long-term
benefits to individuals, such as helping build
machine learning applications, but are also
reaping near-term financial benefits from that
sharing relationship.®® The degree of sensitivity of
the data being shared, or the context in which it

20 FUTURE OF PRIVACY FORUM . THE PLAYBOOK: DATA SHARING FOR RESEARCH



is collected, may further complicate this dynamic:
more sensitive data is likely to be perceived as
less acceptable to share in order to financially
benefit the organization.'°®

Contractual Limitations and Legal Liability

Researchers generally obtain access to corporate
data in the context of a legal agreement. They face
legal risks and liability when using shared data.”’
A first issue might be nondisclosure — what kind
of publication, for example, is consistent with pro-
tection of proprietary information and other kinds
of confidentiality that are codified? The contracts
such as data sharing agreements or memoranda
of understanding governing the relationships,
can be Byzantine in their complexity and contain
provisions that complicate the relationship that
researchers have with their students and research
staff’®® For example, prohibitions of onward
transfer may seem like prudent inclusions to limit
sharing of a corporations’ proprietary information
with others, but, as the student-researcher moves
forward with their career, it can limit the uses of
a doctoral dissertation or post-doctoral research
paper through limits of the data they were built on.
Violating the terms of a data sharing agreement,
even unintentionally, may put researchers at odds
with the expensive legal experts that enforce cor-
porate terms. Finding the funds to fight legal battles
over data use is beyond the means of grant-funded
research support or university salaries.

PREPARING FOR ACTION

Assess available legal, financial,
technical, and personnel resources
to support a corporate partnership.

Companies also face considerable legal risks
when sharing data or even using the shared
data from other companies and researchers.
Among others, those risks include costs to build
contracts that can govern data sharing programs.
Costs borne to keep contracts fresh for data
sharing arrangements include not only time for
legal research and expertise, but also regulatory
attention and interpretation. Those contracts

may have language that places limits on later
innovations such as requirements for data to be
shared in a specific hard format (e.g., by CD or
DVD) that are inapt for the present computing
environment!®® Likewise, there are changing
circumstances for liability for company data uses
and sharing that come from changes to case law
and interpretation.™

Finally, there are international dimensions to
the legal considerations. To begin with, again,
companies and researchers alike that share data
about Europeans will work in a detailed legal and
regulatory framework that establishes liability and
provides for oversight. Australia, India, and other
countries also have restrictions or conditions that
might need to be addressed.

The cost of sharing data for research is non-trivial."
Data sharing costs can be grouped into two
buckets of spending: relationship management
and accountability structures™ Costs of data
sharing include spending on internal and external
personnel costs to build relationships with
research entities as well as costs to implement
changes to search, file architecture, metadata, and
file types or file sizes so researchers can access
and manage used data assets Accountability
costs accumulate from the moment data could
be extracted: there are costs to building a data
source that can be used to power more than
ordinary business activities. For data sharing
programs specifically, there are personnel and
cloud data costs to extract-transform and curate
data for sharing, costs for cybersecurity experts
and infrastructure to create and supervise
the appropriate securitization of data assets,
and legal fees to negotiate tractable data
sharing agreements.™

Data sharing for research is also a source of potential
negative returns, such as reputational costs. For
instance, what is often missed in the retelling of the
Cambridge Analytica scandal is that the individuals
responsible for transfer of social media data to
political intelligence operations were “researchers”.
Creating or maintaining a data sharing for research
program amid uncertainty concerning research
results or the intentions of researchers themselves
is a possible source of risk for companies.
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Breakout 2: Cambridge Analytica"®

in the U.S. and around the world.

In 2018, The Guardian and The New York Times ran exposés on the use of Facebook user data
in psychological research performed by Cambridge Analytica. Cambridge Analytica was a political
consulting firm. In 2013, a Cambridge University academic created an app that asked users to answer
questions for a psychological profile, but the app also was able to access information on the individuals’
Facebook friends. The academic and his company, Global Science Research (GSR), contracted
with Cambridge Analytica to disclose the data he collected in his research, which, reportedly, was
subsequently analyzed and used in Cambridge Analytica’s work on major campaigns for politicians

Responses

Managing risks and benefits is a complicated
dance between many partners, moving on a floor of
uncertainty. The maneuvers that these players take
to accomplish their goals of data sharing include
numerous forms of risk estimation and management
techniques, such as ethical review boards and
privacy impact analysis"™® While no technique is
foolproof — not all risks can be eliminated under
all circumstances — there are ways to identify risks
and mitigate foreseen harms early.

The remedy proposed for most situations where
people suffer from a heightened sense of risk and
a low level of trust, knowledge, and self-efficacy
is “education.”™ Educating consumers about the
complexity of the data ecosystem surrounding
them is no mean feat.

Education-oriented programs can provide individ-
uals with a more sophisticated basis of knowledge
that can work to overcome gaps in user expec-
tations. However, developing and targeting useful
education tools to important audiences can be a
challenge.

Infographic resources from the Future of Privacy
Forum have provided some insights to techni-
cally inclined individuals into how organizations
use data, including geolocation data and
student data. Converting that education to
a tractable perception of risk requires more
careful and individualized attention. Consumer
level interventions to reduce the probability that
one’s data is included in massive breaches or
used in papers later determined to be fraudulent
are few, far-between, and have not been suffi-
ciently studied for long term efficacy.

PREPARING FOR ACTION

Ensure individuals are informed of how their data will be shared with researchers.
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PERSONAL DATA

DATA RISKS

With data being
increasingly core

to organizational success,
managing data risk

has become central

to realizing its rewards.
Current and emerging
risks pose powerful
and complex
challenges

to individuals,
organizations

and society.
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Figure 5: Personal Data and the Organization’
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FPF’s Personal Data and the Organization: Stewardship and Strategy infographic illustrates:

»  The complexities of how organizations collect and use data
»  The risks involved

» How principled data stewardship supports the goals of innovation, growth, brand development,
and social responsibility

Download the infographic at: https://fpf.org/blog/personal-data-and-the-organization-stewardship-and-
strategy/™

*Organizations can use these resources in the creation of helping individuals understand how their data is used.
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Figure 6: Understanding the World of Geolocation Data’

THE WORLD OF GEOLOCATION DATA

Information about where devices are located can serve as a proxy for where individuals are located over time, which can be very
revealing of individual behavior, interests, or beliefs. How is location data generated, who has access to it, and how is it used?

HOW A DEVICE LOCATES ITSELF

Mobile devices contain hardware sensors that allow them

to detect a wide variety of signals.
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DETERMINING RISK IN
LOCATION DATASETS

Location datasets may reveal personal
behavior and impact the privacy of
individuals or groups. Here are some
factors to consider when evaluating
privacy risks:

HOW LOCATION DATA IS COLLECTED

Collecting location data from a device usually requires a coordinated
interaction between the user, the operating system (0S), and the

physical hardware. Here is how those layers interact:
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Proximity to nearby devices or signals
can be measured without revealing a

device's actual location. The use of nearby
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risky than collecting a detailed location
history of a device.
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detects signals from
surroundings.

(£ 2 |
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Rideshare

Shopping

The 0S analyzes the signals and
provides the technical permission
layer for Apps to request access to
a precise location measurement.
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permission from the
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Precision and Accuracy

Location data can be accurate
(revealing of a device's “true location”)
or inaccurate, as well as precise (such
as a street corner), or imprecise (such
as acity or country).

ENTITIES THAT ACCESS, USE, OR SHARE
LOCATION DATA

Different entities provide services that require or use location data
for a wide range of purposes. Here are some examples:

Carriers

Cell phone carriers generally know where devices are
located because they direct calls and content to phones.
through local cell towers. This information is collectively
known as cell site location information (CSLI).

Operating System (0S)

Providers of mobile operating systems may know
where devices are located as a result of providing
services or enabling location features.

Apps and App Partners

Many apps provide location-based features, such as
weather alerts. In addition, many share location data with
partners, for example to detect fraud, provide analytics,
or to target ads. Most apps use Software Development
Kits (SDKs), or code developed by third parties, to enable
features and allow partners direct access to data.

Data Brokers, Aggregators, and Other Third Parties
Location data may be licensed, sold, or otherwise
disclosed to a variety of downstream entities that do
not have a direct relationship with the user, for example:
advertising networks, hedge funds, consumer data
re-sellers, traffic and transportation analytics firms,

or government buyers.

Location Analytics Providers

Many airports, stadiums, and stores analyze signal data
emitted by connected devices (mobile phones, fitness
trackers, etc) to better understand their busiest hours
or in-store foot-traffic.

Produced by

FUTURE OF
» PRIVACY
FORUM

FPF.ORG

POTENTIAL SAFEGUARDS

Different entities are subject to different
restrictions. Broadly applicable privacy
and consumer protection laws may also
apply. Here are some examples:

Terms and
Privacy Policies

o i‘

Telecommunications

erms an User
Privacy Policies. Controls.
[ o
N
Terms and Contracts
Privacy Policies =
-_—
T
Apptore User
Poticies Controls
Terms and Contracts
Privacy Policies
[ ) conmacr
- =l
Terms and Contracts
Privacy Policies

Persistence and Frequency
Prolonged location tracking is more

revealing of individual behavior. A persistent or

identifier (such as an IME| number or an
advertising ID) usually creates more risk
than a random, rotating identifier.

Sensitive Locations
Known locations (such as a person’s home:
h

De-identifying Techniques
Many techniques can be applied to reduce the

or sensitive locations
as schools or clinics) can increase risk of
re-identification or reveal intimate
information.

risk of identifying i
dataset, including aggregating the data, or
applying computational methods such as
differential privacy. Risk can also be reduced

within a location

through administrative access controls.

FPF’s The World of Geolocation Data infographic illustrates:

»

»

»

The practical basics of how mobile operating systems work

How apps request access to information

How location datasets can be more or less risky or revealing for individuals or groups

Download the infographic at: https://fpf.org/blog/understanding-the-world-of-geolocation-data/"

*Organizations can use these resources in the creation of helping individuals understand how their data is used.
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Figure 7: Understanding Student Monitoring’

H T FUTURE OF
Understanding Student Monitoring P patvac
Student monitoring programs are not new, but they have gained significant traction recently due to the increase in school-issued

devices and the pandemic accelerated shift to remote learning. How do schools use these systems to monitor students, what data is
collected, and how is student data used? Let's take a look:

WHY DO SCHOOLS WHAT TYPES OF STUDENT DATA ARE MONITORED?
MONITOR STUDENT Schools contract with third-party technology services that provide and
manage student monitoring systems. School administrators interact with -
DIGITAL ACTIVITIES? their chosen service provider to set up a monitoring system in a manner ===
that meets their school's needs. Here's where the data is being monitored: =

Schools monitor students in an effort to

preemptively detect threats tostudent safety SCHOOLISSUED DEVICES SCHOOL APPS & ACCOUNTS
and protect students, comply with state and

. Any student data thattravels through an Student data from certain school-managed
federal regulations, and respond to community internet connection, wired or wireless, INTERNET CONNECTION accounts, regardless of whether students access
CEEES ona school-owned device is monitored Data from students’ online content the accounts from personal devices or home

or online activities on school-managed interet connections.
N SAFETY internet connections, potentially including
. Toidentify potential threats take-home internet hotspots.
to school-wide and individual
student safety, including
content indicating violence,
bullying, or an intention Journals
toself-harm. Photos
CORLANG Web Search = Homework UmnCrDe’:;.:;a/ly
i jomewor
LAWS Izy‘"”;:m‘ fzs ""'e"”al' 4 Chat o Jssignments Synced fom
2 pliance issues induding Social Media District Personal Device
° monitoring and restricting Posts. Hotspots
° sl:udents'scgess to (UHI‘EN
SR TR HOW COULD STUDENT DATA BE USED?
ANALYSIS ACTION MAY BE TAKEN
SCHOOL COMMUNITY CONCERNS The system analyzes the student data for Depending on the nature
BOARD MEETING To take a visible, active potential concerning indicators, with some and severity of the flagged
response to manage potential %%  systems flagging content for human review. contentand product
threats within their community, Indicators are typically related to potential configuration, the following
either due to prior incidents or “\.ﬂ self- harm, violence, bullying, vulgarity, action(s) could be taken: WARNING SENT  CONTENTBLOCKED  SCHOOL STAFF ALERTED
asa way to demonstrate ~ = pomography, orillegal behaviors. (could include school administrators,
T counselors, parents, or law enforcement

depending on product configuration)

a Atany pointin the process, student data may be saved by the school or monitoring provider either temporarily or long term

FPF’s Understanding Student Monitoring infographic illustrates:

»  Why schools may choose to adopt a monitoring system
»  What student information and activities a monitoring service can access

» How a school and monitoring provider may process and use student information collected through
a system

»  What actions may be taken as a result of a monitoring system flagging a student’s activity or
information

The following sections further detail how monitoring works as presented in our new infographic, which can
be downloaded at: https://studentprivacycompass.org/resource/understanding-student-monitoring/™°

* Organizations can use these resources in the creation of helping individuals understand how their data is used.
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Ethics Review Boards

Universities, colleges, and hospitals that conduct
research with human participants often are the
home to an entity frequently discussed in the
context of shared research data — research ethics
boards. Research ethics boards, also known as
research ethics committees, Institutional Review
Boards (IRB), Human Subjects Protections Com-
mittees, and other titles,? have a regulatory remit
to ensure that research performed by qualified re-
searchers using information gathered from living
humans participating through intervention and in-
teraction abide by specific requirements.?? These
regulatory requirements outline basic actions,
such as requiring informed consent be obtained
from participants prior to conduct of most (but not
always all) research.”® Actions like informed con-
sent are required to instantiate ethical principles,
such as respect for a person’s autonomy.

PREPARING FOR ACTION

Determine the role institutional review
boards and ethics committees will play,
if any, in review of corporate data
sharing for research.

IRBs (and similar boards) serve as gatekeepers for
research to move from ideation to implementation.
But importantly, once researchers obtain these per-
missions, they are able to advance their research
out of the institution and into the hands of funding
bodies and publication venues. Where funding
bodies require a letter or other documentation sug-
gesting the university ethics board has approved
the research project proposed to the funder, they
place a considerable amount of power in the hands
of the board and the university. In the context of
conversations involving data sharing for research,
IRBs are held up as protectors of research partic-
ipants and/or as hindrances to researchers’ use
of shared data'** The truth is somewhere in the
middle. In the minds of many outside of the IRB
system, research ethics committees are envisioned
as a genial graduate philosophy seminar. This is
incorrect: research ethics committees are highly
professionalized regulatory and administrative or-
ganizations with considerable expertise in research

regulations, grants management, research method-
ology, data collection, sampling strategies, applied
ethics, and statistical analysis.?® The administrative
side of IRBs support the review of projects of all
levels of research risk, not only supporting review
of that limited number of proposals requiring “full
board review” or “expedited review.” The limitation
that the faculty board members only see a limited
number of research protocols means that the IRB
administrators themselves review the vast majority
of “exempt from review” and draft protocols'?® In
large institutions, there may be multiple specific
boards, each with their own research administration
professionals, that review hundreds and sometimes
thousands of protocols per year'™

Of importance to the data sharing discussion
is that IRBs do not have a clear regulatory remit
to review secondary data uses outside of use of
biospecimen data.?® Calls for IRBs to review any
form of corporate data sharing for research puts
theseinstitutionsinto a gray area of “mission creep”
and asks these already overtaxed institutions
to perform review of complex protocols with no
specific supporting expertise on the budget of
an unfunded mandate.” Such recommendations
are likely to lead to repeated cries that IRBs are
inconsistent and unreliable arbiters of scientific
access and permissions®® Universities keen to
reduce any risks to their reputation or to avoid
incurring costs from data sharing for research
will shy away from pushing their research
ethics infrastructure into the path of supervising
corporate data sharing for research until a clear
regulatory remit to do so is established.™

Data Sharing Agreements

Ensuring oversight of data sharing for research
requires establishing the terms of data sharing
programs. The terms of these programs stipulate
the parameters against which requests are
measured and serve as a passive oversight
mechanism to the process. For example, by
linking a data catalog or clearly specifying
proposal requirements, describing the target
public to be benefitted, or the types of personnel
or institutions to which data could be shared,
organizations create gates to moderate the flow
of proposed projects.
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PREPARING FOR ACTION

Develop a specific process for reviewing
and approving proposals involving
organization data sharing for research,
including data management plans and
partnership agreements.

researchers are an intended user community for
the data holdings under programs with a “data
for good” label. “Data for good” programs, such
as those described in the box below, often target
applied researchers, including journalists, civil
society organizations, or non-profits engaged
in active problem solving. For some companies,
the distinction between applied and theoretical
research may be a distinction without significant
difference and thus the difference between data
sharing for research and “data for good” may be

nothing much. Clarifying at the outset which of the
user communities. are the targets for an intended
data sharing program is one way of creating
passive oversight of such programs.32 133 134

There is, however, confusion in the way in which
some data philanthropy programs are described.
For example, one of the names that data sharing
for research is known by in some cases is
“data for good.” Yet, it is not always clear that

The language companies use to describe their
data sharing programs varies widely.

Breakout 3: Describing Data for Good

“SAS is proud to be part of the Data for Good movement, which encourages using data in
meaningful ways to solve humanitarian issues around poverty, health, human rights, education,
and the environment. From preventing life-threatening illnesses to protecting endangered species
to rebuilding after natural disasters, organizations across the globe are harnessing data to make a
difference. Applying data for social good has led to new and creative ways to address global issues...”
(Data for Good, SAS).

“We empower partners with privacy-preserving data that strengthens communities and advances
social issues” (Data for Good, Meta).

“We use the tagline “Data for Good” to capture succinctly the who, what, when, why, and how of
data science at Columbia” (Data for Good, Data Science Institute at Columbia University).

“FarmStack is an open-source protocol to power the secure transfer of data across the agricultural
sector. It helps users share data directly and enforce usage policy restricting misuse of data”
(FarmStack.co).
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Breakout 4: Describing Research Data Sharing

“Make real change through discovery and accelerate your research. We help researchers
store, host, and analyze their data with easy-to-use solutions. We also provide cloud credits,
hands-on technology consultations, introductions to peers, opportunities, press and media
support, and more” (Oracle for Research).

“Facilitating efficient and quality research, ensuring data integrity, and fostering a culture of data
sharing” (Duke Research Data Initiative).

“Academic Research access: Advance your research objectives with public data on nearly any
topic. Enhance your academic research with global, real-time and historical data. Get more
precise, complete, and unbiased data from the public conversation for free” (Twitter API for
Academic Research).

“Connect patient data at scale to power observational studies” (Academic Researchers &

Nonprofits, Datavant).

Where corporations want to narrow the scope
of research, they may accomplish this by
specifying certain requirements of researchers
as conditions to the sharing. This could be data,
early presentations of findings, or ownership
of copyright on papers. This can also include
an obligation of researchers to deliver useful
summaries and syntheses to corporate data
benefactors. In practice, this means creating lay
persons and expert level summaries of papers.
This also includes participation in conferences and
panels where corporate actors go for insights. For
example, academics might present at corporate
focused events in addition to professional
associations meetings.

PREPARING FOR ACTION

Ensure key company stakeholders
(including technical, legal, and
data personnel) are involved in

the agreement process.

Other ways in which data sharing for research can
be useful for organizations is to train students in
the data wrangling and data analysis techniques
most relevant for those corporate actors’ business
environment. While training students on shared
corporate data raises some potential risks as
students’ understanding of appropriate and
necessary data protections safeguards is evolving
asthey learn, training students to approach data as
a part of work in a corporate environment speaks
to the broad goal of meaningful collaboration.

Access Controls

Discussions about improving conditions for
sharing particularly sensitive types of data with
researchers are sprinkled with references to two
types of technical environments for facilitating
secure and private research data sharing: “data
clean rooms” and “secure data facilities”*® Data
clean rooms, which might also be described as
confidential virtual machines or secure virtual
machines, are well known components of the
cloud data sharing environment that corporations
already use to share data between themselves®®
Secure data facilities are physical spaces that
house secure hardware and software for use
by researchers and others whose security and
privacy needs are high.
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Breakout 5: Data Clean Room

A “data clean room” is not a physical
location, it is a software environment
where a user, such as a researcher, can
bring together data from one or more
sensitive or private sources to perform
specific analytical tasks without durable
exchange of data between users.

Breakout 6: Secure data facilities

“Secure data facilities” are part of the Fed-
eral Statistical Data Research center net-
works, which provide “secured research
environments”. According to the Census
Bureau, a major source of valuable re-
search data, “Federal Statistical Research
Data Centers (RDCs) are Census Bureau
facilities, housed in partner institutions,
that meet all physical and information
security requirements for access to re-
stricted — use micro data of the agencies
whose data are accessed there. RDC
researchers have access to computing
capacity to handle large datasets and
complex calculations. Standard statistical,
econometric, and programming software,
including Stata, SAS®, R, MATLAB and
Anaconda python are available in a Linux
environment. RDC researchers can collab-
orate with other RDC researchers across
the U.S. through the secure RDC comput-
ing environment.”™”

Data clean rooms might also be known to
cybersecurity researchers, computer science
researchers, and artificial intelligence researchers,
as a sandbox environment™ Sandboxes
are similar to data clean rooms in that the
cordoned off environment of a sandbox allows
researchers to test research hypotheses in live or
production environments without interrupting the
services provided.

Challenges and Opportunities

We have reviewed some of the known responses
used to coordinate the many players interested
in sharing data for research. There are other
techniques that are less clear because they are
nascent, such as evaluation of data fithess or
because they overlap other areas, such as security.
Evaluating each of these challenges is a growth
area and opportunity for data sharing partners that
are eager to work together on as many fronts as
needed to move collaboratively towards a future
where researchers use company data to provide
insights for research projects that serve both
generalizable knowledge and company interests.

Data Fitness

Data fitness is a term of art used to describe the
degree to which a data asset — whether that is
a single data set or a full enterprise data fabric
— is well governed from end to end.®® As data
governance experts define it, “To understand
data fitness, you need to first have a good
understanding of data quality. A helpful and well-
adopted definition of data quality throughout the
data quality industry is the fitness to the purpose
of use. In other words, the way that you use
certain measures, analytics or reports defines its
quality or integrity. When it comes to evaluating
your health care organization’s data fithess, you
need to think about how fit each data element is
for its ultimate purpose.”™°

In the sense of fithess for research uses, well-
governed data is company data whose acquisition
is documented from start to finish, but also
whose metadata, transformations, extractions,
connections, and architecture is traceable by
external partners like researchers. A datasethas a
high degree of fithess when it has been managed
well from planning to dissemination, allowing for
outside personnel, such as researchers, to read
the full story of the dataset. This story includes
knowing how the data has been transformed by
the tools used in the corporate environment.

Making data fit for use includes use of multiple
software tools and data management techniques.
Unfortunately, each tool or technique leaves a
mark on data that researchers may need to know
about. Documenting the names, versions, and
dependencies of software tools used is already
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an essential component of good data gover-
nance and model-risk-management practices.™
Researchers need to know the consequences to
the data provenance that arise from companies’
choices of software tools (aka the tech stack).
This is important as up-to-date versions of vendor
specific software and even up-to-the-moment
versions of programming libraries may be incom-
patible with out-of-date versions of the same.

Also, within a corporate environment there are
bespoke tools, such as desktop automations
for data entry and cleaning, that complicate
the data story as need to be retold for research
use. Revealing the full history of all systems that
interacted with a data asset may seem extreme
but, in the process of publishing research findings,
researchers are increasingly asked to reveal
the full provenance of data from byte to table in
order to fulfill requirements of peer review and
replication analysis.

Ensuring such a high level of data fitness helps
companies to share data with researchers but
will also help them to share data resources
internally. Maintaining data fitness also helps to
enable reuse of data for novel applications like
machine learning; a research ready level of data
fitness is commensurate with the level needed
to reduce time spent cleaning data for analytics
and machine learning applications. Finally, it is
important to acknowledge the dynamic nature of
data: data pipelines and their governance change
over time, affecting fithess. As a result, researcher
and company needs for a given set of data might
diverge, which could affect the research, the costs
of data sharing, or both.

Security and Privacy

Basic cybersecurity is the floor for all data sharing,
but protection of private, proprietary, and other
kinds of sensitive data requires more intensive
protection. Creating data is not the same as
transmitting data, and the tooling available for
secure data access may either help or hinder
research data sharing. There are many ways in
which data can be secured for transit. Many of
the techniques to ensure secure transfer of data
are already used by sophisticated companies and
universities striving to keep their data secure in
a distributed work environment. Using first line

tools, such as strong encryption and secure cloud
environments, to secure data assets for sharing
across organizational types is appropriate for
many, if not most, research data sharing exercises.
There are also more robust and secure tools
for data sharing, such as “data clean rooms”
(discussed above), that can secure highly sensitive
or high-value data assets for transfer or use.*?

Both researchers and companies may wish to
approach the data sharing relationship by ac-
knowledging that it is an undeniably risky affair
for both. Following the ethical and technical
norms of good data governance is an essential
component of well-considered data sharing for
research programs. From the perspective of
companies, insights into researchers’ academic
training are important to evaluate their research
potential. But companies may rightfully be curi-
ous about the other forms of data integrity and
regulatory compliance training that academic
researchers might have. Companies should
consult with the institutional compliance officials
who employ the researchers they will work with.

Many companies may be heartened to know that
researchers work in an increasingly regulated
environment whose ethics and compliance
training suite may look similar to their own*® For
example, companies should know that research-
ers are trained to handle sensitive data as part
of their professional obligations to their institu-
tions.* This training is in addition to the research
data management and responsible conduct of
research (RCR) virtually all research faculty must
have*® Researchers also work in a data security
environment that is similar to that of corporate
data security environments: some of the same
tooling for data security, cybersecurity, and data
management that corporations use, universities
use® Alas, just as corporate professionals who
are outside of IT or security do not know the
details of their security tech stack, research pro-
fessionals themselves are not likely to know the
details of their data security environment. Prior
to considering sharing sensitive data, companies
should partner their data security professionals
with those in the research institution to ensure
that there is corresponding or otherwise ap-
propriate technical data security expertise and
infrastructure available.
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PREPARING FOR ACTION

Assess the organization’s
capability and tech stack for
secure transmission of data.

Regardless how well controls are envisioned,
there will invariably arise situations where
researchers make a credible request for com-
pany data that is, ultimately, quite sensitive.
Companies may be tempted to take a strongly
risk-averse posture to sharing any data that could
be considered sensitive. However, a truly open
posture to data sharing should include at least
considerations for how a company might share
sensitive customer information. It is important
to note that the sensitivity of data shared does
not imply sensitivity of the research performed.
Just because researchers are accessing highly
refined personal data, does not mean that they
must report on their findings at that level of anal-
ysis. Assessing the risk of sharing sensitive data
for research should always be paired with collab-
orative discussions about the statistics and met-
rics planned for presentation by the researcher.
Protocols, such as keycoding, pseudonymization,
and identifier stripping, should be discussed in
the research data sharing agreement and should
also be a key component of research data shar-
ing proposals and data management plans.

PREPARING FOR ACTION

Ensure personnel, privacy, and
cybersecurity controls are in place that
are appropriate to the level of sensitivity
and value of the data.

One of the biggest challenges to data sharing is
the belief that all data that is shared is subject to a
risk of exposure through re-identification attacks.
Re-identification through a combination of public
and private data sources is known to introduce

risk. Itis good practice, as is the case of many of the
contracts and law related to data sharing, whether
for research or for market research purposes, to
stipulate against re-identification.

How likely is it that a person or persons could be
re-identified from a shared data resource? How
likely is it that the same person or persons could
be identified given application of the many com-
binations of security and privacy controls that are
already in use? The summaries of the re-identifi-
cation research already done are compelling, but
these do not measure the risk of re-identification
in a way that gives a measure of the per customer
amount of time, effort, or energy an attacker would
need to spend to achieve re-identification’ In ad-
dition to taking affirmative steps toward prevent-
ing specific re-identification attacks, companies
and researchers should collaborate on research
that measures the overall utility of privacy enhanc-
ing technology (PETs), including use of synthetic
data, as a tractable and scalable way to prevent
re-identification attacks®

Synthetic data is often held up as a panacea for
concerns about re-identification. Synthetic data
and creation of synthetic data sets can provide
researchers the opportunity to conduct this re-
search without raising the specter of specific per-
sons re-identification. The issue of phantom data
re-identification, or the belief that someone has
been re-identified in a synthetic or systematically
augmented data set is also something that needs
to be measured through rigorous research.®

Creating carefully drawn contracts, strong col-
laborative relationships, and engaging in careful
sharing of research resources including person-
nel know-how for re-identification research must
be done if all parties to data sharing are going
to move forward in a realistic, research-informed,
and consumer-protective manner. Companies, re-
searchers, consumers, and research institutions
should work closely together to more carefully
research and assess the true breadth and depth
of privacy risks that arise when data is shared be-
tween organizations. Ultimately, for companies
struggling to share data with researchers, the
challenge is to pair sharing tools with the level of
sensitivity or security required by the data.™°
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The Regulatory Environment

U.S. and international law and policy may provide
specific requirements or limitations on data
sharing. Just as corporations learning about
research data standards might find themselves
bewildered by the number of available standards,
researchers striving to learn about corporate
data standards may struggle to understand the
complexity of the overlapping regulations that
companies must abide by when dealing with
consumer data™ Companies spend millions, if
not billions, of dollars per year to comply with data
security and data protections standards.®? How
can researchers catch up to the knowledge that
companies have so that they can operate as good
stewards of shared resources? A good place for
researchers to start to understand the complexity
of this landscape is by looking closely at a single
regulatory scheme, such as that under the Health
Information Portability and Accountability Act, or
HIPAA, as well as the accompanying regulations,
known as the HIPAA Privacy Rule and HIPAA
Security Rule.s®

The many detailed terms for compliance with HIPAA
may be beyond the scope that researchers can
understand and implement fully but understanding
the basics of the HIPAA rules for Privacy and
Security is a useful place to start. Fortunately,
most researchers working for universities or other
institutions like hospitals will have access to both
HIPAA experts and related training resources. The
HIPAA Privacy Rule, which occupies an outsized
and somewhat confused place in the public (and
professionals) views of consumer data protection,
sets the protection standard for personal health
information (PHI)** The HIPAA Security Rule sets
the terms for data breach. This archetypal personal
information protection standard sets the tone for
requirements for data privacy, storage, transfer,
and retention. The eighteen identifiers that must
be removed under the Safe Harbor standard set
the tone for data privacy. Data must be stored in
areas with physical access limits in place. But,
locking up paper files, office doors, and screens
is not enough. HIPAA requires technical and
administrative safeguards, such as limiting access
to data to the minimum number of persons needed
to accomplish a legitimate goal and ensuring that
data is encrypted to NIST standards whether the
data is at rest or in transit. Likewise, HIPAA sets the
terms for data transfer by designating what can be

transferred between covered entities (CEs), such as
other health providers or health plans, and business
associates (BAs), such as lawyers, accountants, and
data storage or data encryption providers.

HIPAA is only one of many rules that provide a large
patchwork of standards with which companies
that gather data, transfer data, or use data must
comply. Other data standards that constrain
data availability for third party uses include data
protection and data security for payment cards
(PCl DSS), for financial services data (Gramm-
Leach-Bliley Act and Fair Credit Reporting Act), for
government data (FISMA), and for education data
(FERPA)®®> For researchers working in areas for
which corporate actors will need to comply with
these requirements, learning more can promote
end-to-end data protection for consumers but also
promote collaboration and even reduce barriers to
acceptance of requests to share data for research.

Trade Secrets

What about the use of software or data gathering
techniquesthatare atrade secrettothe company?
Where restricted company property (e.g., specific
software accelerators) must be discussed as part
of the story of a research dataset, the appetite a
company has for risk of disclosure must be re-
examined. If unintentional exposure of the use
of a specific tool through the research review
process is something the company can tolerate,
then moving forward with statements describing
the use of proprietary data may be acceptable.
But, where any exposure of company products
and systems through the processes involved in
fulfilling the terms of a data sharing for research
relationship, the relationship may need to be
reexamined. One alternative is to “in-board” a
researcher to conduct their research projects
on premise, and/or in a trusted execution
environment, and accept lesser degrees of
publicity about research products. Those tighter
controls on research outputs can be captured
in the contractual mechanisms that govern the
relationship, such as a data sharing agreement.

Publication Requirements

A clear norm of research is that research is not
complete until it is published. Experts in research
ethics go so far as to suggest that performing
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research using human-generated data, such as
from clinical trials or educational surveys, without
publishing findings contravenes the principle of
respect for persons.®® If publication is an ethical
requirement for researchers overall, then publica-
tion of findings from studies using shared data is
also ethically required of researchers. Research-
ers also confront publication incentives within
their organizations and professional communities.
However, in some cases, the outlets for publica-
tion — journals, preprint archives, conference
proceedings — can create barriers or incentives
for publication.

One way that publication venues create challenges
for data sharing is by requiring researchers to
publish their data or to share data for the purpose
of peer review. Obligations of researchers to
publish raw data may introduce complexity into
the data sharing arrangements made between
companies, research institutions, and researchers.
The obligations to publish data extend to journals
across multiple disciplines as described in Appendix
II: Chart of Publication Requirements for Data.

Encouraging journals and conferences and book
publishers to be conscientious and flexible in
terms of their data publication requirements can
be one way for research outlets to encourage
data sharing. Editors of journals and book series
should identify how their terms and conditions for
publication do not unduly contribute complexity
for situations where researchers used shared
data assets. Researchers and companies sharing
data should carefully collaborate with research
publication outlets when they do share data.

Research Misconduct

In the process of peer review or replication
analysis, a dark side of research may be revealed
— research misconduct. According to the Office of
Research Integrity,

“Research misconduct means fabrication,
falsification, or plagiarism in proposing,
performing, or reviewing research, or in
reporting research results. (a) Fabrication
is making up data or results and recording
or reporting them. (b) Falsification is ma-
nipulating research materials, equipment,
or processes, or changing or omitting data
or results such that the research is not

accurately represented in the research re-
cord. (c) Plagiarism is the appropriation of
another person’s ideas, processes, results,
or words without giving appropriate credit.
(d) Research misconduct does not include
honest error or differences of opinion.”™’

Not only does misconduct in a research envi-
ronment create substantial questions about the
process and results from that research, but it may
raise ethical or reputational questions about the
researcher, the research institution, or even the
organization originating the data. Should miscon-
duct be alleged, organizations should consider in
advance if they are willing to share data that could
be subject to a misconduct investigation within
research institutions or even at federal agencies
and that decision should be commemorated in
any agreements between the relevant entities.

PREPARING FOR ACTION

Within the context of data sharing agreement
language, the willingness of a company to share
information about the provenance of shared data
to institutional research integrity and federal
research integrity offices should be considered as
this may be required for thorough investigation.
Finally, in a well-developed data sharing program,
companies may need to be prepared to share data
in support of misconduct investigations or careful
replication research even where they were not the
originators of the data used.™®
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ACT Illl: MANAGING THE STAGE

multi-part opera, not a one act play. When

companies, researchers, and their many
supporting actors enter into a data sharing
relationship, they must plan to participate in a
long-term, multi-partner engagement. While that
arrangement will be exciting and beneficial, the
relationship will also cause feelings of anxiety
and heightened sensitivity to uncertain risks.
The players in the opera can properly prepare
for the engagement by considering the risks and
challenges laid out above and taking proper steps
to prepare for a data sharing relationship. Tasks
to prepare for a data sharing relationship include
program development, such as gauging available
resources and ensuring value alignment on the
purpose of the program.

The story of data sharing for research is a

Building the Program

Companies considering building a data sharing
program have some essential pre-work to
complete prior to building a data sharing program.
These tasks can include assessing readiness
for data sharing, including, for example, thinking
through the appetite for the risks, benefits, and
spending such programs will entail. Of course,
assessing readiness will also entail amassing
knowledge of data that could be shared and
determining the levels of both personnel and
system capacity for building and maintaining the
sharing relationships. These components cannot

be assessed in isolation from each other but are
part of an iterative process all actors should take
stock of when starting, measuring, modifying, or
even ending, their data sharing programs.

PREPARING FOR ACTION

Ensure clarity of expected benefits and
likely challenges involved in a potential
data sharing for research partnership.

Assess Readiness

The first task is to revisit your organizational
values. Sharing data requires a posture of
openness to the joys and challenges of
collaboration under conditions of uncertainty.
The extent to which your organization values
openness and external collaboration will set the
tone for your ability to accept the risks and costs
of a data sharing relationship. Organizations
contemplating a data sharing for research
program need to evaluate whether their values
align with a philanthropic approach that includes
“data philanthropy” as a non-traditional form of
philanthropy.®® Just as traditional philanthropic
giving carries risk, data philanthropy, which
covers data sharing for research purposes,
carries risk that must be balanced with expected
benefits and values.
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PREPARING FOR ACTION

Determine if and how data sharing
for research fits the organization’s
values and strategy.

Openness and collaboration are terms loaded
with positive connotations; suggesting that your
organization may not be able to accept a maximally
open approach to data sharing for research may
seem like a negative statement. It needn’t be. In fact,
limited approaches to data sharing for research can
still have a powerful impact. These approaches may

include limiting the types of research supported,
the number of projects supported, the scale and
the scope of data shared, and the mechanisms
used for continuous monitoring and accountability.

PREPARING FOR ACTION

Ensure open lines of communication
between all parties.

Preparing for even a limited relationship will
require measuring organizational readiness to
engage on each of these indicators.

Breakout 7: Are You Ready to Share Your Data?

Essential questions to ask as part of your value assessment and alignment might include:

performance indicators for future projects?

talent identification needs?

for non-business purposes?

relationship with the research team?

» Do your employees support the endeavor?

research team?

» Does your organization have a model research project that you would be proud to sponsor?

» Can you identify important KPIs from that research project that you could translate into

» Does a model research project align with your business needs, including R&D innovation or

» Can your organization realistically measure a model research project against others to
determine how well the sponsored project meets valuable KPIs?

» Does your organization have a data architecture that allows for extraction and transformation

» Do your data workers (including database administrators and software engineers) have the time
and resources necessary to perform additional work? Can they perform this work more than
once as there may be modifications to data requests to be filled?

» Can your organization spare the capacity of managers and project managers to oversee the

» Are you confident that your firms’ reputation will weather any adverse findings by the

DECEMBER 2022 35



Understanding Essential Components
of Data and Partnerships

If the first task is value alignment with fulfilling this
non-traditional philanthropic mission, the second
task is to determine the fitness of the data and
take stock of your data tooling. Completing the
second task includes more than checking if your
data holdings include data you can lawfully share.
It includes evaluating whether you are willing to
allow others access to that data.

PREPARING FOR ACTION

Know current legal requirements
regarding data sharing.

For companies not accustomed to treating data as
a specific product to be shared repeatedly outside
of the data-owning teams, it can be daunting to
decide to share large volumes of structured data
or even small volumes of unstructured data.
There are two strategies to reduce the sense that
building shareable research data is overwhelming
or too costly. The first is to actively develop col-
laborative techniques for data documentation that
will meet researchers’ needs. Doing so might have
benefits to the company, such as surfacing sourc-
es of data that have not been analyzed internally.
The second is to crosswalk data documentation
for research data sharing programs with data
documentation for activities like data operations,
feature engineering, or [machine learning] model
risk management. Both strategies represent part
of a credible corporate data quality management
process and collaboration with researchers on
this can be valuable. For example, recent studies
suggest that, “When pulled together, the tally [of
data management costs] can be jarring. A midsize
institution with $5 billion of operating costs, for
example, spends more than $250 million on data
across third-party data sourcing, architecture, gov-
ernance, and consumption.””® To the extent that
collaboration with researchers helps to reduce this
cost while also building collateral with research
institutions, companies may do more than recoup
unseen costs.

PREPARING FOR ACTION

Assess capacity to absorb workload
and costs associated with data sharing
for research partnerships.

PREPARING FOR ACTION

Assess cyber and data management
capacity for the additional workload
and costs associated with secure
data sharing.

There are certainly overlaps between a companies’
well-governed data and a researchers’ well-
managed data. Since a corporate data set that is
fit for research use, as described above, will have
some of the characteristics that a fit research
data has, organizations like the Inter-university
Consortium for Political and Social Research (ICPSR)
or the Consortium of European Social Science Data
Archives (CESSDA) may provide a resource for
organizations looking to create fit research data.
Likewise, performing a crosswalk between a data
governance plan and a data management plan
required for researchers in associated disciplines
is a good starting point for improvement of overall
data governance beyond data sharing.

Figure 8: Steps in Data Management

Steps in Data Management

Store

Organize and Document

Process

Store

Protect

Archive & Publish

Discovery

Source: CESSDA DMEG: Data Management Expert Guide, January
2020 (Data Management Expert Guide, 2017- 2020)'!
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Another strategy that could create mutual benefits
for an organization striving to manage their data
well and researchers hoping to access useful and
credible data is to start with the ideal normative
and technical guidance for research data sharing.
(Remember that data sharing for research is trans-
fer of data between organizations with a research
purpose). The current normative guidance that
researchers should follow to ensure that their data
fulfills research ethics norms is that data should be
Findable, Accessible, Interoperable, and Recover-
able (“FAIR”).

Figure 9: FAIR

Term Meaning

Findable Easy to find for humans
and computers

Accessible Ability to access the data

Standardzed terms, use with
Interoperable | other applications, workflows
or processing

Described in such a way that
humans and computers can
understand with a clear data
usage license

Reusable

Source: FAIR Principles'™? (FAIR Principles)

Building research data use into corporate data
activities includes collaborating with researchers
and/or the artifacts of the research profession. But
direct researcher collaboration or re-imagining
a corporate data governance program to also fit
research norms will require intense periods of
collaboration, interpretation, strategy setting, and
careful implementation.

PREPARING FOR ACTION

Determine the fitness of company data
for data sharing for research.

A less collaborative, but no less useful, approach
to building (or retrofitting) corporate data holdings
to meet known data standards is to explore and
crosswalk the elements of a quality research
data management program, including use of
explicit data standards, metadata standards,

and careful attention to versioning data assets.
Data standards, including metadata standards,
controlled terminology tables, data taxonomies,
and data ontologies, represent a valuable, but
burgeoning and bewilderingly complex, set of
resources for translation into company practices.
How might companies approaching data sharing
identify whether a particular data standard is right
given data holdings and research data sharing
intentions? At a glance, there are over 200
metadata standards that are specific to particular
research disciplines®™ For large companies
whose data holdings could be used by numerous
academic researchers from various fields, it can
be extraordinarily challenging to determine which
of these standards they should aim at.

Breakout 8: The Right Standard for the

Right Field

Different fields of research may follow
different data standards, and therefore
data fit for research within that field should
be aware of the appropriate standards.
For example:

» For companies that employ social
scientists and anticipate they will
collaborate with social sciences, a
general standard might be the Data
Documentation Initiative or DDI."%*

» For medical and healthcare-
oriented businesses that
collaborate with health researchers,
the many resources from Clinical
Data Interchange Standards
Consortium or CDISC is a good
place to start.'es

» For companies with data pertinent
to environmental management,
the US Environmental Protections
Agency or EPA has many standards
available to describe its data and
data for related fields.'s®

Striving to meet some general-purpose data
standards, such as The Dublin Core Metadata
Initiative, or the National Information Exchange
Model, is a good place to start.®” Where general
standards do not seem appropriate, a good
rule is to look inward, toward your research and
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development personnel. Leveraging employees
and existing partners’ research expertise is one
way to design data that could be useful for training
future researchers, and future employees, for
your company.

Executing the Program

Building the data, hardening transmission chan-
nels, and managing known sensitivities are all es-
sential parts of a research data sharing program.
The next task to make data ready for research
sharing is communicating that data is available,
soliciting proposals for data use, and evaluating
those proposals.

Simply identifying research data sharing
opportunities by navigating program descriptions
or even platforms for data sharing access are a
first and low gate that researchers must cross to
receive permission to use company data. This
gate can be circumvented by researchers in some
cases through personal relationships or by simply
emailing a request. Whether proposals come
through established gates or are submitted in
paths around them, the real work begins when the
recipient of a data use proposal begins to check
the quality of research proposed, the tenability
of proposed technical mechanisms to protect
privacy, or the fitness of their data holdings to
fulfill the request.

There are few reliable metrics for good research
that work for all research disciplines or interdisci-
plinary fields. Mining the abstracts of funded proj-
ects such as, are available on foundation and oth-
er funder websites, gives some insights into what
others thought was fundable. But these reposito-
ries do not clarify why the vast unseen troves of
what was submitted do not make the grade. Were
the proposals only a little bit off or were they way
off? Did they speak to some funder priorities and
not others? Were they so novel as to be path
breaking or so conventional as to be droll? Recent
research suggests that the conventional ways of
evaluating research proposals may not perform
any better than random chance when important
outcome measures, such as number and impact of
papers published, are evaluated®® Consequently,
taking a novel approach to reviewing proposals
should not be seen as introducing any additional
risks to companies sharing data.

PREPARING FOR ACTION

Develop a process to communicate data
sharing opportunities, review research
proposals, contract with research
institutions, and share data.

Evaluation Criteria

One metric of good research should be obvious
enough to include by now: good research
proposals include plans to manage research
data. Other metrics include the salience of the
proposed research to answering questions of
burning interest to the company sharing the data,
the relevance of the research to challenges the
company faces with respect to customers or
employee’s health, safety, and welfare, and the
probability that the research produces innovative
ideas that could be translated into organizational
products and processes.

There are other salient measures of research
proposals that go beyond the research itself. With
respect to organization values, a key question is to
determine if company efforts to ensure diversity,
equity, and inclusion (DEI) extend to those adjacent
to the company. Some researchers argue that data
sharing for research programs are presently like
a “17th century medieval castle”, accessible only
by a chosen, hereditary, few. To the extent that
DEl is a company-wide goal, companies will need
to attend to communications with smaller, low-
profile, institutions. Companies may also need to
evaluate whether their risk appetite in the data and
research space includes a willingness to explain
why data was shared with Stanford University and
not Stamford University.

The most important question to ask concerning a
company data use project is whether the research
project has potential to benefit the individuals
whose data is shared. But asking whether the
proposed research also benefits the company
or the research institutions are also important
questions. These questions may need to be
answered before some of the more narrow and
conventional questions are asked: is the research
plan well-reasoned, well-organized, and based
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upon a sound grasp of the field? Does the
research plan incorporate a mechanism to assess
success of the data analysis? How well qualified is
the individual team or organization to conduct the
proposed activities? Are there adequate resources
available to the principal investigator either at
the home organization or through collaborations
to carry out the proposed activities? Answering
these questions is not easy as the answers bring
together statements of values and preferences for
the terms of important relationships.

Evaluating research proposals is made more
difficult by the lack of open, general, guidance
for how to evaluate such proposals. Through the
multi-stakeholder listening sessions conducted as
part of the background research for this playbook,
we identified five actionable terms for evaluating
research proposals: ethical soundness, privacy
preservation, scientific validity, compellingness,
and methodological rigor.

Ethical review

During the FPF salon dinners, speakers
frequently raised the point that data should only
be shared for research that meets high ethical
standards. Achieving consensus about ethical
standards is challenging. Questions about which
principles serve as adequate standards, how to
measure the achievement of those principles,
and how to evaluate the degree to which these
principles are achieved are weighty questions
that motivated over 100 years of research ethics
research and continue to provoke considerable
discussion today.®® Focusing on a specific
context, such as research using platform data
in Europe, has facilitated the developing of
targeted codes of ethics."®

Throughout our discussions, we returned to
existing research ethics review organizations,
such as Institutional Review Boards (IRBs) that
focus on the ethics of human subject research
as defined by the US Common Rule. IRBs were
held up as the example of organizations that
should not be the sole mechanism for conduct
of ethical reviews for projects employing shared
data. The reasons that IRBs should not be the
place for review of research data sharing include
lack of regulatory remit to do so, lack of resources
(expertise, time), and pressures to protect their
own institution and researchers interests over a

broad public interest. However, the seventy years
of history and extensive professionalization of
ethical review by IRBs provides a treasure trove of
guidance and insights for companies to use if they
wish to evaluate the ethical profile of research
projects. These learnings are a resource that
companies and other organizations, such as FPF,
can use to build and provide third party options for
ethical review of research (see EDUC box below).

PREPARING FOR ACTION

Consider establishing or partnering
with an ethical data use committee
to assess data sharing.

Privacy Review

When shared data includes personally identifiable
information (PIl) or includes data that could
foreseeably be recombined with other datatoreveal
information that is personally identifiable, that data
should be evaluated for its impact on individuals’
privacy. A Privacy Impact Assessment should be
a routine component of any data sharing activity,
even if that data is shared between disparate
units of the same corporate entity who use the
data for different reasons and recombine it with
different data sources. FPF issued best practices
and contract guidance for protecting privacy in the
context of research data sharing.”* The ten points
emphasized: 1. Data sharing agreements, 2. Due
diligence and oversight, 3. Data minimization and
de-identification, 4. Data security and integrity,
5. Vendor management, 6. Data retention and
deletion, 7. Ethical data use, 8. Independent review,
9. Publication expectations, and 10. Training and
education. These points are distilled into contract-
level guidance for use as a basis against which
contracts governing proposed could be compared.

Scientific Merit

Scientific meritis a well-known standard for review
of research. But what is meritorious science? An
analogous case to the determination of scientific
merit of proposed research can be found in the
legal field in the “Daubert Standard”.
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“Under the Daubert standard, the factors that
may be considered in determining whether the
[expert testimony] methodology is valid are: (1)
whether the theory or technique in question can
be and has been tested; (2) whether it has been
subjected to peer review and publication; (3) its
known or potential error rate; (4) the existence and
maintenance of standards controlling its operation;
and (5) whether it has attracted widespread
acceptance within a relevant scientific community.

A research project that meets the norm of scientific
merit is one that answers a question in more than a
yes or no fashion by testing a deductive hypothesis
or inductively reasoning to a new conclusion to fill
a gap in a theoretical framework recognized by
a scientific field. The professional associations
responsible for overseeing, accrediting, or
supporting a field of science have mechanisms for
evaluating the merit of research for presentation
at professional conferences or recognition of
best papers. The merit of interdisciplinary or
multidisciplinary studies can be evaluated by
scientists from those interdisciplinary approaches
or the unity of approaches represented in the
interdisciplinary proposal. There is a small risk
here, however, that the scientific merit of studies
will be judged conservatively and that truly novel
approaches may take time to be rewarded with
approval for shared data use. Companies eager
to share data may wish to assess their appetite
for reputational risk that may arise from being
associated with as-yet-untested or truly novel
research methods not yet clearly supported by
the conventions of a research field.

Compellingness

That something is scientifically meritorious
does not mean that the research is compelling.
Compelling research is science that a reasonably
well-informed reviewer could judge would be
useful when making a case for action by public
bodies or even serve to produce factual evidence
that would be permissible in a court of law (see
scientifically meritorious). Compellingness can
be a meatier standard, for example that such
research would be used to make decisions that
would reduce existential or otherwise grievous
harms to known groups.

That research is compelling to companies
supporting it with their data does not mean that

the research will be widely accepted. In fact, it
may be deeply critiqued or scrutinized. But a
compelling research proposal might be sufficient
to alter a research paradigm and advance the field
in @ new and unforeseen direction. Additionally,
while companies may engage in compelling
research, compellingness needs to be defined by
the scientific community rather than the interests
of the company.

Methodological Soundness

An important dimension of intellectual merit is
methodological soundness. In clinical research, for
example, randomized controlled trials — properly
executed — are an exemplar. Methodological
rigor is relevant to any kind of research, however,
and should be addressed in the proposal and/or
description of the work.

Importance (or not) of Identification

Should companies base their grants of access
to research data primarily on the characteristics
of the research project or on the reputation and
background of the researcher? Deciding to share
valuable assets such as data requires considerable
trust in people and institutions. It can be easier
to build trust in tangibles, such as persons or
institutions, than in intangible processes. But,
in the research data sharing environment, trust
in the processes and professional practices
that define research, such as are reflected in
proposals that exhibit soundness of methods and
ethical reasoning, present a more durable and
defensible basis for decisions to support research.
Further, companies can avoid the appearance of
discrimination by reviewing research proposals
strictly on their merits, such as through a double-
blind peer review process.

The professional background of researchers gives
companies insights into the capabilities of that
person to follow through on producing credible
research. Likewise, the background of a research
institution gives companies a window into the
reputational and other resources at the disposal
of any project team. If a research data asset needs
to be shared with stringent security conditions
or if the size of a research data asset will require
extraordinary storage or use capacity (e.g., high-
performance computing facilities), the infrastructure
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Breakout 9: The Ethical Data Use Committee (EDUC) at the Future of Privacy Forum

The Future of Privacy Forum designed an Ethical Data Use Committee (EDUC) as an ethics
review committee with the specific purpose to review research projects using shared data. We
established the committee on the model of a human subject research ethics committee, such
as an Institutional Review Board (IRB). The EDUC is led by a standing committee of experts from
fields essential to understanding data protection and privacy from both a legal and a technical
perspective; expertise in areas of the human sciences (e.g., social sciences and clinical research);
and expertise in physical sciences (e.g., agronomy and physics). Following the models of existing
review committees, we also established the terms for participation of ex-officio experts who can
advise on review of research projects in specific areas of expertise, such as computational social
science or artificial intelligence.

The membership of a research review committee is an important part of its constitution, but the
principles against which it reviews proposed research may be the most important to the research
data subjects that the committee protects. Using the existing rich language concerning data ethics
and research ethics, we identified nine ethical principles essential for thoroughgoing review of
research data sharing projects.

We did not stop at stipulating principles and brief definitions for review. We adopted the spirit
according to which the original drafting of the Belmont Report (1975) was done, arguing for a
pragmatic approach to ethics wherein each ethical principle should sit on a spectrum of achievement
of practical tasks that fulfill a particular ethical principle. For example, instead of requiring a review
board to determine that proposed research fits a definition of accountability, we ask reviewers to
determine which accountability tasks are described as accomplished in a proposal and to grade
the proposal against a lower limit for accountability, a middle ground of accountability or what
should be reasonably expected of research data sharing projects, and what a superlative level of
accountability related efforts would require. Where researchers’ proposed and planned activities
fall below the mean standard of accountability, they are encouraged by the review board to
improve in terms of accomplishment of essential accountability tasks. Where they have exceeded
the mean of this then they are rewarded with recognition for superlative ethics achievement. The
choice of an accomplishments-oriented method for review of data sharing reflects the belief that
data sharing is an interactive process of actors relating to one another over time."?

of a research institution will play an important role
in decision making. These capabilities should
be evaluated directly, rather than by making

Special Considerations for

Research Institutions and Researchers

assumptions based on the name or reputation of
an institution. A lingering challenge to reviewing
research proposals based on a researcher’s or a
research institution’s characteristics is determining
whetherthere might be afinancial conflict of interest
or a conflict of commitment. The proposal process
can call for disclosures, research administration
operations at an institution can assist in vetting
their researchers, and government entities such
as the Office of Research Integrity (ORI) at the
Department of Health and Human Services can
provide additional guidance.

Stories of data sharing for research are
retold with a subtext of “David vs Goliath”
or Charles Dickens’ Oliver Twist: the sole or
small researcher seeking something from a
gargantuan, wealthy, and unfeeling adversary.
This morality tale neglects the role of another
large and significant player in the data sharing
space: research institutions, like the University
of California system schools, and other research
institutions, such as Woods Hole Oceanographic
Institute.”®* Researchers are backed by these
culturally valuable, resourceful, businesses in
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their own right, who can perform the critical
functions that push data through from one set of
hands to the next.

Just as organizations and individual researchers
must be ready to participate in data sharing
relationships, research institutions must also
be ready. The dimensions of readiness for
research institutions are largely similar to those
of company readiness, discussed above, and
will not be elaborated on as extensively except
where their specific role vis-a-vis evaluation and
support of research and researchers might either
help or hinder.

PREPARING FOR ACTION

Establish open lines of communication
with corporate partners’ legal,
development, and data governance
personnel to assess readiness to engage
in a corporate partnership.

An important distinction to be made up front
in the discussion of the roles of research
institutions in data sharing is that of publicly
funded and privately funded universities.
Publicly funded universities, or those whose
budgets come from the coffers managed by
state legislators, are under pressure from
those states to push forward (or push under)
specific types of research. For example, many
state legislatures have pushed forward bills
establishing centers of excellence or research
centers for big data, artificial intelligence, or data
analytics. Other states encourage “academic-
industry connections”, “knowledge transfer”, or
“town and gown partnerships” that come close
to or even explicitly tie funds to acquisition of
corporate support, including data sharing.”
Targeted state initiatives can sometimes provide
incentives and resources to pursue specific
research agendas.

Breakout 10: Legislative language requiring

academic industry connections, including
data sharing

Example Language from Legislation
Addressing Data Sharing

HR3912: “Financial Data Sharing Choice
Act. This bill requires financial institutions
to obtain consent from a consumer
before sharing that consumer’s nonpublic
personal information to a nonaffiliated
third party. Currently, a consumer must
opt out of such information sharing.” From
HR 3426 “Sec 6, (a) (c) (3) the adoption of
shared data privacy, data sharing, and data
archiving standards among the United
States and partner countries and relevant
economic and political unions, including
harmonized data protection regulations;”

HR 2225: “award grants to support re-
search and development activities to
encourage (greater collaboration and
coordination between institutions of
higher education and industry to enhance
education, foster hands-on learning ex-
periences, and improve alignment with
workforce needs;”

$1397: “Among other activities, the CDC
must (1) develop guidance for state and
local health agencies to improve birth
and death record data for American
Indians and Alaska Natives; (2) enter into
cooperative agreements with tribes, tribal
organizations, urban Indian organizations,
and tribal epidemiology centers to analyze
and address certain inaccuracies related
to records for American Indians and Alaska
Natives; (3) adopt uniform standards for
the collection of health data on race and
ethnicity; and (4) encourage states to enter
into data sharing agreements with tribes
and tribal epidemiology centers to improve
the quality and accuracy of health data.”

Where legislatures create funding incentives or
disincentives for universities to seek corporate
support, universities’ interests may lie in creating
smoother pathways, including technical and legal
support, for data sharing. Legislative initiatives
may press universities to partner with industry,
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but those pressures invariably flow down into the
requirements that deans and department heads
must putinto employment contracts for faculty. Often
missing in the simplified story of data sharing for
research is the salient point that faculty researchers
are employees of universities. While tenure
protections create substantial barriers to removal of
(the dwindling numbers of) tenured faculty,”® even
the highest-ranking endowed chair professors
still have employment contracts and evaluation of
performance. To the extent that universities include
creation of data as a component in evaluation of
tenure, they support creation of research data.
Likewise, to the extent that universities include
“knowledge transfer” or *“academic industry
connections” as part of the evaluation of research
faculty members, they also incentivize researchers
to seek relationships with companies.”® Of course,
universities can also create disincentives to partner
with companies or to use shared data, just as
companies can create disincentives to partner
with researchers or to share data. For example,
universities can press faculty to engage in more
and more teaching or relationship cultivation with
other types of organizations (e.g., partnerships with
local governments and civic leaders) that would cut
into time needed to liaise with companies or build
data” Employment contracts are the tip of the
incentive iceberg: universities often create smaller
pools of incentive funding to pursue novel projects
with new or specific partners or create incentives to
collaborate with company R&D teams. Universities
can also release researchers on sabbatical or leave
to pursue a project with a company.”®

Universities and research institutions pave the way
for data sharing relationships between companies
and researchers. But, ultimately, production of the
creative and publicly beneficial uses of company
data fall to researchers. How can researchers
prepare to be good stewards of shared data?

PREPARING FOR ACTION

Ensure open lines of communication
between the data sharing company and
your institution to manage expectations,

responsibilities, and necessary changes to
address data protection concerns.

PREPARING FOR ACTION

Ensure open lines of communication
between company, university, and
researcher including expectations,

responsibilities, and notification of and
responses to data protection concerns.

Many of the documents addressing data sharing
for academic research focus on what companies
must do to be stewards of the public interest
and to serve this role by making consumers’
data available to researchers. Few focus on what
researchers should do to be good stewards of
data. As some scholars who study researchers’
data practices have found, what often stands in
the way of researchers either sharing data with
others or using shared data is concern about the
integrity and privacy of that data.”®

“We argue that a prerequisite to data
sharing is to have a data management
and sharing policy as well as associated
processes, tools and governance
mechanisms in place. We acknowledge
that data sharing is indeed occurring,
albeit without the existence of institutional
policies and with gaps such as inequity

in data access and reuse. In addition,
much data sharing occurs without

the implementation of basic data
management standards, e.g., the sending
of datasets via non-secure channels

such as email. A policy would help an
institution, department or research group
generate high quality data, maximize the
use of its data, and gain better control
over its data assets”"®°

With respect to use of shared data, researchers
should endeavor to learn more about the legal
and technical data environment in which their
corporate partners operate to be good stewards
of consumers’ shared data. In a previous section
of this playbook, we discussed how corporations
can learn from researchers’ data standards,
which they must follow to make their data useful
and FAIR (findable, accessible, interoperable,
and reliable)® But, researchers should also
improve their knowledge of the standards that
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corporations must abide by to make their data
compliant with legal requirements, such as for
financial model risk management, health data
protection, and educational data protection (to
name a few). Where researchers understand the
requirements of corporate data governance, they
can more carefully craft research data requests;
better understand how corporate data protection
and data security places limitations on what types,
sizes, formats, and under which transfer protocols
corporate data might be made available; and
match their data use practices with that of
corporate best practices. They will be supported
by research administration and other support
units at their institutions.

PREPARING FOR ACTION

Evaluate your internal policies for
accountability, oversight, auditing, and
system controls for use and analysis of the
shared data.

Privacy and Security by Design

Organizations can follow best practices for
secure data sharing by maintaining a clear line
of sight towards the purpose of protecting the
shared data asset.

PREPARING FOR ACTION

Collaborate with privacy specialists,
including privacy engineers,
to implement the highest levels
of privacy protection for the data.

Data should be protected to safeguard individual
privacy and ensure confidentiality, data integrity,
restrict prohibited reuse, and ensure that data is
not deleted.®?

Breakout 11: Data Privacy Considerations

»

»

»

Assessing the contents of the research
data landscape to understand where
you have data, what the risks are

from specific research data, and the
responsibilities towards a corporate
data holder, its customers, and relevant
regulatory authorities.

Protecting research data using a zero
trust/ least-privilege access approach to
apply appropriate data privacy protection

Responding swiftly to data subjects,
including corporate customer requests,
and compliance requirements by paying
careful attention to and then swiftly
addressing and notifying data privacy
breaches; carrying out periodic data

use audit reports that include reviewing
subjects’ rights to withdrawal from a
study; identifying suspicious behavior on
behalf of any research data analysts or
any data traffic through software systems;
and handling any subject or regulatory
requests promptly.

PREPARING FOR ACTION

Consider adopting a zero-trust approach to
data access and use.
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Breakout 12: Network Security Controls

»

»

»

»

»

»

»

»

»

Access controls reduce the amount of risk by restricting permissions to only those persons who
need access to the data.

Anti-malware software is an essential component of a data protection strategy. Increasingly,
research data is a source for ransomware and other malicious attacks. Preventing such intrusions
is essential to mitigate against research data breach.

Anomaly detection, particularly through use of automated, “Network anomaly detection engines
(ADE)”, allow for hands-off monitoring of access or use by persons without authorizations.
Establishing methods for monitoring anomalous behavior for research data access is a wise
choice to researchers using sensitive shared data.

Application security is an important component of network security, particularly when researchers
hold data in cloud servers with application-based interfaces on their own devices (e.g., Google
Docs or Google Sheets on mobile). This is increasingly important in a “BYOD” or bring your own
device environment.

Data loss prevention (DLP) training can help to keep data from being lost through incidents or
accidents (e.g., loss of storage hardware like USBs or theft of laptops). Relatedly, research leads
should ensure that they ensure effective management of personnel curiosity to prevent “honest
but curious” data breach incidents.

Researchers rely on email to perform their roles as both researchers and as instructional faculty.
Email security is an essential part of good data practices and shoring up email security, such

as against phishing attacks and using automated technology to identify dangerous emails can
prevent the unintended re-sharing of hard-won data with malicious actors.

Firewalls and Intrusion prevention systems (also called intrusion detection) can prevent entry into
systems but can also analyze network traffic, track known attack methods, and recognize threats
and respond immediately.

Network segmentation strategies, such as establishment of trusted execution environments and
analytics sandboxes, allows those with the appropriate level of access rights to perform their
essential functions out of reach of others and while restricting traffic from unauthorized sources.

Finally, and perhaps of course, ordinary web and wireless security techniques are necessary
measures that researchers, like businesses, must take to ensure safe web use. This helps prevent
use of browsers and wireless networks as access points to peer into data files on a network.

The National Institute of Standards and Technology (NIST) has drawn together crosswalks to specific
data standards to provide more refined guidance. This includes crosswalks for cybersecurity and for
privacy protection.
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Figure 10: Framework Core'®?

Figure 12: NIST Privacy Framework "

Function Category ID NIST Privacy Framework
Asset Management ID.AM Develop the organizational understanding
Business Environment ID.BE Identify-P to.manage privacy risk for individuals

arising from data processing
Governance ID.GV A .

Identity - Develop and implement the organizational
Risk Assessment ID.RA governance structure to enable
Risk Management Strategy ID.RM Govern-P an ongoir)g un(;lerstanding of the o

organizations risk management priorities
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Identity Management and Access PRAC Develop and implement appropriate
Control ' activities to enable organizations or
Control-P individuals t data with sufficient
Awareness and Training PR.AT individuals 1o manage aata with sufticien
granularity to manage privacy risks
Data Security PR.DS - .

Protect - - Develop and implement appropriate
Information Protection and PR.IP activities to enable organizations or
Procedures ’ Protect-P individuals to have reliable understanding
Maintenance PR.MA and engage in a dialogug about how dqta

are processed and associated privacy risks
Protective Technology PR.PT . .
R Develop and implement appropriate data
Anomalies and Events DE.AE ecover processing safeguards

Detect Security Continuous Monitoring DE.CM L

Detection P DE.DP As these resources can help organizations properly
ctection Frocesses : secure and manage their own data, gaining a
Response Planning RSRP working understanding of the NIST data security and
Communications RS.CO data privacy standards can also help researchers to

Respond | Analysis RS,RP understand the magnitude of their data requests
Mitigation RS.MI and to grasp why some requests might be rejected
Improvements RS.IM baseq on application of data prlvacy and nethrk
° — RCRP security controls that have an influence. Learning

ecove annin .
very Ing more about the standards of corporate data

Recover | Improvements RC.IM governance can help researchers to propose data

Communications RC.CO requests in the idiom of company data protections.
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Figure 11: NIST Privacy Framework'*
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For researchers to increase their level of
awareness of corporate data practices can be just
as expensive as corporations work to structure
data according to research data standards.
Beyond learning the legal landscape of corporate
data protection, researchers must also navigate
the vocabulary (e.g., data lakes, data fabric) and
platforms (e.g., AWS, Azure) of the multiple data
management vendors used by corporate actors.
Alas, access to some of the data management
platforms or even training on those platforms
may be beyond the cost point researchers and
research institutions can accept. Building in
costs to access or learn such systems may fall on
researchinstitutions or research funders. However,
streamlining the training on tools and methods
for corporate data management is one way that
researchers, universities, and grant funders can
create the basis of shared vocabulary essential for
a collaborative data sharing environment.
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ACT IV: TO BE CONTINUED

Git
]

The Role of Law and Policy
in Determining the Future
Direction of Data Sharing
for Research

he plot that will unfold in the sequel to this
opera of company data sharing for research

depends in part on how relevant policy
evolves. In a growing number of instances, for
example,the federal (and sometimes state and local)
government is opening up data for researchers. At
the time of this writing, data sharing by companies
remains voluntary, although incentives promoting it
could emerge from public policy.

Legislators and other policy makers have three
general options to change the story told thus
far: they could allow the status quo to continue,
they could impose a mandate for data sharing,
or they could create incentives and disincentives
that would re-shape the current voluntary ap-
proach. When deciding which approach to take,
the policy makers tackling research data sharing
programs will have to creatively balance three
competing priorities: protecting consumers’ data

from breaches or misuse by either researchers
or the organizations to which legislators delegate
the power to share these resources; spurring
research innovation for the benefit of multiple
overlapping and non-overlapping publics; and
pushing companies’ data practices in new direc-
tions that challenge practices of intellectual prop-
erty protection, data governance, and corporate
competition. Policymakers will also have to decide
whether the attention currently being paid to this
topic generates sufficient interest among relevant
constituents to make additional legislation valu-
able to them during subsequent elections.

A new bill or new bills are only part of the future
of high-level data sharing oversight. Because
legislators are likely to determine both that no
oversight of data sharing is unacceptable and
that they are unable to tackle this issue wholly
through legislation, they are also likely to look
to federal agencies to craft regulation to govern
data sharing. In the US, multiple federal agencies
could become involved either as oversight
agencies or as agencies crafting supporting
guidance — roles some agencies already play
in specific instances, as touched on above. For

DECEMBER 2022 47



example, legislators could ask that anyone or all
the 20 Common Rule agencies investigate how
to modify the exemptions for uses of secondary
data for research enumerated in the 2018
revisions to the common rule."®®

Proposed Mandated Data Sharing

One proposal tabled during the FPF salon dinner
conversations, which is intended to amplify the
social benefits of data sharing, is to make sharing of
data for research something that is mandatory for
some or all companies. By contrast, the concepts
discussed in this Playbook generally presume
voluntary sharing and mutual interest among
researchers and companies in the sharing of data
for research. Historically, academic researchers
and life sciences/biomedical companies have had
a long history of voluntary and mutually beneficial
data sharing for research. Most recently, the rise
of governmental and other concerns about the
societal effects of social media have led to broad
consideration of and demand for research access
to related data, demand that extends to the
potential for mandatory sharing.’®”

What could mandating data sharing entail? As
described throughout this playbook, a manda-
tory requirement that companies share data
with researchers gathers many players into the
data sharing story. Researchers, organizations,
research institutions, research funders, publish-
ers, repositories, research administrators, ethi-
cists, statisticians and research methodologists,
teachers, corporate CEOs, data engineers, data
managers, legislators, regulators and many more
personnel would engage to fulfill this mandate,
which implies extensive coordination of values,
purposes, platforms, policies, and vocabulary.

Based upon the lessons learned from the experts
consulted for this project, we anticipate that the
following challenges could arise if a mandatory data
sharing program were implemented. The observa-
tions below echo the findings and recommendations
presented earlier in this Playbook:

» Funding data sharing includes
provisioning funds for all stages of data
creation and management. This includes
data transformation, encryption, transfer,
security, storage, and archiving.

»

»

»

»

Soliciting research proposals for use of
shared data will include creating program
descriptions that clearly describe the
types of research supported, the data
already available for use, data that
could be made available for use, and
requirements for research proposals.
The solicitations would likely need to be
on a web-based platform which would
itself need to be built, securitized, and
maintained.

Reviewing research proposals for
mandatory data sharing programs would
require synthesis of the research needs
that each of the relevant stakeholder
groups have into a review mechanism.
This will include research ethics review,
research methods review, and an
evaluation of the compellingness that the
research has with respect to benefitting
both the narrow public of organizations
mandating the sharing and the wider
public of constituents to each of those
organizations. This will also include
reviewing the qualifications of people
and institutions who can perform the
proposed research.

Performing research under a mandatory
data sharing program will include
coordination between research
institutions, researchers, and the holder
of the research data. Coordination

will involve ensuring that contracts

and memos acknowledge the terms
each institution will need to abide by,
management of privacy and security
assessments including checks of
necessary controls, and management of
legal requirements that influence each
actor within their jurisdiction.

A mandatory research data sharing

will require coordination of the legal

and regulatory landscape of data
protection. The many laws, policies, and
standards that form the patchwork of
data protection in the US will need to be
harmonized to the purpose of expediting
shared data to researchers. As data

is an international asset, international
laws will also need to be accounted
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for. Centralized oversight, whether in
existing agencies (e.g., NSF or FTC) or in
new agencies, will require funding, time,
expertise, and context to meaningfully
review the benefits and risks of local
and hyper-local research. Decentralized
oversight options, such as creating a
federal statistical data center in each
state or supporting decentralized review
through greater funding and support to
build expertise in university systems will
build on existing institutions who already
require considerable funding.

Mandatory research data sharing
programs will also need to be supported
by actors that support research
publication, such as research journals,
preprint archives, and research
conferences. There will need to be
coordination of the many disparate
requirements for data preparation, data
editing, data publication, preparation of
research papers, review of research data
and research papers, and publication
data and papers. This will require
coordination of researchers’ professional
organizations, international publication
houses, and commercial and non-profit
publication venues. Researchers have
already noted potential regressive
impacts of publication charges associated
with open publication today.”®®

»  Safe Harbor protections will need to be
considered for companies complying
with mandatory data sharing programs as
they potentially risk liability if researchers
misuse their data.

The coordination of all the relevant actors to
build the architecture of a mandatory research
data sharing program at a national level will
require coordination on specific values as well.
For example, ensuring that small, medium, and
massive companies can participate will ensure
that researchers’ needs in various disciplines are
met. Research proposals from myriad institutions
— universities, institutes, think-tanks — will need
to be reviewed on equal footing regardless of the
existing reputational or resource strength of the
institution. Researchers will need to be reviewed
on the merit of their ideas and not based upon
brute-luck characteristics, such as gender identity
or ethnic origin.'®

Some insight might come from European
consideration of mandating research access
to platform data'®® Finally, as this Playbook
was being completed, the White House issued
guidance calling for open publication of research
funded by federal agencies, a process that—
subject to further analysis and limitations—would
involve publication of data. Progress on its
implementation will be instructive for the broader
arena of data sharing for research.™
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ata sharing for research makes for a
Dcomplicated opera, but it doesn’t have to

be a tragedy. Applause will come if all the
players essential to make data sharing for research
work well are, first and foremost, acknowledged,
and second, accounted for in the orchestration of
mechanisms and means that facilitate transfer of
data and conduct of research.

There are careful steps that each player in this
opera must take to see that data sharing moves to
a next act. Some of these actions are comfortable
steps taken on well-worn paths — this includes
use of data governance and data standards tools
already known so well to each side. Other moves
are like a Verdi operatic due — maneuvers that
will take years of training to perform and whose

execution requires support by many coordinated
experts—such as creating research specific trusted
execution environments. We have compiled some
of these steps into the actions listed below in
Appendix One.

Whether the next act for data sharing for research is
a triumph or a tragedy turns on whether the actions
surfaced here are addressed. The actions we
identified in this playbook and the story told here
are only a start to the story. The next steps in this
story are largely in the hands of the principal players
in this opera — the researchers, the companies, the
policymakers — whose actions or inactions shaped
the past. As new players, including non-profits and
civil society organizations, step onto the stage, the
plot will twist, and a new act will begin.
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APPENDICES

Appendix I: Preparing for Action: Summary of Recommended Actions

Recommended Actions for Organizations

1.
2.

&

N o o

10.

1.

12.

13.

Determine if and how data sharing for research fits the organization’s values and strategy.

Ensure clarity of expected benefits and likely challenges involved in a potential data sharing for
research partnership.

Determine the fithess of company data for data sharing for research.

Assess capacity to absorb workload and costs associated with data sharing for research
partnerships.

Know current legal requirements regarding data sharing.
Ensure individuals are informed of how their data will be shared with researchers.
Assess the organization’s capability and tech stack for secure processing and transmission of data.

Develop a process to communicate data sharing opportunities, review research proposals, contract
with research institutions, and share data.

Ensure key company stakeholders (including technical, legal, and data personnel) are involved in
the agreement process.

Ensure personnel, privacy, and cybersecurity controls are in place that are appropriate to the level
of sensitivity and value of the data.

Consider establishing or partnering with an ethical data use committee to assess data sharing.
Ensure oversight and accountability mechanisms are included in data sharing agreements.

Ensure open lines of communication between all parties.

Recommended Actions for Research Institutions

1.

Establish open lines of communication with corporate partners’ legal, development, and data
governance personnel to assess readiness to engage in a corporate partnership.

Assess cyber and data management capacity for the additional workload and costs associated
with secure data sharing.

Develop a specific process for reviewing and approving proposals involving organization data
sharing for research, including data management plans and partnership agreements.

Determine the role institutional review boards and ethics committees will play, if any, in review of
corporate data sharing for research.
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Ensure personnel, privacy, and cybersecurity controls are in place that are appropriate to the level
of sensitivity and value of the data.

Ensure open lines of communication between the data sharing company and your research teams to
manage expectations, responsibilities, and necessary changes to address data protection concerns.

Recommended Actions for Researchers

52

1.

Assess available legal, financial, technical, and personnel resources to support a corporate
partnership.

Evaluate your internal policies for accountability, oversight, auditing, and system controls for use
and analysis of the shared data.

Collaborate with institutional cyber and physical security specialists to build a data and software
securitization and management plan for the shared data and relevant analytical software used.

Consider adopting a zero trust approach to data access and use.

Collaborate with privacy specialists, including privacy engineers to implement the highest levels of
privacy protection for the data.

Ensure open lines of communication between the data sharing company and your institution to
manage expectations, responsibilities, and necessary changes to address data protection concerns.
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Appendix Il: Chart of Publication Requirements for Data

Journal Title
and Publisher

Al and Ethics,
Springer'™?

Journal of Labor
Economics, University
of Chicago Press™:?

The Lancet, Lancet
Journals™*

American Journal
of Political Science,
Wiley'®

Astronomy and
Astrophysics Review,
Springer'™®

Data Publication Statement

“This journal operates a type 1 research data policy. The journal encourages authors,
where possible and applicable, to deposit data that support the findings of their research
in a public repository. Authors and editors who do not have a preferred repository
should consult Springer Nature’s list of repositories and research data policy.”

“It is the policy of the Journal of Labor Economics to publish papers only if the data
used in the analysis are clearly and precisely documented and are readily available to
any researcher for purposes of replication. Authors of accepted papers that contain
empirical work, simulations, or experimental work must provide to the Journal, prior
to publication, the data, programs, and other details of the computations sufficient to
permit replication. These will be posted on the JOLE Web site. The Editor should be
notified at the time of submission if the data used in a paper are proprietary or if, for
some other reason, the requirements above cannot be met.”

“Data sharing

From September 21, 2020, all submitted research Articles must contain a data
sharing statement, to be included at the end of the manuscript. Data sharing
statements must include:

« Whether data collected for the study, including individual participant data and
a data dictionary defining each field in the set, will be made available to others
(“undecided” is not an acceptable answer);

- What data will be made available (deidentified participant data, participant data
with identifiers, data dictionary, or other specified data set);

« Whether additional, related documents will be available (e.g., study protocol,
statistical analysis plan, informed consent form);

« When these data will be available (beginning and end date, or “with publication”,
as applicable);

« Where the data will be made available (including complete URLs or email
addresses if relevant);

« By what access criteria data will be shared (including with whom, for what types of
analyses, by what mechanism — e.g., with or without investigator support, after approval
of a proposal, with a signed data access agreement — or any additional restrictions).”

“The corresponding author of a manuscript that is accepted for publication in the
American Journal of Political Science must provide materials that are sufficient to
enable interested researchers to verify all of the analytic results that are reported in
the text and supporting materials. The document titled “American Journal of Political
Science Guidelines for Preparing Replication Files”* provides useful information
about what information is needed and how it should be organized. All verification
files must be stored in a Dataset within the AJPS Dataverse, on the Harvard
Dataverse Network. Note that authors also can make their verification files available
elsewhere (e.g., their personal website, other data repositories, etc.) as long as all of
the necessary files are included in the Dataset on the AJPS Dataverse.”

“All authors are requested to make sure that all data and materials as well as
software application or custom code support their published claims and comply with
field standards. Please note that journals may have individual policies on (sharing)
research data in concordance with disciplinary norms and expectations.”
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