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INTRODUCTION

The flow of personal information across 
borders has been a thorny policy issue in 
the data protection and privacy sphere 
for decades. In recent years, it has seen a 

meteoric rise in prominence, moving beyond the 
orbit of privacy professionals and policy wonks and 
attracting attention from major international media 
outlets1 and the highest levels of government.2 
This rise has been driven in part by substantially 
increased public scrutiny of international data 
flows after a number of high-profile cases and 
legal disputes, and in part by legal changes 
— the 2016 adoption of the EU’s General Data 
Protection Regulation (GDPR)3 chief among them. 

The majority of international data transfers rely on 
relationships between or involving private and/
or non-governmental entities. Whether discussing 
the operations of the world’s social media and 
cloud computing tech titans, the considerations 
of a brand-new startup software developer, or the 
HR and payroll day-to-day of a large business, 
contracts are key to how organizations govern 
and monitor data transfers, particularly those that 
cross national borders. Because of the limitations 
imposed on international transfers by lawmakers 
and regulators, standardized contractual language 
has increasingly become a core tool in many 
businesses’ compliance toolkit. 

This language differs from the “standard 
boilerplate” common to many other commercial 
sectors operating in a global environment in 
that it has not emerged organically as a “best 
practice” but instead has been explicitly crafted 
by government authorities for use by the relevant 
entities processing personal information — and in 
some jurisdictions, has been officially recognized 
as a valid compliance mechanism under relevant 
law. The first efforts at producing this sort of 
officially standardized contractual text for data 
transfers predate even the EU’s Data Protection 
Directive of 19954 and the clauses that followed 
it; studies of the contract clauses for use in the 
European Union and its predecessors date back 
to at least 1992, with formally recognized clauses 
adopted in 2001, 2004 and 2010.5    

In the context of the EU-US relationship, both the 
2013 Snowden leaks6 and the 2018 Cambridge 
Analytica scandal7 highlighted how far the 
reach of the vast, labyrinthine ecosystem for 
international transfers of personal information has 
grown. These developments, along with the 2016 
adoption of the GDPR and the Court of Justice of 
the European Union (CJEU)’s landmark Schrems 
I and II cases8, informed a 2021 update to the 
old decisions authorizing the Data Protection 
Directive-era Standard Contractual Clauses (SCCs) 
initially grandfathered into the GDPR.9

Additionally, increased scrutiny of international 
data transfers has not been limited to those 
between the United States and European Union. In 
Asia, the explosion of cross-border data transfers 
has prompted the Association of Southeast Asian 
Nations (ASEAN) to draft the Model Contractual 
Clauses (MCCs) to better enable transfers of 
data between its Member countries.10 The Ibero-
American Data Protection Network (RIPD) — a 
network of Data Protection Authorities from 
Latin America and other Spanish or Portuguese 
speaking countries11 — has proposed a set of 
contractual clauses for its member governments’ 
consideration along with guidelines for their 
implementation, for much the same reasons. Other 
individual national governments have also drafted 
or are in the process of drafting their own officially 
approved data transfer contract language — with 
the prominent recent examples of China and the 
United Kingdom. While these model clauses for 
data transfers will also be impactful, this Report 
will focus on regional, multilateral frameworks. 

We will analyze, compare, and contrast the EU’s 
Standard Contractual Clauses, the ASEAN Model 
Contract Clauses, and the Ibero-American Data 
Protection Network’s Model International Transfer 
of Personal Data Agreement. They are intended 
to be used in three regions covering much of the 
world, showing that model contractual clauses 
could underpin a potential global regime to 
facilitate cross-border data transfers meeting 
the requirements of diverse data protection 
and privacy legal frameworks. We have chosen 
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these frameworks because of their recency, 
regional diversity, and potential applicability to 
multiple national jurisdictions. The Report sets 
out to identify the commonalities and points of 
divergence among these regional frameworks, 
with the purpose of laying out the path forward 
and potential barriers for a global regime that 
would allow international data transfers on the 
basis of standardized contracts.  

The Report will first compare the source of the 
regional model clauses and the context in which 
they were adopted (Part I). It will then compare the 
significant obligations imposed by the different 
frameworks on the contracting parties, including 
how they handle onward transfers of personal 
information (Part II). The following sections will 
examine how the contracts address the application 
of individual rights to contemplated data transfers 
(Part III); the ability of national governments to 
access transferred personal data (Part IV); some 
relevant enforcement activity by data protection 
authorities (Part V); and lastly the extent to which 
parties may modify the text of the clauses (Part VI).  

Another key contribution of the Report for 
both policymakers and practitioners is its 
Annexes, which include comparative charts of 
the summarized clauses of the three regional 
frameworks analyzed, organized under four 
themes: core provisions, such as liability 
and choice of forum (Annex I); the rights and 
obligations of exporters (Annex II); the rights 
and obligations of importers (Annex III); and 
a side-by-side comparison of the clauses 
authorized for enforcement by third-party 
beneficiaries (Annex IV).
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The legal authority underlying model 
contract frameworks for international 
transfers of personal information is 
not consistent across jurisdictions. 

Some jurisdictions explicitly recognize model 
frameworks at the national level — typically tied 
into the operation of national data protection 
laws, which often impose limits on entities’ 
ability to transfer personal information abroad.12 
Some jurisdictions (generally those without data 
protection laws) do not explicitly limit transfers 
of personal information to other jurisdictions. 
Others rely on supranational rules and regulations 
like the EU’s GDPR, which applies to all 27 EU 
Member States and includes standard clauses 
as an appropriate safeguard for the transfer of 
personal data abroad. 

EU Standard Contractual Clauses

The GDPR authorizes transfers of personal 
data by a controller or processor (‘exporter’) to 
an entity in a third country or an international 
organization (‘importer’), in the absence of 
an adequacy decision,13 if the exporter “has 
provided appropriate safeguards, and on the 
condition that enforceable data subject rights 
and effective legal remedies for data subjects 
are available.”14 Article 46(2) provides a list of 
options that meet the standard for including 
“appropriate safeguards” — and specifically 
offers “standard data protection clauses adopted 
by the Commission” as one such option.15 

However, the operation of Chapter V of the GDPR 
(and the EU Commission decision authorizing the 
Clauses themselves) makes it clear that simply 
executing the Standard Contractual Clauses is 
not sufficient to make a transfer lawful — data 
controllers remain responsible for ensuring that 
“the level of protection for natural persons is 
not undermined”16 and that “enforceable data 
subject rights and effective legal remedies for data 
subjects remain available.”17 

In litigation brought against the Irish Data 
Protection Commission seeking to compel the 
DPC to suspend transfers of personal data 
collected by Facebook Ireland to its American 
parent, Facebook Inc., the CJEU clarified the 
standard for transferring personal data out of 
the European Economic Area (EEA).18 In 2015 
(Schrems I) and 2020 (Schrems II) decisions, 
which invalidated two successive data transfer 
agreements between the EU and the United 
States, the CJEU held broadly that data subjects 
are entitled to “a level of protection essentially 
equivalent” to that provided by the GDPR when 
their personal data is transferred outside of the 
Union, and that controllers relying on the SCCs 
to transfer personal data may need to implement 
“supplementary measures” to ensure the legality 
of such transfers when sending data to non-
adequate foreign jurisdictions.19 The European 
Data Protection Board (EDPB) further clarified 
that such additional safeguards should be 
adjusted to the risks to the rights and freedoms 
of data subjects stemming from the “law or 
practice” of a transfer’s destination country in 
the context of each specific transfer, as assessed 
by the exporter.20  

On 4 June 2021, the EU Commission published 
Implementing Decision (EU) 2021/914, updating 
the standardized contractual language for data 
importers and exporters previously given a valid 
way to comply with the requirements set out 
in Chapter V of the GDPR.21 The implementing 
decision replaced clauses adopted before both 
the GDPR and the CJEU’s Schrems I and II rulings 
and included the contractual language covering 
four different relationships between parties: 
transfers from data controller to data controller 
(“M1”), data controller to data processor (“M2”), 
data processor to data processor (“M3”), and data 
processor to data controller (“M4”). 

Formulations “M3” and “M4” are unique to the EU 
SCCs; both the ASEAN and RIPD frameworks only 
contain modules for controller-to-controller and 
controller-to-processor data transfers. 

PART I: LEGAL UNDERPINNINGS AND OVERVIEW
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ASEAN Model Contractual Clauses

The Association of Southeast Asian Nations 
approved a set of model contract clauses (MCCs) 
during its digital ministers’ meeting on January 
22, 2021.22 These clauses were “designed to 
provide the appropriate safeguards” required 
by ASEAN Member State (AMS) national laws, 
as well as the principles articulated in the 2016 
ASEAN Framework on Personal Data Protection, 
but the decision adopting their text does not 
apply directly to the national legal systems of 
ASEAN Member States in a binding manner. 
Similar to the EU SCCs, the MCCs exist for use 
by data importers and exporters on a voluntary 
basis; unlike the SCCs they are not grounded 
in explicit provisions of international or  
domestic law. 

While there is no legal ASEAN equivalent to 
the EU’s General Data Protection Regulation 
requiring ASEAN Member States to recognize 
the MCCs, several Member State data protection 
regulators have issued statements indicating 
that they will consider the use of the MCCs 
as positive indicators of compliance with the 
applicable provisions of Member State law.23 The 
ASEAN Model Contractual clauses are designed 
to be “baseline in nature” and businesses using 
them are “advised to check if individual AMS 
have provided further guidance or templates.” 
The supremacy of AMS national law in case of a 
conflict with the text of the MCCs is specified in 
the Clauses themselves, which make it clear that 
“[i]f there is any inconsistency between clauses 
in this contract and AMS Law, then the applicable 
AMS Law shall prevail.”24 

That the MCCs have been expressly drafted 
to operate in a setting where not all national 
jurisdictions may have a data protection law 
in place, and where no regionally-binding 
data protection obligations exist, is a critical 
difference from the EU SCCs. Similar to the 
framework proposed by the Ibero-American 
Data Protection Network discussed below, 
the MCCs are divided into two Modules: the 

first covers transfers between controllers and 
processors, and the second covers transfers 
between two controllers. 

Ibero-American Data Protection 
Network Model Transfer Agreement

The Ibero-American Data Protection Network, 
an organization established in June 2003 to 
enable cooperation in the field of data protection 
among Spanish and Portuguese-speaking nations, 
promulgated a standardized set of contract 
clauses called the Model Agreement for the 
International Transfer of Personal Data for public 
comment in late 2021, along with an explanatory 
Implementation Guide, with final versions of both 
published in March 2023.25 

Similar to the ASEAN MCCs, this Model Transfer 
Agreement (MTA) does not create a binding legal 
obligation for the Network’s member states to 
recognize its validity; instead, it offers a view 
of how national data protection regulators and 
policymakers in Latin America are collectively 
approaching the issue of cross-border data 
transfer tools. The Ibero-American MTA is 
designed to assist regulators in creating tools 
that will enable entities processing personal 
data to meet the obligations of Article 36.1(c) of 
the Personal Data Protection Standards for the 
Ibero-American States, which permit transfers 
of data by parties that have signed “contractual 
clauses or any other legal instrument that offers 
[sufficient] guarantees … and that allows for 
the demonstration of the scope of processing 
personal data, the obligations and responsibilities 
assumed by the parties, and the rights of the  
[data subjects.]”26 

Neither the RIPD’s Data Protection Standards or 
the later-approved Model Transfer Agreement 
are directly binding on the RIPD’s member 
governments, but rather are adopted to “promote 
and contribute to the strengthening and adoption 
of regulatory processes, through the elaboration 
of guidelines that serve as a parameter for future 

PART I: LEGAL UNDERPINNINGS AND OVERVIEW
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regulations or for the revision of existing ones.”27 
It is important to note that while the MTA modules 
are not a word-for-word reproduction of the EU 
SCCs, per the Implementation Guide they have 
been designed to “contain similar elements 
and principles in essence” to the EU’s model 
framework, while also drawing on other sources.28  

Similar to the ASEAN MCCs, the RIPD MTA 
includes two modular contract frameworks, 
published as an Annex to the Implementation 
Guide. Module 1 is designed for transfers 
between data controllers and Module 2 is 
designed for transfers between data controllers 
and data processors.29  

PART II: KEY PARTY OBLIGATIONS 

All three of the frameworks utilize a role-
based approach applying different 
contractual language to parties with 
different relationships in the data transfer 

process. The different regional frameworks 
demonstrate an emerging international consensus 
on some core contractual concepts: 

 » All three are structured around “data 
exporters” who are responsible for moving 
personal data out of a given national 
jurisdiction, and “data importers” who receive 
personal data in a second jurisdiction. 

 » Each framework additionally characterizes 
exporters and importers as either “data 
controllers”, who determine the collection, 
purposes, and means for processing 
personal data themselves, or “data 
processors”, who receive and process 
personal data on behalf of and for purposes 
dictated by data controllers.30 

 » Stemming from this shared conceptual model, 
the three frameworks have a number of other 
features in common, though only the EU’s 
SCCs explicitly include sets of clauses for 
other types of data transfer beyond controller-
to-controller and controller-to-processor. 

This section of the report discusses a number 
of areas where either convergence can be 
demonstrated, or substantial differences in 
approach should be highlighted.

Legality of Processing 

Only one of the frameworks explicitly requires 
the exporting party to warrant the lawfulness of 
the initial collection of the personal data. Both 
Modules of the ASEAN MCCs include a non-
optional stipulation that exporters must warrant 
that any data transferred was collected in 
compliance with the designated Applicable Law, 
or in the absence of such a law was collected 
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after notice was provided to the data subjects 
and consent for the processing obtained, if 
“reasonable and practicable” to do so.31 

Neither the EU SCCs or the RIPD explicitly 
include the same stipulation, though the SCCs’ 
recognition of applicability of the GDPR to 
covered transfers32 necessarily imposes the 
“lawfulness” requirement of Articles 5 and 6 
of the Regulation on any processing of such 
information,33 and the MTAs necessitate that 
the contracting parties comply with the data 
protection law of the exporter’s country.34 

Accuracy

All three frameworks provide the option to 
the parties to make basic warranties as to the 
accuracy of transferred data, and additionally 
condition the parties’ responsibilities concerning 
the accuracy of the transferred information based 
on their identified role within the data transfer. 
The SCCS and the MTAs require that when 
controllers transfer information to other controllers 
both parties “ensure data is accurate and up to 
date” and inform one another should either party 
discover transferred information is inaccurate or 
out of date, and further that controller-importers 
“take every reasonable step” to ensure the 
erasure or rectification of inaccurate transferred 
information.35 Similarly, the SCCs and MTAs both 
require processor-importers to inform exporters 
when they become aware that transferred data is 
either “inaccurate or outdated” and cooperate with 
the exporter to rectify such quality issues.36 

Both Modules of the ASEAN MCCs similarly offer a 
provision requiring that controller-exporters warrant 
transferred information is “accurate and complete” 
for the purposes of processing; the primary 
substantial difference between the frameworks 
is that the MCC provision is optionally included 
by the parties, rather than a fundamental part of 
the Clauses, and does not include a post-transfer 
obligation that importers notify exporters regarding 
inaccurate information.37  

Transparency

While all three frameworks include transparency-
based requirements, the degree and specificity 
of the disclosures required are different — 
substantially, in case of MCCs. The EU SCCs include 
the most thorough requirements, both in terms of 
what the parties must document and the degree to 
which the documentation must be shared outside of 
the contractual framework with both data subjects 
and relevant supervisory authorities.

All three frameworks require the memorialization 
of important information about a transfer in an 
appendix to the contract, but differ on the extent 
and specificity of information that must be provided 
in that appendix and circumstances under 
which it is accessible to third parties. All three 
frameworks’ appendices require that the parties 
identify themselves in an appendix, and recognize 
the appendix “may contain confidential business 
information” and allow for some redaction when 
the information is released to third parties, but the 
appendices’ contents are quite different. 

The SCCs require the parties identify in detail, and 
exporters provide to the data subject on request 
and free of charge, appendices containing:

 » The name, address, and contact individual, 
as well as the relevant activities of, the 
parties to the contract;

 » The categories of data subjects whose data 
will be transferred, the categories of data 
to be transferred, any sensitive data to be 
transferred (along with applicable additional 
safeguards), the frequency of the transfers, 
the nature of the processing, the purposes 
of the transfer and ongoing processing, the 
retention period for transferred information 
(or the period used to determine such), and 
the applicable supervisory authority;

 » The list of implemented technical and 
organizational measures to ensure security 
of the transferred information; and
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 » [For processors] the name, address, and contact 
person for any intended subprocessors, with a 
description of processing.38 

Additionally, controller-importers are obligated to 
proactively inform data subjects (or make publicly 
available, if informing would be impossible or 
require disproportionate effort) of:

 » The importer’s identity and contact details, 
the categories of data processed, the right 
to obtain a copy of the Clauses; and 

 » whether there is any intention to transfer 
the data onward to additional third parties, 
unless data subjects already have the 
information or it has been provided by the 
exporter.39 

Information may only be redacted to protect 
“business secrets or other confidential 
information” and if information is redacted, 
exporters must provide the reasons for the 
redaction on request.40

Similar to the SCCs, the RIPD MTA requires the 
parties prepare, and provide to the data subject 
on request and free of charge, a cover page and 
appendices containing:

 » The name, address, and contact information 
for the parties to the contract, as well as the 
governing law and competent supervisory 
authority for the exporter;

 » The categories of data subjects whose data 
will be transferred, the categories of data 
to be transferred, any sensitive data to be 
transferred (along with applicable additional 
safeguards), the frequency of the transfers, 
the nature of the processing, the purposes 
of the transfer and ongoing processing, the 
retention period for transferred information 
(or the period used to determine such);

 » The list of implemented administrative, 
physical and technical measures 
implemented to ensure security of the 
transferred information; and

 » [For processors] the name, address, 
and contact person for any intended 
subprocessors, with a description of 
processing.41

Additionally, MTA controller-importers are also 
obligated to proactively inform data subjects of:

 » The importer’s identity and contact details, 
the categories of data processed, the right 
to obtain a copy of the Clauses, and whether 
there is any intention to transfer the data 
onward to additional third parties.

Notably, unlike the SCCs, the MTA does not 
require the parties to identify contact individuals 
by name and title, only to provide “contact details,” 
and does not require controller-importers to make 
information regarding transfers publicly available 
if providing it to data subjects is impossible or 
“requires disproportionate efforts.”42 Finally, when 
providing a copy of the MTA in response to a 
data subject request, parties are authorized to 
redact sections of the Agreement containing trade 
secrets or other confidential information, but are 
not obligated to provide data subjects with the 
reasons for those redactions.43  

The ASEAN MCCs require, as a baseline, much 
less information be provided by the parties. Unless 
additional information is required by an applicable 
AMS law, under the MCCs parties must complete 
an appendix containing: 

 » The names of the parties;

 » A description of the data subjects and 
“groups of data subjects”;

 » A description of the purposes of the data 
processing;

 » [For controller-importers] a contact point 
authorized on behalf of the importer to respond 
to inquiries concerning personal data.44

The MCCs do not include a default obligation 
that parties provide data subjects with particular 
information or copies of the agreement on request, 
and also recognize that the descriptive appendix 
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may contain confidential business information 
not to be disclosed to third parties without either 
(for a processor-importer) instructions, or (for a 
controller-importer) the reasonable opportunity for 
the exporter to object.45 

All three frameworks, however, firmly center 
transparency obligations on parties acting as 
controllers — and in the modules governing 
controller-processor transfers, restrict processors 
from responding to data subjects directly unless 
affirmatively authorized to do so by controllers. 

Due Diligence and Record Keeping

Two places where the ASEAN MCCs diverge 
significantly in concept from the EU SCCs and RIPD 
MTA are the areas of pre-transfer due diligence 
and post-transfer record-keeping. The SCCs and 
MTA place an initial obligation on the data exporter 
to evaluate the data importer, before commencing 
a data transfer, and impose at least some 
obligations to keep records of the processing 
activity after the transfer has taken place.46 
Under the SCCs and the MTA exporters must 
assess importers and make reasonable efforts to 
determine whether they are capable of complying 
with the obligations imposed by applicable law and 
the contractual framework itself. By contrast, under 
the MCCs, there is no obligation for exporters to 
assess the ability of importers to comply with the 
Clauses or applicable AMS Law ahead of time; 
instead the obligation to warrant the ability to 
comply adheres to each party independently — 
regardless of whether the contemplated transfer is 
between controllers or controller-to-processor.47 

Similarly, the three frameworks do not contain 
identical provisions regarding the maintenance of 
a record of processing related to the transferred 
information. The SCCs and the MTA both require 
controller-importers to maintain a record of 
processing for the data transferred “under [the 
importer’s] responsibility” and, in the case of a 
data breach, document all relevant facts (including 
remedial measures) and maintain a record thereof.48 

By contrast, the only reference to mandated 
record-keeping in the MCCs is an optional clause 
obligating processor-importers, upon reasonable 
request from an exporter, to “provide access 
to data processing facilities, data files, and 
documentation” for review or auditing purposes.49 
Any further record-keeping obligations would 
need to stem from applicable AMS legislation or 
other discretionary terms added by the parties.

Sensitive Data

There are significant differences between the 
frameworks on the question of “special category” 
or “sensitive” data. The MCCs do not address 
the concept at all — leaving it to the parties to 
modify any agreement that is subject to an AMS 
Law dealing with the concept accordingly. Both 
the SCCs and the MTA define “sensitive data,” but 
there are substantial differences between how the 
two frameworks treat the issue. 

The SCC provision covering sensitive data 
synthesizes the definition of “special category 
data” and the limitations on processing data 
relating to criminal convictions or offenses from 
Articles 9 and 10 of the GDPR,50 and imposes 
an obligation to assess the additional risks 
posed by the processing of such information 
on the parties. Additionally, the SCCs explicitly 
impose an obligation on importer controllers 
to “apply specific restrictions and/or additional 
safeguards” adapted to the specific nature of 
the data and risks involved, suggesting example 
measures such as heightened access controls or 
pseudonymization as possible solutions.51 

Unlike the SCCs, the MTA definition of sensitive 
personal data is not written as an exclusive list 
— instead, the MTA broadly defines the term as 
“personal data that refer to the intimate sphere 
of the Data Subject, the undue use of which 
may result in discrimination or create a serious 
risk thereof.”52 The framework gives a series of 
illustrative examples similar to the list provided 
in Article 9 of the GDPR, but notably does not 
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explicitly reference “data relating to criminal 
convictions or offenses,” leaving an area of 
uncertainty that likely depends on the relevant 
national governing law to resolve. Additionally, 
the MTA includes an obligation for parties to 
“privilege the protection of [the] superior interests” 
of children or adolescents, “in accordance 
with the Convention on the Rights of the Child 
and other international instruments” for data 
transfers involving that type of personal data — 
but does not include a definition of “children” or 
“adolescents,” terms often separately defined by 
other national laws.53 The SCCs do not directly 
apply additional party responsibilities to the 
processing of children’s personal data, and the 
GDPR only addresses the issue in the context of 
the “consent” lawful basis, providing a baseline 
that only children age 16 and older can provide 
valid consent (with Member States permitted to 
lower that age to a minimum of 13).54

Under both the SCCs and the MTA, the required 
risk assessment ties to the parties’ collective 
transparency obligations, as the identification of 
specific special category data to be transferred 
and the associated additional security precautions 
taken are key parts of the required annexes 
describing the data transfer.55 

Security Measures and   
Breach Notification Obligations

All three frameworks impose a security 
requirement on data importers and exporters 
that “reasonable and appropriate” technical 
and organizational measures be implemented 
to protect personal data from the possibility of 
unauthorized access, whether they are data 
controllers or data processors.56 However, the 
SCCs and the MTA impose substantially greater 
requirements on the parties with regard to how 
security measures are selected and documented 
pre-transfer, and subsequently monitored after a 
transfer has taken place. The SCCs and the MTA 
require the parties to evaluate, when determining 
appropriate security measures: 

 » The state of the art;

 » The costs of implementation;

 » The nature of the personal data being 
transferred;

 » The scope, context, and purposes of 
processing; and

 » The risk to the rights and freedoms of/the 
potential consequences of a data breach for 
a data subject. 

Under the MTA, importer-controllers are further 
required to evaluate any previously occurring 
data breaches.57 Furthermore, under both the 
SCCs and MTA, the measures adopted as a 
result of these mandatory evaluations must be 
documented in a detailed annex. 

Tied to security, the SCCs and the MTA identify 
an explicit obligation on importers to ensure that 
personnel authorized to process data are bound 
to an obligation of confidentiality, either by law 
or by contract.58 Under the SCCs and the MTA, 
there is an additional obligation that importers 
carry out regular checks to ensure that the 
security measures adopted continue to provide 
adequate protection.59

The MCCs include a more general 
representation that importers have implemented 
measures that will protect the confidentiality, 
integrity and availability of personal data 
and (for controller-to-controller transfers) a 
representation that both parties have “taken 
appropriate steps to determine the level of 
potential risk of data breaches.”60 

All three frameworks explicitly define a breach 
of security to include loss or unauthorized use, 
copying, modification, disclosure, destruction of, 
or access to transferred personal information, 
whether accidentally or on purpose.61

All three frameworks also impose requirements on 
both controller-importers and processor-importers 
to notify exporters in the event of a breach of 
security; both the SCCs and the MTA also mandate 
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that relevant regulatory authorities be notified 
(the MTA notably requires controllers provide 
this notification “without any delay, but no later 
than 5 days.”)62 The SCCs and MCCs require the 
notification of an exporter by a processor-importer 
“without undue delay” (or, alternatively, within a 
reasonable time specified by the parties under the 
MCCs);63 only the MTA explicitly requires that such 
notice be given within 72 hours of the discovery 
of a breach.64 Only the MCCs do not necessitate 
the notification of an enforcement authority in the 
event of a breach as a matter of contract. 

Finally, potential notification to affected 
individuals is handled quite differently by each 
framework. The MTA is by far the most stringent 
of the three — importer and exporter-controllers 
are obligated to notify data subjects “without 
any delay” and in any case “no later than 5 
days” after becoming aware of any breach, 
and this obligation is not conditioned on an 
assessment of the risk posed by the breach 
to data subjects.65 The MCCs do not address 
notification of individuals who are affected in a 
breach, leaving such obligations up to applicable 
AMS law to impose. The SCCs require, consistent 
with Article 34 of the GDPR, that in the case of a 
breach “likely to result in a high risk to the rights 
and freedoms of a data subject” a controller-
importer provide notice “without undue delay” 
— and a processor-importer “cooperate and 
assist” its controller in making such notifications.” 
In situations where individual notification 
would involve “disproportionate efforts” by 
an importer-controller, both the MTA and the 
SCCs permit notification of a breach via public 
communication.66 

Onward Transfers

On the issue of onward transfers of personal 
information, the EU SCCs and the RIPD MTA 
are very similar — to be expected, given that 
the MTA’s onward transfer provision is explicitly 
based on the SCC provision covering the same 
topic.67 Both frameworks hew to the same broad 

expectation that any processor-importer will be 
bound to impose on any third-party transferee the 
same restrictions that the exporter has imposed 
on it; an expectation also reflecting in the ASEAN 
MCCs, which otherwise diverge substantially from 
the EU/RIPD model.68 

The SCCs and MTA permit onward transfers 
in cases where the importer’s jurisdiction 
has (if applicable) received an adequacy 
decision, if the importer has put in place 
otherwise adequate safeguards, if the transfer 
is necessary to establish, exercise, or defend 
a legal claim in a judicial, regulatory, or 
administrative proceeding, or if it is necessary 
to defend the vital interests of either the data 
subject or another natural person.69 Finally, 
lacking another method under both frameworks 
controller-importers may also rely on the 
explicit consent of a data subject, assuming a 
discrete list of disclosures has been made.70 

The MCCs diverge significantly from the other 
frameworks after the initial obligation for processor-
importers to flow down applicable contractual 
obligations, however, imposing no restrictions at 
all on controller-importer onward transfers and 
minimal additional restrictions on such transfers by 
processors. The only additional onward transfer 
obligation imposed by the MCCs is a requirement 
that processor-importers notify exporters of further 
transfers in writing, leaving “reasonable opportunity 
for the Data Exporter to object.”71  

Sub-processor requirements

Sub-processor clauses are specific to the 
controller-processor transfer arrangement, and 
provide the rules for processor-importers to 
re-export data and engage other processors 
when carrying out the instructions of the original 
controller. All three frameworks impose some 
mandatory restrictions on the engagement of sub-
processors by processors. 

Under the SCCs and the MTA, exporters are given 
the option to authorize sub-processors in advance 
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on either a “specific” (where sub-processors must 
be individually approved ahead of engagement) or 
“general” (where the controller pre-approves a set list 
of sub-processors, and must be given an opportunity 
to reject additions or changes) approval basis, 
either option documented in a written annex to the 
agreement that includes significant information about 
the contemplated sub-processors.72 

The only difference between the SCC and MTA 
implementations of this concept deals with timing — 
the SCCs allow the parties to specify the time period 
before which a processor must provide a controller 
with its proposed sub-processor information, while 
the MTA requires such information be submitted at 
minimum 15 business prior to engagement.

The MCCs, by contrast, impose only the 
general restrictions on onward transfers that 
apply to importer-processors: a requirement 
that processor-importers notify exporters of 
further transfers in writing, leaving “reasonable 
opportunity for the Data Exporter to object.”73

“Optional Clauses”

One of the key distinctions between the different 
emerging frameworks appears to be  the degree 
to which optional clauses within the role-based 
modules are considered. 

The EU SCCs and ASEAN MCCs offer optional 
clauses that allow the parties to designate the 
agreement’s governing national law — the SCCs’ 
limited to the selection of an EU Member State 
that recognizes third-party beneficiary rights — 
while the MTA defaults to the national law of the 
exporter.74 The EU SCCs and the RIPD MTA also 
offer the contracting parties optional language 
for controllers’ governance of the use of sub-
processors (discussed above).

The ASEAN MCCs in particular provide the parties 
with optional clauses on substantive contractual 
issues, such as the parties’ warranties related to 
the accuracy and completeness of transferred 
data, or importer-processors’ contractual 

obligations to provide access to processing 
facilities for auditing purposes or correct errors or 
omissions in transferred data.75 
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PART III: DATA SUBJECT AND THIRD-PARTY RIGHTS

Recognition of third-party beneficiary 
rights is a crucial area where noteworthy 
contrasts between the analyzed 
frameworks arise. The extent to which the 

model contract frameworks empower individuals 
to enforce specific rights and contractual 
obligations against the contracting parties is a key 
area of consideration. Although the RIPD MTA 
and the EU SCCs are similar in many ways (the 
MTAs seemingly having been drafted with the 
SCCs’ structure and themes in mind) they are not 
purely identical. Under the SCCs, the Clauses may 
be generally enforced by third parties except for 
particular provisions that are exempted from such 
enforcement in each Module,76 whereas the RIPD 
MTA makes all Clauses available for third party 
enforcement without imposing any exemptions.77 

Contrary to the MTA and the EU SCCs, the ASEAN 
MCCs only deal with data subjects’ requests 
in terms of assigning responsibility for their 
determination between the parties; any further 
outcome — including the rights that individuals 
have with regards to the processing of their 
personal data — relies on whatever applicable 
AMS Law governs the agreement, although 
the MCCs do offer an optional set of additional 
clauses for inclusion when the Parties have 
designated a jurisdiction with applicable law 
guaranteeing third party rights.78

 
EU SCCs: Broad possibilities for  
data subjects to enforce rights

The existence of data subject rights and their 
corresponding ability to enforce those rights 
as third-party beneficiaries is a core part of the 
functioning of the EU SCCs. Recital 12 of the 
underlying authorizing decision from the EU 
Commission indicates that “[w]ith some exceptions 
[relating to specific obligations between exporter 
and importer] data subjects should be able to 
invoke and enforce the [SCCs] as third-party 
beneficiaries.”79 Significant non-optional clauses 
in each of the four SCC Modules require that the 
parties warrant that data subjects will be able to 

enforce third party rights in the destination country 
of the relevant transfer. 

The SCCs specifically obligate importer-controllers 
to, with the assistance of the data exporter, 
respond to data subject requests “without undue 
delay” and at minimum within one month of 
the receipt of a request.80 Responses must be 
provided in an intelligible, easily accessible form, 
using clear and plain language.81 Data subjects are 
specifically authorized to make several types of 
requests, including to:

 » Confirm the processing of data about them 
and receive a copy of that data; 

 » Receive the transparency information 
guaranteed in Annex I of the agreement;

 » Determine if personal data has been 
transferred onward, if so, for what purpose, 
and be informed of the categories of 
recipients; 

 » Receive information on the right to lodge a 
complaint with a supervisory authority; 

 » Rectify inaccurate or incomplete data, or 
erase data processed in violation of the 
Agreement;

 » Withdraw consent for processing; and

 » Opt out of direct marketing by the 
importer.82

In addition to the specifically listed requests in 
Article 10, the SCCs offer an expansive role for 
the enforcement of other contractual provisions 
by third party beneficiaries, with only a few 
provisions excepted from this right.83 The exempt 
provisions largely deal with the parties’ bilateral 
relationships with one another with regard 
to notifications, audits, or liability, or with the 
designated Supervisory Authority; only a few 
exempt provisions (such as Clause 6, which 
requires parties to describe the data transfer  
in an appendix) could theoretically impact a  
data subject.84 
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All primary data protection obligations imposed 
on the parties are enforceable by third parties, 
along with central clauses obligating the parties 
to evaluate the laws of the importer’s jurisdiction, 
assess and respond to public authority access 
requests, and even suspend or terminate 
transfers in the event of a party’s breach or 
inability to comply.85

Ibero-American Network MTA: 
Strong contractual protections  
for individuals, but contingent  
on the strength of national laws

Foundationally similar to the EU SCCs, the MTA is 
designed to “ensure that the level of protection 
of the personal data of the citizens of a country 
does not decrease or disappear when exported 
or transferred to another country or countries.”86  
Functionally very similar to SCCs, the MTA has 
a minor difference in drafting design — Clause 
3 provides blanket authorization for third parties 
to enforce the clauses against importers and 
exporters without any exceptions.87

The subject areas of the SCCs and MTA that 
permit third-party beneficiaries have substantial 
overlap — The MTA also specifically obligates 
importer-controllers to, with the assistance of the 
data exporter, respond to data subject requests 
“without undue delay” although the minimum 
specified timeframe is shorter at fifteen business 
days.88 Data subjects are specifically authorized to 
make the same list of requests given above, with 
the minor variations:

 » Data subjects may request the retention 
period (or criteria to determine it), and

 » When opting out of direct marketing, data 
subjects may explicitly opt out of profiling 
“to the extent it is related to such activity.”89

Given the expansive authorization for third party 
beneficiaries to generally enforce the provisions 
of both frameworks beyond the specific provisions 

for data subject rights, the relevant provisions 
of the SCCs that are enforceable by third-
party beneficiary and their corresponding MTA 
provisions are laid out in Annex IV.

ASEAN MCCs: Parties determine 
applicable law, which can provide  
for data subject rights

The ASEAN MCCs are structured somewhat 
differently with regard to third party/data subject 
rights. Third-party beneficiary rights are not 
automatically included in either Module of the 
ASEAN MCCs; instead clauses governing such 
rights are incorporated as an extra, optional 
section of both Modules for use in cases where 
the applicable AMS Law recognizes and enables 
such claims by data subjects. 

In such a case, the Parties designate the 
applicable AMS Law providing the individual 
rights, and the data subjects may enforce 
particular contractual provisions against either the 
exporter or importer.90 

Automated Decision-Making (ADM)

Signaling the importance of personal data being 
accessed from different jurisdictions and potentially 
transferred to serve as a basis for automated-
decision making, including profiling and other forms 
of algorithmic processing, both the EU SCCs and 
the RIPD MTA address the question of automated 
decision-making.91 The SCCs prohibit importer-
controllers from making decisions “solely based 
on the automated processing of the personal data 
transferred … which would produce legal effects 
concerning the data subject or similarly significantly 
affect him/her, unless with the explicit consent 
of the data subject or if authorized to do so 
under the laws of the country of destination.”92 
Authorizing laws must provide “suitable measures 
to safeguard the data subject’s rights and 
legitimate interests” and the importer must:
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 » Inform the data subject about the 
planned automated decision, envisaged 
consequences, and logic involved; and 

 » Implement suitable safeguards, at least 
permitting the data subject to context the 
decision, express his/her point of view, and 
obtain review by a human being.93 

The MTA is drafted slightly differently and offers 
a more detailed definition of ADR than the SCCs. 
Initially, the MTA requires that “the Data Importer 
shall not make any Automated Individual Decision 
with respect to the transferred personal data,” but 
defines an “Automated Individual Decision” as a 
decision “that produce[s] legal effects concerning 
the Data Subject, or that affect[s] him/her in 
a significant way, based solely on automated 
processing intended to assess, without human 
intervention, specific personal aspects, or to 
analyze or predict, specifically, his/her professional 
performance, economic situation, health status, 
sexual preferences, reliability or behavior.”94 The 
MTA similarly narrowly allows for such automated 
processing when based on the data subject’s 
consent, or authorization under the laws of the 
data importer’s country, so long as they “ensure 
appropriate safeguards for the rights of data 
subjects.”95 The MTA guarantees data subjects 
similar, but less granular rights regarding ADM as 
the SCCs — individuals are entitled to:

 » An explanation about the decision made; 

 » Be heard and express his/her view and 
challenge the decision, and

 » Obtain human intervention.  

Adding a restriction not explicitly found under the 
SCCs, MTA importer-controllers are forbidden 
outright from using automated processing that 
“leads to discrimination against Data Subjects 
due to their racial or ethnic origins; religious, 
philosophical, and moral beliefs or convictions; 
trade union membership; political opinions; sexual 
life, preference, or orientation; or the Processing 
of health, genetic, or biometric data.”96

The regulation of ADM (and data transfers for 
the purposes of ADM) is a rapidly changing field. 
Interestingly, the MTA’s definition of “Automated 
Individual Decisions” is very similar to the 
language found in Recital 71 of the GDPR defining 
“profiling” in the context of that law’s Article 22 
restriction on automated decision-making, which 
also places extra limitations on ADM involving 
“special category” data.97 

The ASEAN MCCs neither define ADM nor build 
particular restrictions on transfers for such a 
purpose into the framework  — likely reflecting 
the significant diversity of the emerging field of 
potentially applicable AMS laws on the topic.  



16   FUTURE OF PRIVACY FORUM • MARCH 2023

PART IV: RESPONDING TO GOVERNMENT REQUESTS

Perhaps the single most contentious issue 
within the broader cross-border data 
transfer policy space is the question 
of how data importers should deal 

with requests for access to data from public 
authorities, particularly for national security 
and law enforcement purposes. As we will 
see, the frameworks compared in this Report 
have different ways and levels of specificity in 
mandating due diligence and risk mitigating 
measures on this issue. This includes the 
degree to which data exporters are required to 
conduct analyses of destination countries’ legal 
regimes — including the practical likelihood 
of public authorities’ access requests — the 
representations that data importers are required 
to make about the national laws of their home 
countries, and obligations for the ongoing 
assessment of and transparency about the legal 
and practical conditions in a destination country.  

EU SCCs: A thorough approach, 
combined with EDPB Recommendations

On this issue, the EU SCCs apply the same 
language to all Modules, as Clause 14 has no 
variation in application regardless of whether 
exporters and/or importers are controllers or 
processors. Contractual parties must perform 
initial due diligence on the laws and practices 
of the destination country, and not initiate the 
transfer of personal data if the laws and practices 
of the third country prevent the importer from 
complying with the SCCs.98 Moreover, the importer 
must warrant “best efforts” made in assessing its 
local jurisdiction initially and on an ongoing basis, 
and notify the exporter in case it becomes unable 
to comply with the SCCs99. The written mandatory 
transfer impact assessment must be accessible to 
supervisory authority. 

Clause 14(b) of the EU SCCs lists granular 
factors for consideration when evaluating a 
local jurisdiction. As mentioned in the EDPB 
Recommendations on Supplementary Measures, 

should the assessment reveal risks that personal 
transferred abroad could be accessed by foreign 
authorities in a manner which is not necessary 
and proportionate in a democratic society, the 
exporter should consider — in collaboration with 
the importer — if supplementary measures exist, 
which, when added to the safeguards contained 
in the SCCs, could ensure an equivalent level 
of data protection to the one in the EU. In 
principle, supplementary measures may have a 
contractual, technical or organizational nature 
and the EDPB Recommendations provide 
several examples of possibly effective ones, 
such as strong, well-implemented encryption; 
pseudonymisation that prevents re-identification 
without information that remains with the 
exporter; or contractual provisions reinforcing 
an exporter’s ability audit an importer and 
mandating the implementation of tamper-proof 
access logs to enable those audits.100 

In case of access by a public authority (or notice 
that an importer has become subject to law that 
will prevent it from fulfilling its obligations under 
the Clauses), the SCCs require exporters to either 
adopt additional technical and organizational 
measures preventing the incompatible access 
or, upon assessing such cannot be done, act 
to suspend a transfer.101 Furthermore, importers 
are explicitly required to notify exporters and 
data subjects “promptly” of any legally binding 
requests (or direct access) by public authorities 
for transferred information, unless prohibited by 
law from doing so, and in such cases make “best 
efforts” to avoid the prohibition.102 The SCCs also 
build in obligations for importers to regularly 
provide exporters with information about requests 
received, and to legally assess any such requests 
and pursue appeals of any that could reasonably 
be considered illegal under applicable domestic or 
international legal obligations.103
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RIPD MTAs: Local law evaluation is 
required, but lacks specific guidance

The underlying purpose of the MTAs — that 
continuity in data protection be preserved for 
personal data transferred from one RIPD member 
country to another, and the data transfer “cannot 
become a scenario that reduces the level of 
protection on the data subject” — necessitates the 
evaluation of local laws in importer jurisdictions.104 
Both Modules of the MTA require the contracting 
parties to evaluate the laws and practices of the 
receiving jurisdiction and warrant that they are 
not incompatible with the representations made 
in the agreement.105 Moreover, data importers 
must review any public authority request to use 
or disclose personal data not contemplated in the 
agreement and contest it if there are reasonable 
grounds to believe it is illegal, similar to the EU 
SCCs, as well as notify the exporter of such a 
request if permitted to do so.106 Importers are 
similarly obligated to inform exporters of changes 
to applicable law that may affect compliance with 
the agreement.107

However, MTAs are not as detailed as the 
EU SCCs regarding the specific factors that 
must be considered during the evaluation of a 
jurisdiction, as parties are only required to use 
“reasonable efforts” to assess local law and 
practice and ensure they are not “beyond what 
is necessary and proportionate to a democratic 
society” or “reasonably expected to affect … the 
protections, rights, and safeguards afforded to 
Data Subjects under [the contract].”108 The MTAs 
lack the specific set of granular assessment 
factors given in Clause 14 of the SCCs and the 
requirement that the Parties document such an 
assessment for future production. The MTAs also 
do not affirmatively require importers to regularly 
report to exporters about requests received and 
the outcome of any legal challenges to them. 
The MTA’s Implementation Guide indicates 
that the government access provisions of the 
framework were based on New Zealand’s 
Contractual Model Clause rather than explicitly 
modeled on the EU SCCs.109  

ASEAN MCCs: Importer must notify 
exporter of government access 
requests, if possible

The ASEAN MCCs do not contain significant built-
in limitations on parties’ relationships with AMS 
governments with regards to access to transferred 
personal data. Importer processors are obligated 
to “promptly notify and consult” with exporters 
about “any investigation regarding the collection, 
use, transfer, disclosure, security, or disposal of 
the Personal Data transferred”, but no language 
requiring analysis of local laws, or opposition and 
appeal of government access requests is included 
in either MCC Module.110  
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PART V: ENFORCEMENT

Enforcement is a key area of difference 
between the three contractual frameworks. 
As should probably be expected for 
contractual arrangements that by necessity 

touch multiple national jurisdictions, all three 
frameworks designate or select an applicable 
national law and the appropriate legal forum. 

The EU SCCs and the RIPD MTA further require 
the designation of a particular regulatory 
authority for the oversight of compliance with the 
contractual obligations — the ASEAN MCCs do not 
presuppose that either of the contracting parties is 
necessarily subject to such an entity by requiring 
the designation of such a body. 

The EU SCCs have robust, specific provisions 
requiring the parties to designate the relevant 
supervisory authorities, and to engage with them 
in a variety of contexts, such as when notifying 
data breaches. It is clear that Supervisory 
Authorities in the EU retain the competences and 
powers to enforce the GDPR’s restrictions on 
international data transfers against the exporter 
and the importer, as long as the latter are subject 
to the GDPR. In fact, and particularly since the 
Schrems II ruling from the CJEU, EU Supervisory 
Authorities have increasingly used their corrective 
powers to order exporters to observe those 
restrictions, albeit with varying approaches and 
levels of tolerance for the existence of risks of 
foreign authorities’ access to personal data that is 
transferred from the EU.111 

By contrast, neither the ASEAN MCCs and 
the RIPD MTA make specific provisions for 
enforcement within the body of its contracts 
outside of limited provisions designating which 
national laws will apply to the contemplated 
transfer, as they will necessarily rely on national 
regulatory entities that exist outside of an 
institutional structure like the GDPR. Nonetheless, 
some enforcement activity relating to cross-border 
data transfer rules arising from national law-based 
restrictions has begun to emerge.112 

As for disputes arising from non-compliance with 
the agreements and the choice of forum, again 
the SCCs and the MTA are more prescriptive 
compared to the MCCs, which merely include 
a clause offering an open-ended choice for 
the dispute resolution method, as an optional 
provision in the contract.113 In contrast, the EU 
SCCs include a clause specifying that the parties 
agree disputes will be solved in an EU Member 
State Court they select — therefore in a Court of a 
jurisdiction relevant for the data exporter, and also 
that a data subject may bring proceedings against 
either party in the Member State where they 
reside.114 Similarly, the MTA provides that disputes 
arising from the agreement shall be resolved by 
the courts in the data exporter’s jurisdiction, and 
that the data subjects may bring action against 
a data exporter or a data importer either in the 
country of the data exporter, or in the country 
where the data subject resides.115 
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PART VI: WHAT MODIFICATIONS ARE PERMITTED? 

One of the most important pieces of 
any standardized contractual tool is 
the degree of modification parties 
are permitted to make to the original 

language. All three frameworks substantially 
restrict the ability of the parties to modify the 
agreements. Such provisions are understandably 
foundational to the utility of such model 
contractual arrangements. 

EU SCCs AND RIPD MTA: Parties  
are free to add additional,   
non-conflicting safeguards

The EU Commission decision implementing 
the Standard Contractual Clauses is relatively 
prescriptive on the question of whether the 
contractual language itself can be modified. In the 
event of conflict between the terms of the model 
clauses and a larger contractual arrangement, 
under the EU SCCs the model clauses must 
prevail.116 The implementing decision states 
the data exporter and data importer are free to 
include the SCCs as part of a wider contract and 
to add other clauses or additional safeguards, 
provided that they do not contradict the 
SCCs “directly or indirectly,” or “prejudice the 
fundamental rights or freedoms of data subjects,” 
an obligation that is reflected in Clause 3 of the 
SCCs themselves.117 However, entities using the 
EU SCCs are “encouraged to provide additional 
safeguards” in addition to those present in 
the adopted text, and in some instances, they 
may even be required to do so in the cases we 
mentioned in Part IV above.118 

The RIPD’s MTA uses similar language regarding 
modifications to the clauses. Both Modules of 
the MTA include a clause that the Clauses will 
only function to meet their purpose if they “are 
not modified in their essence with respect to 
the original model.”119 Beyond that, only “new 
definitions of terms, safeguards and guarantees” 
are permitted “when it is necessary to comply 
with the Applicable Law” and when making such 

modifications “does not imply a detriment to the 
protections granted by the model Clauses.”120 
Notably, both SCCs and MTA require parties to 
consider whether any modified contractual text 
would, in addition to explicitly contradicting a 
provision in the original clauses, imply such a 
contradiction, or in some way affect the rights 
afforded in the clauses to a third party beneficiary.

ASEAN MCCs: Changes allowed   
in accordance with regional data 
protection frameworks

While similar, the language of the ASEAN MCCs is 
slightly more permissive of potential modification 
to the Model Clauses than the equivalent 
provisions in the SCCs or the RIPD Model Transfer 
Agreement. The explanatory text for the ASEAN 
Model Clauses endorsed at the 2nd ASEAN Digital 
Senior Officials Meeting indicates that parties 
may, “adopt or modify the MCCs in accordance 
with the principles set forth in the ASEAN 
Framework on Personal Data Protection (2016), or 
as required by AMS Law.”121 The MCC framework 
does not explicitly require parties to evaluate 
whether updated contractual language would 
affect the “fundamental rights and freedoms” of 
data subjects whose data is being transferred, 
reflecting that not all AMS domestic legal systems 
recognize an individually-enforceable rights-based 
model for personal data protection.  
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CONCLUSION

This complex comparative examination of 
the three regional contractual frameworks 
for cross-border data transfers — which 
cover vast and different geographies and 

more than 60 jurisdictions on three continents, 
shows that model contractual clauses are a 
candidate to potentially underpin a global regime 
to facilitate cross-border data transfers as one tool 
in the “transfers” toolbox.    

First and foremost, the jurisdictions for which 
the three regional frameworks are relevant all 
recognize that contractual agreements based 
on standard or model clauses between data 
exporters and data importers can be valid options 
to protect their citizens’ personal data when 
it is transferred abroad. Each operates based 
on similar legal concepts, is built on a similar 
structure, and includes provisions recognized as 
important across the board, such as: 

 » The adoption of similar role-based 
distinctions between Data Importers 
and Data Exporters along the controller-
processor model that has largely come 
to define entities’ responsibilities in the 
international data protection space;

 » Transparency about personal data 
transferred and the purposes for its 
collection and processing, detailed in 
addenda attached to the agreements; 

 » The limitations imposed on importers’ 
processing of transferred personal data; 

 » How to address requests from data  
subjects and appropriate limitations to 
impose on them;

 » The need to set rules and limitations for 
onward transfers in line with the original 
contractual obligations and control the 
operations of subservient contract partners;

 » The importance of maintaining the accuracy 
and currency of transferred personal data;

 » Choice of law and choice of forum within the 
clauses governing any disputes that might 
arise, with a preference across the frameworks 
for the law of the exporter’s jurisdiction;

 » The recognition of exporters’ auditing rights 
in controller to processor relationships;

 » Detailing applicable recordkeeping 
obligations;

 » Setting specific rules around responding 
to government requests for accessing 
personal data.

At a base level, the substantial number of similar 
areas among the regional frameworks we have 
evaluated points to a less fractured contractual 
environment for data transfers than might initially 
be anticipated. This provides policymakers 
with an impetus to work towards making these 
frameworks interoperable. 

At the same time, our study also revealed 
several areas where the three frameworks 
operate differently, and will need to be bridged 
if interoperability is to be sought while building 
a global framework for standard contractual 
arrangements for cross-border data transfers:

 » Though all three model clauses set out 
rules for two common types of relationships 
involving data transfers — controller to 
controller and controller to processor, the 
EU SCCs go a step further and recognize 
processor to processor and processor to 
controller relationships.

 » How to deal with individuals acting as 
third-party beneficiaries in commercial 
arrangements involving their data, as 
the ASEAN MCCs are significantly less 
specific than the other two frameworks (see 
Annex IV). The significant range among 
the AMS governments in terms of national 
approaches to and expertise with data 
protection regulation is likely the main 
explanatory factor here.
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 » Specific obligations related to transferring 
sensitive data and related to automated 
decision-making are addressed in both 
SCCs and MTA, but are missing from the 
MCCs. It is likely that such topics will need to 
be addressed if these standard contractual 
frameworks seek to become interoperable. 

 » The degree of pre-transfer due diligence 
and post-transfer record-keeping that 
should be required — the SCCs and MTA 
are quite detailed compared to the MCCs. 
The former two frameworks place initial 
obligations on the data exporter to evaluate 
the data importer, and they also impose 
some obligations to keep records of the 
processing activity after the transfer has 
taken place. The MCCs refer to record 
keeping only in an optional clause focused 
on the auditing rights that data exporters 
have on the facilities, data files and 
documentation of importers.

 » There are also differences in how 
government access to personal data 
transferred under model clauses is 
treated, as explained in Part IV. A common 
approach to this issue would be needed 
to ensure interoperability of the 
frameworks analyzed. For instance, 
reference to the principles agreed upon 
by the OECD for government access to 
personal data held by the private sector 
could serve as a reference point.

Overall, a path towards a global framework or at 
a minimum interoperable frameworks that allow 
international transfers of personal data on the 
basis of standard contracts is visible following 
the detailed comparison made in this study. 
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ANNEXES: MODEL CONTRACTUAL CLAUSES 
COMPARATIVE CHARTS

The following charts are designed to provide a side-by-side comparison of the EU Standard Contractual 
Clauses (SCCs), the Ibero-American Data Protection Network Model Transfer Agreement (MTA), and the 
ASEAN Model Contractual Clauses (MCCs). Except when necessary, the Clauses have been summarized rather 
than reproduced verbatim. 
*The authors have relied on the published 2023 English-language translation of the Ibero-American Data Protection Network.

TRANSPARENCY OBLIGATIONS

EU Standard  
Contractual Clauses

M1: C2C     
M2: C2P 
M3: P2P
M4: P2C

The parties must create annexes with the following information, and be prepared to provide to the data 
subject on request: 
M1/M2/M3/M4 Cl. 6: The detail(s) of the transfer, and in particular the categories of personal data that are 
transferred and the purpose(s) for the transfer, are specified in Annex I.B.
M1 Clause 8.2:
(a) The data importer must inform the DS either directly or through the exporter, of:

 » Identity and contact details
 » Categories of personal data processed
 » the right to obtain a copy of the clauses 
 » Destination, purpose, and recipients of any planned onward transfer

(b) Except when the DS already has the information above, or providing it would be impossible or involve a 
disproportionate effort for the Importer, in which which case the information must be made publicly available
(c) the Clauses must be made available to the DS free of charge on request; redactions are permitted to 
protect business secrets or PI, but a meaningful summary must be included to enable the DS to understand 
its content or their rights; parties must also provide the reasons for redactions on request of DS.
M2/M3 Clause 8.3: On request, exporter shall make a copy of the Clauses, along with the appendix, 
available to the DS free of charge. Redactions are permitted to protect business secrets or PI, but a 
meaningful summary must be included to enable the DS to understand its content or their rights; parties 
must also provide the reasons for redactions on request of DS.
Annex I
Identity and contact details of the data exporter, DPO, and EU Representative (if applicable)
Identity and contact details of the data importer(s), including the contact for data protection
Description of the data transfer with

 » Categories of data subjects 
 » Categories of personal data transferred
 » Sensitive data, along with applied risks/safeguards
 » Frequency of transfers
 » Nature of data processing
 » Purposes of the transfer
 » Retention period of transferred data or criteria to determine that period
 » Subject matter, nature, and duration of sub-processor transfers

Identity and contact details for competent supervisory authorities with responsibility for ensuring 
compliance by the data exporter.
Annex II
Technical and organizational measures to ensure security of data processing, described in specific terms, 
considering the nature, scope, context, and purpose of processing, and the risks to the rights and 
freedoms of natural persons.
The SCCs give a list of 18 example criteria that could be included in Annex II. Specific mention of 
pseudonymization and encryption of personal data. 

 » If used for sub-processor transfers, must include the specific measures taken by the sub-processor to 
provide assistance to the controller as well.

Annex III [if applicable]
A list of specifically authorized sub-processors, if applicable.

Annex I: Core Provisions

The “Core Provisions” chart is designed to track provisions that create principles-based obligations for both 
parties to a framework.
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TRANSPARENCY OBLIGATIONS

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C M2: C2P

M1 Clause 4:
The details and characteristics of the transfers and, in particular: 

 » the categories of personal data that are transferred and 
 » the purposes for which [the data] are transferred; 

are given in Annex B of this Agreement. 
M1 Clause 6.3(a): The data importer must inform data subjects, either directly or via the data exporter, of:

 » The data importer’s identity and contact details; 
 » The categories of personal data processed; 
 » The purposes of processing personal data; 
 » The right to request a copy of the Agreement free of charge; and 
 » When onward transfers are intended, the recipient or category of recipient and the purpose of any 
such transfer. 

M1 Clause 6.3(b): The above provisions are not required if:
The DS already has the information; or

 » It is impossible to communicate the information or if it involves disproportionate effort for the Importer.
M1 Clause 6.3(c): Upon request, importer will make the Agreement available to the Owner. Importer may 
redact trade secrets or other confidential information.
M2 Clause 6.4(a): The parties must make the Agreement available to the DS free of charge on request. 
Importer must ‘proactively assume the responsibility’ of informing the DS of its existence. The parties may 
redact trade secrets or other confidential information. 
M1 Clause 6.6(b): The parties have agreed to the administrative, physical and technical security measures 
listed in Annex C.
Annex B:

 » Categories of DS whose personal data is transferred
 » Categories of personal data transferred
 » Sensitive data transferred, along with applied restrictions and/or safeguards
 » Frequency of transfers
 » Purpose of the transfer
 » Retention period, or criteria used to determine that period
 » Any sub-processors

Annex C:
Administrative, physical and technical measures to ensure security. Set out in detail; Annex provides 
non-exhaustive list of types of measures that might be discussed.
M2 Annex D: A list of sub-processors, including for each: 

 » Company Name
 » Address
 » Name, position, and contact details for a point of contact
 » Description of data processing, including a “well-defined’ delimitation of the responsibilities if several 
sub-processors are authorized

ASEAN Model  
Contractual Clauses

M1: C2P  M2: C2C

ASEAN MCC Explanatory Text: “Ensure that a process exists to respond to inquiries regarding the data, and 
that there is clear agreement between the parties as to who shall respond in a prompt fashion.”

M2 Clause 3.3: importer shall provide to the exporter and to DS a contact point who is authorized on 
behalf of the importer to respond to enquiries concerning the personal data being processed. 

M1/M2 Cl. 9: 
The details of the transfer and the personal data involved are specified in Appendix A. 

Appendix A:
Requires parties to identify provide:

 » Name of the data exporter
 » Name of the data importer
 » Description of the data subjects and groups of data subjects
 » Description of the purposes for processing personal data
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MODIFICATION OF CONTRACT TERMS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 2: The parties may add the Clauses to a wider contract, or include other clauses 
and/or safeguards, so long as they do not contradict, directly or indirectly, the SCCs or prejudice the rights 
and freedoms of data subjects.”

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1/M2 Clause 2.1: 
This agreement is based on model clauses and establishes adequate safeguards, including rights 
enforceable by Third Party beneficiaries, provided that the Clauses “are not modified in their essence 
compared to the original model, except to complete the title page and the annexes.” This does not 
prevent the Parties from including model contractual clauses in a broader contract, nor does it prevent 
them from adding further clauses or safeguards, provided they do not directly or indirectly contradict 
these model contractual clauses or affect the rights of Data Subjects.

ASEAN Model  
Contractual 

Clauses

M1: C2P  M2: C2C

ASEAN MCC Explanatory Text/M1 Clause 8.1: “Parties may, by written agreement, adopt or modify the 
MCCs in accordance with the principles set forth in the ASEAN Framework on Personal Data Protection 
(2016) or as required by AMS Law.” 

 » Parties may additionally add other clauses as appropriate for business and commercial needs as long 
as they do not contradict the MCCs.

APPLICABILITY OF LOCAL LAW AND PRACTICES

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 14 (a-b): Parties must warrant that they have “no reason to believe” laws and 
practices of the country of destination that will apply to the importer, including disclosure requirements, 
prevent the importer from fulfilling its obligations under the Clauses. Applicable law must “respect the 
essence of the fundamental rights and freedoms and not exceed what is necessary and proportionate to a 
democratic society to safeguard one of the objectives given in Article 23 [of the GDPR]. 

The required assessment must evaluate:
 » The specific circumstances of the transfer, including the parties, destinations, transmission channels, 
purpose/format of processing, economic sector of processing, and type of recipient; 

 » The laws and practices of the recipient destination
 » Any relevant technical or organizational safeguards put in place to supplement the safeguards built 
into the Clauses

Clause 14(d): The assessment must be documented and made available to the supervisory authority  
on request.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 11(a)/M2 Clause 12: The Parties confirm that “reasonable efforts” have been made to identify if 
transferred data is covered by the local law or practice of the importer’s jurisdiction that “goes beyond 
what is necessary and proportionate in a democratic society to safeguard important public interest 
objectives, and that may reasonably be expected to a 
ffect the protections, rights, and safeguards afforded to DS under this Agreement.” Parties confirm they 
are not aware such a rule or practice exists.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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LIABILITY

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 14:  The Clauses should provide for liability between the parties/indemnification from  
data subjects. 

M1/M2/M3/M4 Clause 12(a): Each party shall be held liable to the other Parties for any damages it causes 
by breach of the Clauses. If an exporter is held liable for damages caused by the data importer or a sub-
processor, it is entitled to claim compensation from the importer related to the importer’s responsibility for 
the damage. 

M1/M4 Clause 12(b):  Each Party will be liable to the DS. The DS will be entitled to compensation for  
any material or non-material damages caused by any Party violating this Agreement’s Third-Party 
Beneficiary Rights.

M1/M4 Clause 12(c): Parties are joint and severally liable.

M1/M4 Clause 12(d): Parties may claim back compensation for any assessed liability from other parties 
based on their responsibility for loss incurred.

M1/M4 Clause 12(e): importer cannot invoke the conduct of a processor or a subprocessor to  
avoid liability.

M2/M3 Clause 12(b): Each Party will be liable to the DS. DS will be entitled to compensation for any 
material or non-material damages caused by the importer or its Sub-processor for violating this 
Agreement’s Third-Party Beneficiary Rights.

M2/M3 Clause 12(c): If data exporter is held liable for damages caused by the data importer (or its Sub-
processor), it will be entitled to claim back from the data importer the compensation corresponding to the 
Importer’s responsibility for the damage. 
M2 Clause 12(d): If more than one Party is responsible for 
any damage caused to the DS, all responsible Parties shall be jointly and severally liable. 
M2 Clause 10(e): If one Party is held liable, it shall be entitled to claim back from the other Party(s) the 
compensation corresponding to its responsibility for the damage. 
M2 Clause 10(f): Importer cannot invoke the conduct of a Sub-processor to avoid liability.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 9(a)/M2 Clause 10(a): Each Party will be liable to the other Party(s) for any damages it causes 
the other Party(s) by any breach of this Agreement.

M1 Clause 9(b): Each Party will be liable to the DS. DS will be entitled to compensation for any material 
or non-material damages caused by any of the Parties for violating this Agreement’s Third-Party 
Beneficiary Rights.

M1 Clause 9(c): Parties are joint and severally liable.

M1 Clause 9(d): Parties may claim back compensation for any assessed liability from other parties based 
on their responsibility for loss incurred.

M2 Clause 10(b): Each Party will be liable to the DS. The DS will be entitled to compensation for any 
material or non-material damages caused by the data importer or its Sub-processor for violating this 
Agreement’s Third-Party Beneficiary Rights.

M2 Clause 10(c): If the exporter is held liable for damages caused by the importer (or its Sub-processor), it 
will be entitled to claim back from the importer the compensation corresponding to the importer’s 
responsibility for the damage. 

M2 Clause 10(d): If more than one Party is responsible for any damage caused to the DS, all responsible 
Parties shall be jointly and severally liable. 

M2 Clause 10(e): If one Party is held liable, it shall be entitled to claim back from the other Party(s) the 
compensation corresponding to its responsibility for the damage. 
M2 Clause 10(f): The Data Importer cannot invoke the conduct of a Sub-processor to avoid liability.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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ACCURACY OF INFORMATION

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.3(a):  “Each Party shall take reasonable steps to ensure the information is accurate.” 

M1 Clause 8.3(b): Each party must inform the other if it becomes aware the personal data transferred or 
received is inaccurate.

M1 Clause 8.3(c): the data importer shall ensure that the personal data is adequate, relevant, and limited 
to what is necessary in relation to the purpose of processing.

M2/M3 Clause 8.4: If the data importer becomes aware that the personal data it has received has 
become inaccurate or outdated, it shall inform the exporter without delay.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C
M2: C2P

M1 Clause 6.4 (a): The Parties shall ensure that personal data is accurate and, where necessary, kept up 
to date. Importer shall take all reasonable steps to promptly delete or rectify any personal data that is 
inaccurate for the purposes for which it is being processed.

M1 Clause 6.4(b)/M2 Clause 6.5(a): If one of the Parties becomes aware that the personal data 
transferred or received is inaccurate or outdated, it will inform the other party without undue delay.

M1 Clause 6.4(c): Importer shall ensure that the personal data is adequate, relevant, and limited to what is 
necessary in relation to the purposes for which it is being processed.

M2 Clause 6.5(b): The Importer shall cooperate with the exporter to erase or rectify the data.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1/M2 Clause 2.2 [Optional]: “Any personal data that have been transferred under this contract is 
accurate and complete to the extent necessary for the purposes identified by the Data Exporter in order to 
comply with Clause 2.1.” 

RECORDKEEPING

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.5(g): “the data importer shall document all relevant facts relating to a data breach, including 
effects and any remedial measures taken.”

M1 Clause 8.9(a): “Each Party shall be able to demonstrate compliance with its obligations under these 
Clauses.”

M2/M3 Clause 8.9(b): “Each Party shall be able to demonstrate compliance with its obligations 
under these Clauses; and importer shall keep documentation of its ability to carry out processing for 
the Controller.” 

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.6(b)*: The data importer shall document all relevant facts related to the personal data breach 
and keep a record thereof.

M1 Clause 6.10(a): Parties must be able to demonstrate compliance with the obligations of the agreement.

M1 Clause 6.10(b)/M2 Clause 6.10(a): The iata importer shall keep appropriate documentation of the 
processing activities carried out under its responsibility, which shall be made available upon request to the 
Data Exporter and, where appropriate, the Competent Supervisory Authority.

*note that this is the second (b) under section 6.6

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

[Optional] M1 3.6: 
On reasonable request from exporter, importer-processor shall provide access to processing facilities, 
files, and documentation for review and audit purposes, given [party-selected notice and timing.]
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SECURITY

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.5/M2/M3 Clause 8.6/M4 Clause 8.2: Importer, and exporter during the transfer, shall 
Implement and maintain appropriate technical and organizational security measures during transmission … 
including consideration of encryption or pseudonymization.

When determining security measures, the Parties shall account for:
 » The risk to the rights and freedoms of the DS, particularly due to the potential quantitative and 
qualitative value that the processed Personal Data could represent for a third party that is not 
authorized to possess it;

 » The state of the art;
 » The costs of Implementation;
 » The nature of the processed personal data, especially if it is Sensitive Personal Data;
 » The scope, context, and purposes of the processing;
 » The potential consequences of a data breach for the DS;
 » Previous data breaches that occurred in the processing.

M1 Clause 8.5(b); M2/M3 Clause 8.6(a): the importer shall carry out regular checks to ensure the listed 
technical and organizational measures continue to provide an appropriate level of security.

M2/M3 Clause 8.6: “…In case of pseudonymization, the additional information for attributing the  
personal data to a specific data subject shall, where possible, remain under the exclusive control of the 
data exporter.”

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1/M2 Clause 6.6(a): Importer, and exporter during the transfer, shall implement and maintain appropriate 
administrative, physical and technical measures to ensure the confidentiality, integrity, and availability of 
the personal data. When determining security measures, the Importer must consider:

 » The risk to the rights and freedoms of the DS, particularly due to the potential quantitative and 
qualitative value that the processed Personal Data could represent for a third party that is not 
authorized to possess it;

 » The state of the art;
 » The costs of Implementation;
 » The nature of the processed personal data, especially if it is Sensitive Personal Data;
 » The scope, context, and purposes of the processing;
 » The potential consequences of a data breach for the DS;
 » Previous data breaches that occurred in the processing.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 2.3: “The Data Exporter shall implement adequate technical and operational measures to 
ensure the security of the Personal Data during transmission to the Data Importer.” 

M1 3.9/M2 3.2: Importer shall have in place reasonable/appropriate technical, organizational and physical 
security measures.

M2 Clause 4.1: 
Both Parties have taken appropriate steps to determine the level of potential risk of data breaches 
involved in transferring the relevant data and to consider suitable security measures that both parties 
must undertake;

M1 Clause 3.4 [optional]: “The Data Importer agrees to take reasonable steps to implement measures 
… that comply with adequate security standards prescribed by the Data Exporter.”

M1 Clause 3.9/M2 Clause 3.2: The Data Importer shall have in place reasonable and appropriate 
technical, administrative, operational and physical measures, consistent with AMS Law to protect the 
confidentiality, integrity, and availability of the PD.

M2 Clause 4.2:
Both Parties shall agree on an implement appropriate controls and adequate security standards that shall 
apply to the storage and Processing of personal data.
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CHOICE OF LAW

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 12: “while parties should be able to choose the law of one of the Member States as governing the 
standard contractual clauses, that law must allow for third-party beneficiary rights.” 

M1/M2/M3 Clause 13(a): Identifies, based on the exporter’s establishment/relationship to the EU, the 
competent supervisory authority.

(b): Indicates that an importer will submit itself to the jurisdiction of the authority identified in (a). 

M1/M2/M3 Clause 17: The parties will select an EU Member State’s law to apply that permits third party 
beneficiary rights.
OR
M2/M3 Clause 17: The Clauses shall be governed by the law of the EU Member State where the exporter 
is established, unless that state does not allow third party beneficiary rights in which case another 
Member State’s law will be established. 

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 1.4(b): Governing Law is the Personal Data Protection Law of the Data Exporter’s jurisdiction.

M1 Clause 2.2(a): 
This Agreement will be read and interpreted in accordance with the provisions of the Governing Law.

M1 Clause 2.2 (b):
Parties may add new terms when necessary to comply with the Governing Law and so long as this “does 
not negatively affect the protections granted by the model contractual clauses.”

M1 Clause 2.2 (c):
This Agreement cannot be interpreted in a way that conflicts with the rights and obligations established in 
the Governing Law.

M1 Clause 13/ M2 Clause 14: the Agreement shall be governed by [The exporter’s jurisdiction]

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 4.1: The parties designate an AMS jurisdiction law to govern the agreement. 

M2 Clause 5.1: The parties designate a national jurisdiction to govern the agreement.

M1/M2 Clause 4.2: In the event of a conflict between AMS Law and these Clauses, AMS Law shall prevail.

CHOICE OF VENUE

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3 Clause 18: The parties agree disputes will be solved in an EU Member State Court they select; 
A DS may bring proceedings against either Party in the MS where they have their primary residence; the 
Parties agree to submit to the jurisdiction of the designated courts.ç

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 14(a)/M2 Clause 15(a): Any dispute arising from this Agreement shall be resolved by the 
courts of the Data Exporter’s jurisdiction. 

M1 Clause 14(b)/M2 Clause 15(b): DS may also bring action against a Data Exporter and/or Data Importer, 
which may be initiated in the country of the Data Exporter or where the DS has habitual residence.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 4.3/M2 Clause 5.3 [Optional]: Any dispute under the contract shall be resolved by 
 [selected method].
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SENSITIVE DATA

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.6: Where the transfer involves personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, genetic data, or biometric data for 
the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or 
sexual orientation, or data relating to criminal convictions or offenses (hereinafter ‘sensitive data’) 
[definitions of taken from Articles 9 and 10 GDPR], importer shall apply specific restrictions and/or 
additional safeguards adapted to the specific nature of the data and the risks involved; this may include 
restricting personnel permitted to access the data, or additional security measures such as 
pseudonymization or additional restrictions with regard to further disclosure.
M2/M3 Clause 8: Where the transfer involves [sensitive data] importer shall apply specific restrictions 
described in Annex I.B

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1/M2 Clause 1.4(b): Sensitive personal data is personal data that refer to the intimate sphere of the 
Data Subject, the undue use of which may result in discrimination or create a serious risk thereof. In an 
illustrative way, PD that may reveal aspects such as racial or ethnic origin; beliefs or religious, 
philosophical and moral convictions; trade union memberships; political opinions; information regard 
health, sexual life, preference or orientation; genetic data; or biometric data aimed at identifying a natural 
person in an unequivocal matter shall be considered as sensitive.  
M1 Clause 6.8: Where the transfer involves sensitive data the Importer shall apply specific restrictions 
and additional safeguards based on the specific nature of the data and risks involved. 
These restrictions may include restricting personnel permitted to access PD; additional confidentiality 
agreements; or additional security measures; additional restrictions on Onward Transfers.
Where the data involves children or adolescents, the Parties must “privilege the protection of their 
superior interests, in accordance with the Convention on the Rights of the Child and other 
international obligations.
M2 Clause 6.8: Where the transfer involves Sensitive Personal Data, the Importer shall apply specific 
restrictions or safeguards described in Annex C. Where the data involves children or adolescents, the 
Parties must privilege the protection of their superior interests, in accordance with the Convention on the 
Rights of the Child and other international obligations.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A

ACCESSION BY ADDITIONAL PARTIES

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 7: “An entity that is not a Party to these Clauses may, with the agreement of the 
Parties, accede to these Clauses at any time, either as a data exporter or as a data importer…”

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1/M2 Clause 1.2(b): This Agreement allows for the incorporation of additional importers and/or 
exporters as set out in Clause 5, using Annex A.
M1/M2 Clause 5(a): The Parties accept that any entity that is not a Party to this agreement may, with the 
prior consent of all Parties involved, join at any time as a Data Exporter or Data Importer by signing Annex 
A and other Annexes if applicable. 
M1/M2 Clause 5(c): The joining Party shall not acquire rights and obligations under the Agreement prior 
to its adhesion.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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LAWFULNESS OF PROCESSING

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 1: General applicability of the GDPR, including Art. 5, to processing activity.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

N/A: No affirmative requirement that exporters warrant lawfulness of data collection/transmission.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

MCC Explanatory Doc p.5; M1/M2 Clause 2.1: “Lawful/Legal Basis for Collection, Use and Disclosure” 
– requires that an exporter warrant any data “is collected, used, disclosed, and transferred in accordance 
with applicable AMS law. In the absence of such law, DS have been notified and given consent to the 
purposes, where reasonable and practicable.” 

Annex II: Exporter Rights/Obligations

The “Exporter Rights/Obligations” chart is designed to track provisions that create obligations specific to Data Exporters. 

RESPONDING TO REQUESTS FROM INDIVIDUALS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3 Clause 8.3: On request from the data subject, the exporter shall provide the data subject a 
copy of the Clauses, including the descriptive Appendix  as completed by the parties, free of charge. If 
necessary to protect business secrets or other confidential information, parties have the option to redact 
business secrets or confidential information. If redactions are made, the parties shall provide the DS the 
reasons for the redaction.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 7(a): The Importer, with the assistance of the Exporter where necessary, must respond to DS 
requests free of charge within 15 business days, unless applicable law indicates a shorter time.

M2 Clause 8(a-c): Importer shall promptly notify the exporter of requests from DS. The importer shall 
assist the exporter in fulfilling its obligations to respond to the requests. The Parties can set out the scope 
of the assistance required and the measures to be taken using Annex C. The data importer shall comply 
with the instructions from the data exporter.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 2.4: The data exporter will respond to any requests from DS regarding the processing of 
personal data by importer, including requests to access or correct data, unless agreed otherwise by the 
parties and such delegation is permitted under AMS law. Responses must be made within “a resonable 
time frame” or alternatively, any time frame required by applicable AMS law. 
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RESPONDING TO REQUESTS FROM PUBLIC AUTHORITIES

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

[specific to EU processor • non-EU controller] Recital 16: “Additional requirements to address any 
effects of the laws of the third country of destination on the controller’s compliance with the clauses, 
in particular how to deal with binding requests from public authorities in the third country for 
disclosure of the transferred personal data, should apply where the Union processor combines the 
personal data received from the controller in the third country with personal data collected by the 
processor in the Union.”

M3 Clause 15.1(a)(ii): the data exporter shall forward any notice of government access to data from the 
data importer to the controller.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

N/A

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 2.4: The data exporter will respond to any requests from Enforcement Authorities regarding 
the processing of personal data by the data importer, including requests to access or correct data, unless 
agreed otherwise by the parties and such delegation is permitted under AMS law. Responses must be 
made within “a reasonable time frame” or alternatively, any time frame required by applicable AMS law.

DUE DILIGENCE

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 8: “the data exporter warrants that it has used reasonable efforts to determine that 
the data importer is able, through implementation of appropriate technical and organizational measures, 
to satisfy these clauses.”

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.1(a)/M2 Clause 6.2(a): The data exporter warrants that it has made reasonable efforts to 
determine that the importer is able to perform its obligations under this Agreement by applying 
appropriate “Administrative, Physical, and Technical Measures.”

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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AUDIT AND ACCOUNTABILITY

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M2 Clause 8.9(d): the exporter may choose to conduct an audit itself or mandate an independent auditor. 
Audits may include inspections of the importer’s premises or physical facilities and shall be carried out 
with reasonable notice where appropriate.
(e): The Parties shall make audit results available to the SA on request.
M3 Clause 8.9(e): If an audit of the importer is carried out on the controller’s instructions, the results shall 
be made available to the controller.
(f): the exporter may choose to conduct an audit itself or mandate an independent auditor. Audits may 
include inspections of premises or physical facilities and shall be carried out with reasonable notice 
where appropriate.
(g): The Parties shall make audit results available to the SA on request.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.1(a)/M2 Clause 6.2(a): The data exporter warrants that it has made reasonable efforts to 
determine that the importer is able to perform its obligations under this Agreement by applying 
appropriate “Administrative, Physical, and Technical Measures.”

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

[Optional] M1 Clause 3.6: At the reasonable request of the exporter, the importer shall provide access to 
its data processing facilities, data files, and documentation by [notice and timing requirements selected 
by parties] for purposes of review and/or audit to verify compliance with the contract.

BREACH NOTIFICATIONS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M2/M3 Clause 8.6(d): Acknowledgement of a controller-exporter’s obligation to comply with GDPR’s 
Article  breach notification requirements under Articles 33 and 34, which require 

 » notification of a breach “likely to result in a risk to the rights and freedoms of a natural person”  to the 
supervisory authority within 72 hours

 » notification of a breach “likely to result in a high risk to the rights and freedoms of natural persons” to 
the data subject “without undue delay.”

M4 Clause 8.4: … in case of a personal data breach concerning the personal data processed by the data 
exporter under the Clauses, the data exporter shall notify the data importer without undue delay after 
becoming aware of it and assist the data importer in addressing the breach.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.6 “Personal Data Breach”*: When any of the Parties becomes aware of a Personal Data 
Breach, it shall notify the other Party, the Competent Supervisory Authority, and the affected Data 
Subjects without any delay and at latest within five days. 
The notification must be in clear language and contain at least:

 » The nature of the incident
 » Affected Personal Data
 » Corrective actions taken so far
 » Recommendations, if any, to Data subjects to protect their interests;
 » How Data Subjects can obtain more information

This notice can be delivered in a “phased” manner and does not need to be delivered at all if it involves 
disproportionate effort for the Data Importer. If no notice is given to Data Subjects, then the Data Importer 
must issue a public communication.

*In the original document, this Clause is not numbered, but falls under Clause 6.6.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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RETENTION/SUSPENSION/TERMINATION

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 16(b): If importer is in breach or cannot comply with the Clauses, the exporter will 
suspend transfers until compliance is regained or the contract is terminated. 

(c): the exporter is entitled to terminate the contract, as it applies to personal data transferred under the 
Clauses, if:

 » The exporter has suspended transfer due to non-compliance or breach and rectification has not 
occurred within a reasonable time, or within one month of suspension. 

 » The importer is in persistent breach
 » The importer fails to comply with a binding decision of a competent court or supervisory authority 
regarding its obligations under the Clauses.

(d) Personal data that has been transferred prior to the termination of the contract pursuant to the 
previous paragraph shall at the choice of exporter immediately be returned to exporter or deleted in its 
entirety. The same shall apply to any copies of the data. Importer shall certify the deletion of the data
to exporter. Until the data is deleted or returned, importer shall continue to ensure compliance with this 
Agreement. In case of local laws applicable to importer that prohibit the return or deletion of the 
transferred personal data, importer warrants that it will continue to ensure  compliance with this 
Agreement and will only process the data to the extent and for as long as required under that local law.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 12/M2 Clause 13(a-d): Importer shall immediately notify exporter if it is unable to comply with 
any provision of this Agreement, for whatever reason. In the event that importer fails to comply with its 
obligations under this Agreement, exporter shall suspend the transfer of personal data to importer until 
compliance is again ensured or the
contract is terminated. Exporter shall be entitled to terminate this Agreement when:

 » Exporter has suspended the transfer of personal data to importer pursuant to the previous paragraph 
and compliance with this Agreement is not restored within a reasonable period of time and within 30 
business days following suspension;

 » Importer is in substantial or persistent breach of this Agreement; or
 » Importer fails to comply with a binding decision of a court or Competent Supervisory Authority 
regarding its obligations under this Agreement. In this case, it shall inform the Competent Supervisory 
Authority of its non-compliance.

personal data that has been transferred prior to the termination of the contract pursuant to the previous
paragraph shall at the choice of exporter immediately be returned to exporter or deleted in its entirety. 
The same shall apply to any copies of the data. Importer shall certify the deletion of the data
to the exporter. Until the data is deleted or returned, importer shall continue to ensure compliance with 
this Agreement. In case of local laws applicable to importer that prohibit the return or deletion of the 
transferred personal data, the importer warrants that it will continue to ensure  compliance with this 
Agreement and will only process the data to the extent and for as long as required under that local law.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1/M2 Clause 6.1.1/6.1.3/6.1.4: Exporter may terminate the contract if: 
 » Importer is in material breach of its obligations; 
 » Transfer of personal data has been suspended longer than a designated time; 
 » Compliance with the Contract by either Party would put that party in breach of the law that applies in 
the country where it is processing personal data; 

 » Importer ceases operations voluntarily or involuntarily.
 » There has been a final decision from which no further appeal is possible that there has been a breach 
of the contract by either party. 

M1/M2 Clause 6.1.1/6.1.3/6.1.4: Exporter may terminate the contract if: 
 » Importer is in material breach of its obligations; 
 » Transfer of personal data has been suspended longer than a designated time; 
 » Compliance with the Contract by either Party would put that party in breach of the law that applies in 
the country where it is processing personal data; 

 » Importer ceases operations voluntarily or involuntarily.
 » There has been a final decision from which no further appeal is possible that there has been a breach 
of the contract by either party.
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DUE DILIGENCE

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1/M2/M3/M4 Clause 8: “the data exporter warrants that it has used reasonable efforts to determine that 
the data importer is able, through implementation of appropriate technical and organizational measures, 
to satisfy these clauses.”

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.1(a)/M2 Clause 6.2(a): The data exporter warrants that it has made reasonable efforts to 
determine that the importer is able to perform its obligations under this Agreement by applying 
appropriate “Administrative, Physical, and Technical Measures.”

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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Annex III: Importer Rights/Obligations 

The “Importer Rights/Obligations” chart is designed to track provisions that create obligations for Data Importers. 

ONWARD TRANSFERS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 11: “Onward transfers by the data importer to a third party in another country should 
only be acceded to by the importer if the third part accepts the SCCs.”

M1 Clause 8.8
The Data Importer may only disclose the Personal Data to third parties located outside of the 
Exporter’s jurisdiction if the third party agrees to be bound by this Agreement OR if:

i. The transfer is addressed to a country that has received a declaration of adequacy; 
ii. The third party recipient provides “adequate safeguards” that comply with Chapter V GDPR; 
iii. The third party enters a binding agreement with the Data Importer that “the same level 
of protection as the Clauses” and the Data Importer shares these safeguards with the Data 
Exporter;
iv. The onward transfer is required for the establishment, exercise, or defense of legal 
claims in the context of specific administrative, regulatory or judicial proceedings;
v. The transfer is necessary to protect  the vital interests of the Data Subject or another 
natural person; or
vi. Without the other conditions, the Importer has received the express consent of the Data 
Subject and has provided the Data Subject information regarding the purpose, identity of 
the recipient, and possible risks of the transfer, and informed the Data Exporter and, if the 
Exporter requests, has provided a copy of the information provided to the Data Subject.

M2/M3 Clause 8.8: The importer shall only disclose the personal data to a third party on 
instructions from the controller, as communicated by the exporter (if the controller is not  
the exporter).

The Data Importer may only disclose the Personal Data to third parties located outside of the 
Exporter’s jurisdiction if the third party agrees to be bound by this Agreement OR if:

i. The transfer is addressed to a country that has received a declaration of adequacy; 
ii. The third party recipient provides “adequate safeguards” that comply with Chapter V GDPR; 
iii. The onward transfer is required for the establishment, exercise, or defense of legal 
claims in the context of specific administrative, regulatory or judicial proceedings;
iv. The transfer is necessary to protect  the vital interests of the Data Subject or another 
natural person; or
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ONWARD TRANSFERS

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.9(a): The Data Importer may only disclose the Personal Data to third parties 
located outside of the Exporter’s jurisdiction if the third party agrees to be bound by this 
Agreement OR if:

i. The Governing Law includes adequacy and the transfer is addressed to a country that 
has received a declaration of adequacy; 
ii. The third party recipient provides “adequate safeguards” that comply with Governing Law; 
iii. The third party enters a binding agreement with the Data Importer that contains 
adequate safeguards, and the Data Importer shares these safeguards with the Data 
Exporter;
iv. The onward transfer is required for the establishment, exercise, or defense of legal 
claims in the context of specific administrative, regulatory or judicial proceedings;
v. The transfer is necessary to protect  the vital interests of the Data Subject or another 
natural person; or
vi. Without the other conditions, the Importer has received the express consent of the Data 
Subject and has provided the Data Subject information regarding the purpose, identity of 
the recipient, and possible risks of the transfer, and informed the Data Exporter and, if the 
Exporter requests, has provided a copy of the information provided to the Data Subject.

M2 Clause 6.9(a): The Data Importer shall only disclose Personal Data to a third party on 
documented instructions from the Data Exporter, or if:
 i. The transfer is addressed to a country that has received a declaration of adequacy; 

ii. The third party recipient provides “adequate safeguards” that comply with Chapter V GDPR; 
iii. The onward transfer is required for the establishment, exercise, or defense of legal 
claims in the context of specific administrative, regulatory or judicial proceedings;
iv. The transfer is necessary to protect  the vital interests of the Data Subject or another 
natural person; or

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 3.2: The Data Importer shall not further disclose or transfer the personal data it 
receives from the Data Exporter to another person, Enforcement Authority, or legal entity, 
including to Data Sub-Processors, unless it has notified the Data Exporter of such further 
disclosure or transfer in writing, and provided reasonable opportunity for the Data Exporter  
to object.”

M1 Clause 3.3: Importer agrees that prior to any disclosure to a sub-processor, it will ensure 
the sub-processor is bound to the same obligations it has to the exporter.
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RESPONDING TO REQUESTS FROM PUBLIC AUTHORITIES

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 18: “The standard contractual clauses should provide specific safeguards … to address 
any effects of the laws of the third country of destination on the data importer’s compliance 
with the clauses, in particular how to deal with binding requests from public authorities in that 
country for disclosure of the transferred personal data.”

M1/M2/M3/M4 Clause 15.1(a): The importer will notify the exporter and where possible the DS 
promptly if:   

 » it receives a legally binding request from a public authority, including judicial authorities.
 » it becomes aware of any direct access by public authorities to the data transferred pursuant to 
the Clauses.

(b): If prohibited from notifying the data exporter about a request from a public authority, the 
data importer will use “best efforts” to obtain a waiver of the prohibition, to communicate as 
much as possible as fast as possible. The importer agrees to document its efforts to 
demonstrate them on the request of the exporter. 

(c): The data importer agrees to provide the data exporter with regular updates about the 
number and type of requests from public authorities it receives, if permitted by domestic law.

15.2 (a-b): The data importer agrees to review the legality of government requests for 
disclosure; challenge requests if it believes on careful review there are grounds that a 
request may be unlawful, and pursue applicable any applicable appeals; importer also will 
document its legal assessment of such requests and make such documentation available to 
the data exporter. 

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 11(b)/M2 Clause 12(b): The importer agrees to notify the exporter if it becomes 
subject to laws or practices beyond what is reasonable or necessary in a democratic society.

M1 Clause 11(d)/M2 Clause 12(c):
If a court or government agency requires the Importer to process the transferred data in a way 
not permitted by the Agreement, the Importer must:

 » Assess the legality of the request;
 » Challenge any requests it concludes there are reasonable grounds to believe are illegal 
under local law;

 » Where permitted under local law, promptly notify the Data Exporter it has received such a 
request. If not permitted to give such notice, make reasonable efforts to obtain a waiver of 
the prohibition.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 3.11: “The Data Importer shall promptly notify and consult with the Data Exporter 
regarding any investigation regarding the collection, use, transfer, disclosure, security, or 
disposal of the Personal Data… unless otherwise prohibited under law.” 
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AUDITS AND ACCOUNTABILITY

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 15: “[the importer] must make available all information necessary to demonstrate 
compliance with the obligations set out in the clauses and to allow for AND CONTRIBUTE TO 
audits of its processing activities by the exporter.”

Recital 17: “the data importer should be required to keep appropriate documentation for the 
processing activities under its responsibility and to inform the data exporter promptly if it is 
unable to comply with the clauses, for whatever reason.”
…
“personal data that has been transferred prior to the termination of the contract, and any 
copies thereof, should at the choice of the exporter be returned to the exporter or destroyed in 
their entirety.”

M1 Clause 8.9(a): Each party shall be able to demonstrate compliance with its obligations 
under these clauses. In particular, the data importer shall keep appropriate documentation 
of the processing activities carried out under its responsibility.

M2 Clause 8.9(c): The data importer shall make available to the exporter all information 
necessary to demonstrate compliance with the Clauses and at the exporter’s request, allow for 
and contribute to audits of processing activities at reasonable intervals or if there is indication 
of noncompliance.

(e): The Parties shall make audit results available to the SA on request.

M3 Clause 8.9(c): The data importer shall make all information necessary to demonstrate 
compliance available to the exporter, which shall provide it to the controller. 

(d): The data importer shall allow for and contribute to audits by the data exporter; at 
reasonable intervals or if there is indication of noncompliance.

(e): If an audit of the importer is carried out on the controller’s instructions, the results shall be 
made available to the controller.

(f): the exporter may choose to conduct an audit itself or mandate an independent auditor. 
Audits may include inspections of premises or physical facilities and shall be carried out with 
reasonable notice where appropriate.

(g): The Parties shall make audit results available to the SA on request.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1: N/A

M2 Clause 6.10(c): The data importer shall make available to the exporter all information 
necessary to demonstrate compliance with the Clauses and at the exporter’s request, allow for 
and contribute to audits of processing activities at reasonable intervals or if there is indication 
of noncompliance. 

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 3.6 [Optional]: At the reasonable request of the Data Exporter, the importer shall 
provide access to its processing facilities, files, and documentation, for the purposes of 
auditing or to verify compliance with the obligations of the MCCs.

M2: N/A
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AUTOMATED DECISION-MAKING

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 10(d): The data importer shall not make decisions solely based on automated 
processing that would produce legal or similarly significant effects without the express consent 
of the data subject. The data importer will where necessary ensure the data subject is informed 
of any envisaged automated decision-making, the logic involved, and the potential 
consequences, and implement suitable safeguards that at least:

 » Enable the DS to contest the decision
 » Enable the DS to obtain review by a human being

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 7.2(a-b): The Data Importer will not make an Automated Individual Decision with 
respect to the transferred Personal Data unless:

 » The decision is authorized by the law of the Importer’s country, or
 » It is based on the express consent of the Data Subject

M1 Clause 7.2(c): If an Automated Individual Decision is made, the Data Subject has the right 
to:

 » An explanation about the decision made;
 » Express their point of view and challenge the decision; and
 » Obtain human intervention.

M1 Clause 7.2(d): The Controller may not carry out automated Personal Data Processing that 
leads to discrimination against Data Subjects due to their: 

 » Racial or ethnic origins;
 » Religious, philosophical, and moral beliefs or convictions;
 » Trade union membership;
 » Political opinions;
 » Sexual life, preference or orientation; or 
 » The Processing of health, genetic or biometric data.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A
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EXPORTER/IMPORTER RELATIONSHIP

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 16: “The SCCs require the processor to inform the controller if it is unable to follow its 
instructions, including if the controllers’ instructions infringe EU data protection law.” 

M2 Clause 8.1: The importer shall process data only pursuant to the instructions of the exporter.

M2 Clause 8.9(a): The importer shall respond promptly to enquiries from the exporter about 
the processing. 
(c): The importer shall make information necessary to demonstrate compliance 

M3 Clause 8.1: An importer processor receiving information from an exporter processor must be 
informed that the exporter is a processor, and receive the exporter’s instructions from the 
controller. Additional instructions from the exporter may not conflict with those from the controller.

M2/M3 Clause 8.9: “The importer shall promptly and adequately deal with requests from the 
exporter or the controller (where the exporter is not the controller) that relate to processing 
under the clauses.” 

M3 Clause 11: in the event of a dispute between a DS and one of the Parties, the party will 
attempt to resolve the dispute quickly and fairly. Importer and Exporter shall keep one another 
informed about any such disputes.

M1/M2/M3/M4 Clause 14(e): The data importer will notify the exporter (and controller, if different) 
if after agreeing to the Clauses, it has reason to believe that it is or has become subject to laws or 
practices that would prevent it from fulfilling its obligations under the Clauses.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M2 Clause 6.1: The Data Importer shall carry out Personal Data processing activities without 
any decision-making power over the scope and content thereof, and instead limit its actions to 
the terms and instructions established by the Data Exporter.

M2 Clause 6.7(b): The Data Importer shall ensure that the persons authorized to process the 
Personal Data maintain and respect the confidentiality thereof, which is an obligation that shall 
continue to apply even after the end of its
contractual relationship with the Data Exporter.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1/[optional M2] Clause 3.1: The Importer shall process the data only in accordance with the 
Exporter’s instructions and for the purposes given in Appendix A.

M1 Clause 3.7 [Optional]: The importer shall correct any error or omission in the PD reasonably 
requested by the Data Exporter, within the shorter of the designated timeframe or the 
timeframe imposed by AMS Law. 
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RESPONDING TO REQUESTS FROM INDIVIDUALS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

Recital 16: “The parties should be required to assist one another with any requests from data 
subjects based in local law OR based on the GDPR.” 

M1 Clause 10(a): The data importer shall be responsible for dealing with requests from 
individuals data subjects without undue delay and at the latest within 30 days of the receipt of 
a request. Complex requests may be extended for up to 60 days. Responses must be 
intelligible, easily accessible, and use clear and plain language. 

M2/M3 Clause 10(a): the importer shall inform the exporter of any request received, and shall 
not respond unless authorized to do so by the exporter.

M1 Clause 10(b): The data importer shall on request from a data subject provide:
 » whether processing of the DS’s information is happening. 
 » a copy of the information and a copy of the information in Annex I [the purposes of processing]
 » If the data is further transferred, information about the recipient or categories of recipients
 » information on the purposes of any onward transfer
 » information on the right to lodge a complaint with a supervisory authority 

M1 Clause 10(c): The data importer will cease direct marketing if requested by the DS.

M1 Clause 10(e-g): An importer may refuse a data subject request if:
 » The requests are excessive/repetitive
 » Refusal is allowed under the laws of the importer’s country, and the laws are necessary and 
proportionate to a democratic society and protect principles given in GDPR Article 23.

 » If a request is refused, the importer must inform the DS of the reasons for doing so and of 
the DS right to lodge a complaint/seek judicial review.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 7(a): The Importer, with the assistance of the Exporter where necessary, must 
respond to Data Subject requests free of charge within 15 business days, unless applicable law 
indicates a shorter time.

M1 Clause 7(b): The Importer will take appropriate measures to facilitate such requests. Any 
information provided to Data Subjects shall be in an intelligible and easily accessible form, 
using clear and plain language.

M2 Clause 8(a-c):
The Data Importer shall promptly notify the Data Exporter of any request it has received from a 
Data Subject. It shall not respond to such a request itself unless it has been authorized to do so 
by the Data Exporter. The Data Importer shall assist the Data Exporter in fulfilling its obligations 
to respond to Data Subjects’ requests in the exercise of their rights under the Governing Law. 
In this regard, the Parties shall set out in Annex C the appropriate Administrative, Physical and 
Technical Measures, taking into account the nature of the Processing, by which they ensure the 
assistance to the Data Exporter, as well as the scope and the extent of the assistance required.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 3.5: The data importer shall promptly communicate any requests from DS about 
personal data to the data exporter.

M2 Clause 3.3: The importer shall provide to the exporter and the DS a contract point who is 
authorized on behalf of the importer to respond to enquiries concerning personal data.

[Optional] M2 4.3: The data exporter and the data importer shall each respond to enquiries 
from relevnt DS or enforcement authorities regarding processing of personal data in their 
respective jurisdictions, including requests for access or correction.
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DATA PROCESSING PURPOSE LIMITATION 

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.1: The data importer shall process the personal data only for the specific 
purposes(s) of the transfer, as set out in Annex I B. It may only process for another purpose: (i) 
where it has obtained the data subject’s prior consent; (ii) where it is necessary for the 
establishment, exercise or defense of legal claims in the context of specific proceedings; (iii) 
where necessary to protect the vital interests of the data subject or another natural person.” 

M2 Clause 8.1-8.2: The importer shall process data only on the instructions of the exporter, as 
set forth in the applicable Annex.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.2(a)/M2 Clause 6.3: Importer will not process the personal data subject to this 
Agreement for purposes other than those set out in Annex B, unless otherwise instructed by 
the Data Exporter. 

M1 Clause 6.2(b): The Importer may only process personal data for other purposes: 
 » With the prior consent of the DS;
 » When necessary for the establishment, exercise, or defense of legal claims within the 
framework of specific administrative, regulatory, or judicial procedures; or

 » When necessary to protect the vital interests of the DS or of another natural person.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1/[optional M2] Clause 3.1: The Importer shall process the data only in accordance with the 
Exporter’s instructions and for the purposes given in Appendix A.

RETENTION/SUSPENSION/TERMINATION

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.4: The data importer shall retain information for no longer than necessary for the 
purposes of processing.

M2/M3 Clause 8.5: the importer shall return or delete transferred information after the 
specified duration, at the instruction of the exporter.

M1/M2/M3/M4 Clause 16(a): Importer shall inform exporter if it is unable to comply with the 
Clauses for any reason.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.5(a): Importer will not retain Personal Data longer than is necessary for the 
purposes for which it is processed.

M1 Clause 6.5(b): Importer will establish appropriate administrative, physical, and technical 
methods to ensure compliance with this obligation, including deletion or anonymization of data 
and backup copies at the end of processing. 

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

M1 Clause 3.8: Upon termination of the agreement or completion of processing, importer shall 
either return the personal data to exporter or cease to retain it, at the election of exporter.

M1 Clause 6.1.1/6.2.1-6.2.4: Importer may terminate the contract if: 
 » Exporter is in material breach of its obligations; 
 » Transfer of personal data has been suspended longer than a designated time; 
 » Compliance with the Contract by either Party would put that party in breach of the law that 
applies in the country where it is processing personal data; 

 » Importer ceases operations voluntarily or involuntarily.
 » There is a final decision from which no further appeal is possible that there has been a 
breach of the contract by either party
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CONFIDENTIALITY

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.5(c): Persons authorized to process data have committed to confidentiality or are 
subject to such a legal requirement.

M2/M3 Clause 8.6(b): The importer shall grant access only to personnel strictly necessary for 
the implementation of the contract.

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1/M2 Clause 6.7(a-b): Importer will ensure persons processing personal data under its 
authority are bound by a duty of confidentiality, and that duty continues beyond the end of the 
relationship with exporter. 

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

N/A

BREACH NOTIFICATIONS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M1 Clause 8.5(e): Without undue delay, importer shall notify exporter and Supervisory Authority 
of breach likely to result in risk to rights and freedoms of DS. 

M1 Clause 8.5(f): In the event of a breach likely to result in a high risk to the rights and 
freedoms of affected individuals, the importer will notify the individuals, unless:

 » The importer has taken measures to significantly reduce the risk OR
 » Notification would involve disproportionate effort

If either applies, a public communication or similar shall be issued.

M1 Clause 8.5(d): The importer shall take appropriate measures to address any breach

M2 Clause 8.6(c-d): The importer shall notify the exporter without undue delay after learning 
of a breach; describe the nature of the breach; response to the breach and mitigation efforts; 
and cooperate with the exporter to enable it to meet its obligations.

M3 Clause 8.6(c): the importer shall notify the controller of a breach as well as the exporter 
where appropriate and feasible 
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BREACH NOTIFICATIONS

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M1 Clause 6.6 “Personal Data Breach” (a*: In the event of a breach of personal data 
processed by importer, importer will take appropriate steps to address the breach and to 
mitigate any potential negative effects. 

(c) When any of the Parties becomes aware of a Personal Data Breach, it shall notify the other 
Party, the Competent Supervisory Authority, and the affected Data Subjects within five days. 

The notification must be in clear language and contain at least:
 » The nature of the incident
 » Affected Personal Data
 » Corrective actions taken so far
 » Recommendations, if any, to Data subjects to protect their interests;
 » How Data Subjects can obtain more information

This notice can be delivered in a “phased” manner and does not need to be delivered at all if it 
involves disproportionate effort for importer. If no notice is given to DS, then importer must 
issue a public communication.

M2 Clause 6.6(c): The data importer shall notify the exporter within 72 hours of becoming 
aware of the breach. The notification must include a description (including the categories of 
personal data and number of DS affected, if possible), likely consequences, and measures 
taken or proposals to address the breach and mitigate its effects.

*In the original document, this Clause is not numbered, but falls under Clause 6.6.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

Obligations of ASEAN MCCs, p5: “The Data Importer shall notify the relevant authorities and 
Data Exporter without undue delay or within a reasonable time specified by the parties if it 
becomes aware of [a breach of security.]”

M1 Clause 3.10: If Importer becomes aware that a data breach has occurred affecting data in its 
possession or control, or under the control of an importer who received the data as part of an 
onward transfer, it shall notify the Exporter 

 » without undue delay 
or 

 » within a reasonable time specified by the Parties.  

M2 Clause 3.4: If importer becomes aware that a data breach has occurred affecting data in its 
possession or control, or under the control of an importer who received the data as part of an 
onward transfer, it shall notify the exporter 

 » without undue delay 
or 

 » within a reasonable time specified by the Parties.  
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USE OF SUB-PROCESSORS

EU Standard 
Contractual 

Clauses

M1: C2C     
 M2: C2P 
M3: P2P
M4: P2C

M2/M3 Clause 9(a): The data importer shall not sub-contract any of its processing activities to 
a sub-processor without prior specific written authorization from the data exporter, or if the 
exporter is not the controller, the data controller; a list of authorized parties will be maintained 
in the annex. 
OR
the data importer has general authorization to engage sub-processor(s) from a previously-
agreed-upon list. The data importer must inform the data exporter/controller of any changes to 
the authorized list.

M2/M3 Clause 9(b-c): any sub-processor engaged by the data importer must be bound by a 
written agreement that includes the same data protections as bind the importer, including third-
party beneficiary rights for data subjects. The importer must provide a copy of this agreement to 
the exporter or the controller on request. The importer is responsible for the sub-processor’s 
compliance with the Clauses and must inform the exporter of any failure to comply. 

M2 Clause 9(e): The data importer must include a clause in the sub-processor agreement 
giving the data exporter the right to terminate said agreement in the event that the data 
importer becomes insolvent, bankrupt, or legally ceases to exist. 

Ibero-American 
Data Protection 
Network Model 

Transfer 
Agreement

M1: C2C  M2: C2P

M2 Clause 7.1 Option 1: Importer can only sub-contract processing activities with exporter’s 
written authorization, which must be solicited at least 15 business days in advance.

M2 Clause 7.1 Option 2: Importer has a general authorization to engage sub-processors from a 
pre-approved list; importer will inform exporter of any changes to the list at least 15 business 
days in advance.

M2 Clause 7.2(a): Importer will require any sub-processor to engage in a written agreement 
that establishes “in essence” the same obligations imposed on importer by this agreement, 
specifically with rights of third party beneficiaries. importer will ensure the sub-processor 
complies with the obligations.

M2 Clause 7.2(b): Importer will provide exporter at exporter’s request a copy of the Sub-pro-
cessor Agreement; importer may protect confidential information such as personal data before 
sharing the copy.

M2 Clause 7.2(c): Importer will remain fully responsible to the exporter for the performance of 
the Sub-processor’s obligations under its agreement with importer. Importer shall notify 
exporter of any failure by the Sub-processor to fulfill its obligations under the Agreement.

ASEAN Model  
Contractual 

Clauses

M1: C2P M2: C2C

Obligations of ASEAN MCCs, p5: “Data Importers are encouraged to conduct due diligence 
on [third party importers] to ensure that they also meet the obligations imposed under these 
MCCs.” 

M1 Clause 3.2: Importer shall not further disclose or transfer the personal data it receives from 
exporter to another person, Enforcement Authority, or legal entity, including to sub-processors, 
unless it has notified exporter of such further disclosure or transfer in writing, and provided 
reasonable opportunity for exporter to object.”

M1 Clause 3.3: Importer agrees that prior to any disclosure to a sub-processor, it will ensure 
the sub-processor is bound to the same obligations it has to the exporter.
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Annex IV: Individual/Third Party Rights Guarantees

The following table aligns the clauses authorized for enforcement of third party rights under the EU Standard Contractual 
Clauses (Clause 3) with their equivalents in the RIPD MTAs and the ASEAN MCCs, assuming the use of the optional MCC 
provision recognizing third-party beneficiary rights. The clauses highlighted in  green  may only be enforced as a third party 
beneficiary against a data importer that is a processor.

EU SCCs RIPD MTA ASEAN MCCs (Optional)

Interpretation of Clauses (Clause 4) Hierarchy of the clause with 
governing law 
(Clause 2.2)

Hierarchy of Clauses re: other 
agreements
(Clause 5)

Hierarchy of Clauses with other 
agreements
(Clause 2.3)

Purpose limitation
(Clause M1 8.1/M2 8.2)
except

M2 Clause 8.1(b) – obligation to 
inform exporter if it cannot follow 
instructions

M3 Clause 8.1(a), (c), (d) – obligation 
for exporter to inform importer it is 
a processor; obligation for importer 
to inform exporter it cannot follow 
instructions; exporter warranty 
that it has imposed the same 
restrictions on importer that it is 
subject to.

Purpose Principle
(Clause 6.2)

Transparency
(Clause 8.2)

Transparency
(M1 Clause 6.3/M2 Clause 6.4)

Accuracy and Data Minimization
(Clause 8.3)

Accuracy & Data Minimization
(M1 Clause 6.4/M2 Clause 6.5)

Storage Limitation
(Clause 8.4)

Storage Limitation
(Clause 6.5)
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EU SCCs RIPD MTA ASEAN MCCs (Optional)

Security of Processing
(Clause 8.5)
except 

M1 8.5(e) – notification of breach to 
data exporter/supervisory authority

Principle of Data Security  
(Clause 6.6)

Sensitive Data
(Clause 8.6)

Processing Sensitive Data
(Clause 6.8)

Onward Transfers
(Clause 8.7)

Onward Transfers
(Clause 6.9)

Processing under the authority of 
the importer
(Clause 8.8)

Processing under authority of 
Importer and Principle of 
Confidentiality
(Clause 6.7)

Demonstration and Compliance
(Clause 8.9)
except

M1 8.9(b) – obligation to make 
documentation of compliance 
available to SA on request

M2/M3 8.9(a), (c),(d),(e) – obligation 
for importer to respond to exporter 
inquiries; make compliance 
information available to exporter; 
allow and assist with audits; 
obligation of Parties to make  
that information available to SA  
on request

Principle of Accountability
(M1 Clause 6.1/M2 Clause 6.2)
Documentation and Compliance
(Clause 6.10)

The Data Exporter will respond  
to enquiries from Enforcement 
Authorities as required by AMS 
Law, unless the parties have agreed 
the Data Importer will respond and 
the delegation is permitted under 
AMS Law
(M1 Clause 2.4)

Sub-processors (obligation for 
processor to engage sub-processor 
w/written contract containing the 
same binding requirements as 
these clauses.)
M2/M3 Clause 9(b):
except
 
M2 9(a): option to select either 
specific or general written 
authorization for sub-processors

Sub-processors – all requirements
(M2 Clause 7)
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EU SCCs RIPD MTA ASEAN MCCs (Optional)

Data Subject Rights
(Clause 10)

Rights of the [Data Subject]
(M1 Clause 7/M2 Clause 8)

The Data Exporter will responds to 
enquiries from DS as required by 
AMS; unless Parties have agreed 
the Importer will respond.
(M1 Clause 2.4) 

Redress
(Clause 11)

Redress 
(M1 Clause 8/M2 Clause 9)

Importer shall provide Exporter and 
DS a contact point authorized to 
respond to enquiries
(M2 Clause 3.3)

Importer shall promptly refer and 
provide to Exporter any requests 
from DS
(M1 Clause 3.5)

Liability
(Clause 12)
Except

M1 Clause 12(a), (d) – 
Ability of Parties to recover from 
one another

M2/M3 Clause 12(a), (d), (f) –
Ability of Parties to recover from 
one another

Civil Liability
(M1 Clause 9/M2 Clause 10)

To the extent authorized by AMS 
Law, DS may obtain compensation 
for breaches of this Agreement; if 
applicable law is silent on allocation 
liability may be at discretion of DS or 
split equally between parties
(M1 App’x 1.5, M2 App’x 1.4)

Local Laws and Practices Affecting 
Compliance 
(Clause 14)

Local Laws and Practices Affecting 
Compliance
(M1 Clause 11/M2 Clause 12)

Obligations of Importer for Access 
by Public Authorities
(Clause 15)
Except 

Clauses 15.1(c), (d), (e) – obligations 
to regularly provide data exporter 
(and supervisory authority on 
request) as much information as 
possible about public authority 
requests. 

Supervision by the Competent 
Supervisory Authority 
(M1 Clause 10/M2 Clause 11)

Clause 16: Non-compliance with 
Clauses and Termination

Non Compliance with the Clauses 
and Termination 
(M1 Clause 12/M2 Clause 13)
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EU SCCs RIPD MTA ASEAN MCCs (Optional)

Governing Law
(Clause 17)

Governing Law (M1 Clause 13/M2 
Clause 14)

Compliance w/Law Representation 
that PD processed and transferred 
to Importer in accordance with 
applicable AMS Law, or if without 
such law, DS notified and consented.
(M1 Clause 2.1)

Choice of Forum and Jurisdiction
(Clause 18)
Except 

clauses selecting the applicable 
national jurisdiction.

Choice of Forum and Jurisdiction
(M1 Clause 14/M2 Clause 15)
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