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In this scenario, Miles, a 16 year old, is 
accessing an online gaming service that 
is designed for teens and older. It has 
optional age-restricted features.

AGE ASSURANCE 
FOR ONLINE GAMING

Later, Miles wants to enable a feature 
which the game developer has 
restricted to 16+. The developer wants 
a higher level of assurance. A "live 
�R�D�K�¥�D�Z���T�R�D�R���E�@�B�H�@�K���B�G�@�Q�@�B�S�D�Q�H�Y�@�S�H�N�M���S�N��
determine Miles is between 14-18.

ESTIMATION
Because the estimated age range includes ages 
that aren't allowed to use the feature (14-15), 
greater age assurance is needed. Miles must 
scan their driver’s license and take a “live 
�R�D�K�¥�D�
�Z���'�N�V�D�U�D�Q�����L�@�M�X���T�R�D�Q�R�����H�M�B�K�T�C�H�M�F����������
of 16 year olds, do not have a driver's license.

VERIFICATIONEXAMPLE USE CASE

The default user experience 
�H�R���Y�S�D�D�M���E�Q�H�D�M�C�K�X���Z���,�H�K�D�R���B�@�M��
sign up by providing their 
birthdate.
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� �F�D��� �R�R�T�Q�@�M�B�D���H�R���S�G�D���A�Q�N�@�C�D�R�S���S�D�Q�L���E�N�Q���L�D�S�G�N�C�R���S�N���C�H�R�B�D�Q�M���S�G�D���@�F�D���N�Q���@�F�D���Q�@�M�F�D���N�E���@�M���H�M�C�H�U�H�C�T�@�K�
���3�G�D�Q�D���H�R���M�N���N�M�D���R�H�Y�D���¥�S�R���@�K�K���L�D�S�G�N�C�����@�M�C���H�S���H�R���H�L�O�N�Q�S�@�M�S���S�N���B�N�M�R�H�C�D�Q���B�N�M�S�D�W�S���S�N���C�D�S�D�Q�L�H�M�D���@���O�Q�N�O�N�Q�S�H�N�M�@�S�D��
�L�D�S�G�N�C���N�E���@�F�D���@�R�R�T�Q�@�M�B�D���E�N�Q���D�@�B�G���R�O�D�B�H�¥�B���T�R�D���B�@�R�D�
���/�Q�N�O�N�Q�S�H�N�M�@�K�H�S�X���H�R���J�D�X���A�D�B�@�T�R�D���H�M���R�N�L�D���B�N�M�S�D�W�S�R�����@���G�H�F�G�D�Q���K�D�U�D�K���N�E���B�D�Q�S�@�H�M�S�X���H�R���@�O�O�Q�N�O�Q�H�@�S�D�
���3�G�H�R���L�T�R�S���A�D���B�@�Q�D�E�T�K�K�X���A�@�K�@�M�B�D�C���@�F�@�H�M�R�S���S�G�D���O�Q�H�U�@�B�X���Q�H�R�J�R���@�M�C��
risk of barring access to legitimate content - especially if content restrictions have inequitable impacts. It may be appropriate to employ multiple methods in a layered approach. 

UNPACKING AGE ASSURANCE: TECHNOLOGIES AND TRADEOFFS

14-18

IS ASSURANCE BALANCED WITH PRIVACY RISKS?
After considering  privacy risks and mitigations, 
�B�N�M�¥�Q�L���S�G�@�S���S�G�D���@�R�R�T�Q�@�M�B�D���F�N�@�K���V�@�Q�Q�@�M�S�R���S�G�D���K�D�U�D�K��
of privacy risks and other impacts associated with 
the chosen age assurance method.

ESTIMATION VERIFICATION

A user indicates their birthdate without providing supporting 
evidence. This common method is most appropriate in low 
risk situations, as children and teens frequently bypass by 
�O�Q�N�U�H�C�H�M�F���@���E�@�K�R�D���A�H�Q�S�G�C�@�S�D�
���/�Q�H�U�@�B�X���Q�H�R�J���H�R���K�N�V�����D�R�O�D�B�H�@�K�K�X���H�E��
birthdates are not retained or matched with a name or other 
�H�M�C�H�Q�D�B�S���H�C�D�M�S�H�¥�D�Q�


FACIAL CHARACTERIZATION
Estimates age using a facial image, but the individual is not 
�T�M�H�P�T�D�K�X���H�C�D�M�S�H�¥�D�C�
���!�D�R�S���T�R�D�C���S�N���O�K�@�B�D���T�R�D�Q�R���H�M���@�F�D���A�@�M�C�R����
or signal that a user meets an age threshold, such as under 
�������N�Q�������
�
���$�R�S�H�L�@�S�H�N�M���H�R���K�D�R�R���D�¤�D�B�S�H�U�D���E�N�Q���C�H�R�B�D�Q�M�H�M�F���@�F�D���H�M��
�@���M�@�Q�Q�N�V���Q�@�M�F�D���K�H�J�D���������U�R�������


� ���O�@�Q�D�M�S���V�H�S�G���@���U�D�Q�H�¥�D�C���@�B�B�N�T�M�S�����D�
�F�
���T�R�H�M�F���F�N�U�D�Q�M�L�D�M�S���(�#����
credit card, etc.), declares the child or teen’s age by providing 
consent or adding the child to their account. This has higher 
assurance than an age gate, but may impact the teen’s 
autonomy.

Other algorithmic methods could include estimation of age 
or age range based on browsing history, voice, gait, or using 
multiple data points or signals from a VR game.

�4�R�H�M�F���@���V�@�K�K�D�S���@�O�O�����T�R�D�Q�R���@�C�C���N�M�D���N�Q���L�N�Q�D���U�D�Q�H�¥�D�C���B�Q�D�C�D�M�S�H�@�K�R��
�S�N���B�Q�D�@�S�D���@���Q�D�T�R�@�A�K�D���C�H�F�H�S�@�K���(�#���R�S�N�Q�D�C���D�H�S�G�D�Q���N�M���C�D�U�H�B�D���N�Q���H�M���S�G�D��
Cloud. Users verify their age with the service by inputting a 
code to share details required for age assurance (e.g. 18 or 
over).
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BIRTHDATE

AGE 
ESTIMATE…

WHAT IS THE APPROPRIATE ASSURANCE METHOD?
Choose a method or methods that provides a level 
of age assurance (accuracy) proportional to the 
goals and risks of the service, keeping in mind that 
�K�D�F�@�K���N�A�K�H�F�@�S�H�N�M�R���L�@�X���C�H�B�S�@�S�D���@���R�O�D�B�H�¥�B���L�D�S�G�N�C�
��

AGE ASSURANCE QUESTIONS

WHAT ARE THE POTENTIAL HARMS TO MINORS?
�'�@�Q�L�R���B�N�T�K�C���H�M�B�K�T�C�D���B�G�H�K�C�Q�D�M���N�Q���S�D�D�M�R���@�B�B�D�R�R�H�M�F��
age-restricted services, content, or contact by 
unknown individuals.

WHAT ARE THE GOALS?
�^�^���%�@�B�H�K�H�S�@�S�D���O�@�Q�D�M�S�@�K���B�N�M�R�D�M�S
�^�^���+�H�L�H�S���@�B�B�D�R�R���S�N���@�M���@�F�D���Q�D�R�S�Q�H�B�S�D�C���R�D�Q�U�H�B�D���N�Q�������������� ��������������
provide age-appropriate content
�^���^�5�D�Q�H�E�X���@�M���H�M�C�H�U�H�C�T�@�K���R���D�W�@�B�S���@�F�D
�^���/�K�@�B�D���H�M�C�H�U�H�C�T�@�K�R���V�H�S�G�H�M���@�M���@�F�D���A�@�M�C�����D�
�F�
��������������

�,�@�S�B�G�D�R���@���R�B�@�M���N�E���@���F�N�U�D�Q�M�L�D�M�S���H�R�R�T�D�C���(�#���@�M�C���K�H�U�D���O�G�N�S�N��
or video using facial recognition. This method is more 
appropriate for higher risk, regulated or age restricted 
�R�D�Q�U�H�B�D�R�
���&�N�U�D�Q�M�L�D�M�S���(�#���N�M�K�X���H�R���@�M�N�S�G�D�Q���L�D�S�G�N�C�����A�T�S��
provides less assurance.
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