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Who Are the Actors?



Children’s Privacy and Safety Oversight HYUNJSN

ANDREWS KURTH

A highly fragmented set of laws, set by:
* U.S. States

 U.S. Federal Trade Commission

* U.S. Congress
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State Design and Safety Codes



State Laws: A Complicated Landscape HUNTON

ANDREWS KURTH

* As of early August, at least 35 states had considered
legislation in2023 aimed at protecting children when
they use the internet and social media

* Eleven states have already enacted such bills
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State Laws: A Complicated Landscape RSN

- Considered children’s online safety measure(s) in 2023 [Jj Enacted children’s online safety measure(s) in

2023

Map: LexisNexis State Net - Source: National Conference of State Legislatures - Get the data - Created with Datawrapper
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Platform Accountability Laws RN

* Florida (SB 262)

Prohibits:
Processing children’s Pl if platform knows (or willfully disregards) that processing may
result in substantial harm or privacy risk
Profiling a child unless appropriate safeguards and profiling is necessary/does not
create risk
Collecting, sharing, selling Pl unless compelling reason and doing so does not create
risk
Geolocation restrictions
Dark patterns to encourage submission of Pl

* Louisiana (HB 61)

Prohibits online services from allowing U18s to sign up for accounts without parental

consent;

Allows parents to cancel the terms-of-service contracts their children signed for existing

accounts;

Gives parents the ability to monitor their children's accounts;

Companies must prohibit adults from messaging minors with whom they aren’t already

connected;

Prohibits use of targeted advertising (other than based on age and location);

Restricts Pl collection PRIVILEGED AND CONFIDENTIAL 9



Age Verification Laws HIUN TN

Arkansas SB 396

*  Requires minors to seek parental consent to open a social media account
*  Mandates that social media platforms verify account holder’s age.
*  Being challenged in NetChoice v. Griffin (Pl granted Aug. 31)

Texas HB 1181

*  Requires any website that publishes “sexual material harmful to minors” to
verify users’ identities

*  Being challenged in Free Speech Coalition v. Colmenero (Pl granted Aug. 31)

Utah (SB 152)

*  Requires parental consent to minors’ use of social media and requires age
verification government-issued ID

Other states: Mississippi (S 2346); Louisiana (H 77);
Montana (S 544); Virginia (S 1515)
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Social Media Metering Laws RN

* Utah (SB 152)

*  Prohibits minors from accessing social media platforms between 10:30 pm and
6:30 am
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California Age-Appropriate Design Code HUNTON
(AB 2733) ANDREWS KURTH

Modeled on UK Code

Covers CCPA-defined “businesses” providing online services, products, or features “likely to be accessed by
children” under age 18

Would require:

DPIA assessing use of children’s data and risks of material detriment (exposure, exploitation, contacts, algorithmic
harms, targeted advertising, incentive/engagement features, sensitive Pll collection)

Age estimation of child users with “reasonable level of certainty appropriate to the risks” presented
Transparency, age-appropriate language

Configuring default privacy settings to high level of privacy

Signaling to child when parental monitoring occurs

Tools to exercise privacy rights

Would prohibit:

Using kids’ Pl in ways that could be materially detrimental to physical health, mental health, or child’s well-being
Collecting, selling, sharing, retaining kids’ PI, or profiling a child by default unless can demonstrate “compelling”
reason that doing so is in children’s best interests

Collecting, selling, sharing precise geolocation information (and must provide an obvious sign to children)

Dark patterns encouraging provision of Pl (nudge techniques)

Being challenged in NetChoice v. Bonta

Preliminary injunction granted September 18, 2023 (fails on First Amendment grounds, applying
intermediate scrutiny)
CA AG has filed an appeal

* At least 10 states have introduced bills modeled on California’s — First Amendment-proof?
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Federal Trade Commission



Federal Trade Commission: Getting in on the Action? HIUN TN

* Stepped up COPPA Enforcement
* Epic Games (Dec. 2022) (5275 mill. COPPA penalty)
e Edmodo (May 2023) ($6 mill.)
* Amazon Alexa (May 2023) (525 mill.)
*  Microsoft Xbox (June 2023) (520 mill.)

*  Expanded general statutory authority
* Epic Games (Dec. 2022) (dark patterns and billing practices)

* 2019 COPPA Rule Review
* Proposed revised Rule forthcoming?

* May have aspects of age-appropriate design codes

PRIVILEGED AND CONFIDENTIAL 14



Federal Legislative Initiatives



Federal Legislative Initiatives R

At the federal level, the Senate Commerce Committee voted out two bipartisan bills to protect
children’s internet use in late July 2023:

* COPPA 2.0 (Sen. Markey, Sen. Cassidy)
. Extends COPPA to kids under age 17
. Defines personal information as that “reasonably linkable” to a child or teen
. Expands knowledge to that “fairly implied on the basis of objective circumstances”
. No requirement to age gate or collect any new Pl to make this determination

. Bans targeted advertising directed at minors

* Kids Online Safety Act (KOSA) (Sen. Blumenthal, Sen. Blackburn)
. Aspects of CA AADC

. Would require “covered platforms” to:
. Act in the best interests of a user the platform “knows or reasonably should know is a
minor” by taking reasonable measures to prevent and mitigate various harms
. Limit who can communicate with minors and prevent others from viewing a minor’s
personal data
. Limit features encouraging minors to stay online for an extended period of time

. Offer the ability to opt out of algorithms and limit the types of content with which a minor

can interact PRIVILEGED AND CONFIDENTIAL 1
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c N I L B | PROTEGER les données personnelles

COMMISSION NATIONALE ACCOMPAGNER linnovation
INFORMATIQUE & LIBERTES | PRESERVER les libertés individuelles

Webinar on Tuesday 7 November 2023

Pascale RAULIN-SERRIER, Senior Advisor, CNIL & Coordinator of the International Digital
Education Working Group, GPA
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Protecting children in the digital ecosystem

a priority for our data protection authorities

Mandate of European DPAs strengthened by the
| GDPR

Priority of the Global Privacy Assembly Strategic
Plan

International cooperation strengthened by the Digital Education
Working Group (DEWG)




CNIL.

INTERNATIONAL COOPERATION

STRENGTHENED BY THE
DIGITAL EDUCATION WORKING GROUP

(DEWG)



Exploring attitudes towards using data rights
at a panel of data protection authorities

Are you in favor of a greater recognition of the exercise of
these digital rights by the children themselves?

M Yes, a "digital majority" should be defined, allowing minors to exercise these rights by
themselves.

M Yes, but this "digital majority” must be defined and safeguards must be provided for
the collection and processing of data concerning minors.
M Yes, but this recognition must always be done in collaboration with parents.

No, the legal framework is satisfactory.

e‘“axle,,.,/l"
é"‘ ®
\&E)\
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Adoption of an international Resolution on Children’s
Digital Rights

43rd Closed Session of the Global Privacy Assembly
October 2021

Adopted Resolution on children's digital rights

CNIL.



Conduct international surveys

Summary Report

- e o eationy, i
i S . on Running
Surve%‘ of Data Protection N ° Data Protection Competitions for Youths
/—‘:rut : o_rr:tlesfr_leiga_rcgng v ‘
raining of Trainers A Y\
T~ -, u“'\‘ » =
Progress Report tal £&

Informational good practices
Junior websites DPA
& )
. OO 2
ENOC Network: pacE
Ombudsmen websites

18.05.2022

As part of the implementation of the GPA Resolution on Children’s Digital Rights adopted in October
2021, it is recommended to raise awareness and promote procedures accessible to young people
and/or their parents that create trust in order to encourage them to:
- Understand and exercise their privacy rights via online service platforms; and
- Refer to our data protection authorities directly in the process of complaints mechanisms or
cooperation via mediation organisations, when platforms fail to respond to their requests or
because the process for exercising their rights proves to be too complex and dissuasive.

i




Pooling resources on an online library

CIRCABC ——T

05 £5 P
. . - o8 o & oy it &
Data Protection Working Group on Digital educa... Information Library Members Agenda Forums Admin Help

02 European Commission > Justice and Consumers >
Data Protection Working Group on Digital education

CONTACT INFORMATION

“i Share
- You can reach the CNIL or the CNPD concerning this interest group

elContact leader(s) using the "contact leader” link on the left.

e The Working Group on Digital Education was established under the A
Resolution on a Digital Education for all during the 35th International
Conference of Data Protection and Privacy Commissioners. The group
adopted a work programme to implement the operational objectives MEMBERS
set in the Resolution. In this purpose, it took the lead in sharing
digital education content and material collected from the Data

61 members in the group
Protection Authorities through the use of a common web platform. v

0 membership requests in the group
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Funmoods' Online Safety Kit - Little Red Riding Mood

When you confirm someone as your Facebook friend,
you invite them into your life.

Confirm only people you know.

Funmoods' Online Safety Kit - Little Red Riding Mood
Video used by Gibraltar from

publicly available resources

Video from Norway « how do you want to be
seen?»

CNIL.



Irish manual « Sign Up, Login Opt Out :
Protecting your Privacy &

Controlling Your Data » Canadian graphic novel

BRANCHES
ET FUTES
INTERNET ET VIE PRIVEE

BATAYPROTECTION BT
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Implementing the data protection Competency
framework in national curricula

* Personal data

* Privacy, civil liberties and protection of personal data

+ Understanding the digital environment - technical aspects

Personal Data Protection Competency
Framework for School Students

+ Understanding the digital environment — economic aspects

Intended to help Educators

+ Understanding personal data regulations and legislation

+ Understanding personal data regulation: Controlling the use of personal
6  information

7 + Managing my data : Learning to exercice my rights

* Managing my data : Learning to protect myself online

+ The digital world: Becoming a digital Citizen




DEWG's Work Plan 2023-2024 G
Priority | : Strengthen engagement with schools and teachers

Priority ll: Support parents in developing their digital education skills and
promote positive digital parenting

Priority lll: Monitor progress on the digital inclusion of children

Priority IV: Urge for transparency of online service platforms, including
EdTech

Priority V: Collaborate on Age Assurance issue

Priority VI: Explore Al systems in education regarding students'’ rights over



GDPR, Role of regulators

-Art 57(b) “Promote  public

awareness and understanding of
the risks, rules, safeguards and
rights in relation to processing.
Activities addressed specifically to
children shall receive specific
attention” '




Digital Services Act (DSA):
zoom in on protection of minors online

Internet access Intermediaries

providers,

domain name

registries...

Online

Art. 14 — for those primarily directed at minors, explanation of
their terms and conditions easily understandable to minors.

Cloud services, HosiEsaEEs in the service . o
webhosting... EC empowered to issue guidelines

Art 28 — all platforms accessible to minors:
* Measures to ensure privacy, safety and security of minors

platforms, ...

VLOSE) with
million users

Online platforms and
search engines (VLOP /

designated by EC

/-\  Prohibition to serve targeted ads based on personal data
Social networks, - when they have reasonable assurance the user is a minor
onlirllet | Online platforms No additional processing of personal data
marketplaces,
app stores, /\
collaborative Art 34 and 35 - Risk management regime for VLOPs/VLOSEs
economy

Very large onmne * ldentification of systemic risks, including negative impact
platforms and on rights of the child, and protection of minors online
search engines + Implementation of mitigation measures, targeted to the risk

(such as parental control, age verification, etc.)

Subject to independent audits

COM primary enforcer

over 45
in the EU,

European |
Commission



When will the new rules apply?

Publication of
numbers of active

users by
platforms
270ct22 16Nov22 17 Feb 2023
. . . +admin . + 4 months .
delay

Publication  Entry into

in OJ force First designation Entry into

of VLOPs/VLOSEs application of
25 April 2023 obligations for
designated
VLOPs and
VLOSEs

August /
September 23

+ European
Commission

Obligations
apply to all
services

17 Feb 2024

Latest date for MS
to appoint
Digital Service
Coordinators (DSC)
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Who is affected? Who are our targets?

e General Public

o Youth, parents and teachers
o Data controllers and processors

MO w
THE SECRETS OF
----------
&' - & Are you looking for information or wish to submit a
ool L3 , request online? ‘
H " H L ”
2 B Discover the “Besoin d'aide” (Need help) tool BICITALIEALTHAND EOTECH THECNIE
S on cnil.fr (in French on|y) PUBLISHES THE RESULTS OF ITS FIRST
M “SANDBOXES"”
& 4
g . &

28 July 2023




The children, parents and teachers
Challenges to digital use, the risks involved

o The mass collection of information about their preferences,
identity or lifestyle, highly coveted data

o Digital should not lock children into a system of
predisposition or reinforce inequalities or digital devide

° | ess aware and more exposed to risks online & inadequately
supervised digital practices

o Risk of large-scale surveillance of children

CNIL.




CNIL published 8 recommendations to enhance the
protection of children online in 2021

« Regulate the capacity of children to act online
 Strengthen the information and rights of children by design

« Encourage children and youth to exercise their rights

« Support for parents in the digital education of their children
 Provide specific safeguards to protect the interests of the child

with the aim of providing practical advice and on cnil.fr _
» appropriate for all audiences (young people, parent
and professionals)

CNIL.




Workshops for co-constructing ethical interfaces

Donnees KEY CONCEPTS CASESTUDIES DESIGNPATTERNS RESOURCES NEWS FRANCAIS
&Design par LINC
oNIL

Case Studies

Those case studies, co-created with the participants of the Données & Design
workshops, illustrate ways of implementing the GDPR key concepts according to

diverse use cases.

Fuzzy

‘/design.cnil.fr/en/

CNIL.




Demonstration of a privacy-preserving age verification
process

Is it possible to prove that one is over the age of legal majority without sharing
one’s age or identity? The LINC, Olivier Blazy, Ecole Polytechnique professor
and cryptography researcher, and the Pble d’Expertise de la Regulation
Numérique (PEReN — Digital platform expertise for the public) developed a
possible implementation of an age-verification system that allows accessing
restricted websites without sharing other personally identifiable data.

+18 -1

@
e

https://linc.cnil.fr/demonstration-privacy-preserving-age-verification-process

CNIL.



https://linc.cnil.fr/demonstration-privacy-preserving-age-verification-process

CNIL.

PROMOTING DIGITAL EDUCATION &
CHILDREN'S RIGHTS



Digital education, a strategic priority

o Partnership with the French Ministry of Education
o Scaling up to a multi-stakeholder approach
o Training of trainers in Digital Education
o Producing a wide range of resources for young people




Collective of stakeholders for Digital education

CNIL. AFC AFRL M @) weesnc g

A highly diverse Collective of
stakeholders facilitated by CNIL from A G Ciwis
2013 =

CNED ¥ Amies 'Fﬁ C BnnseBh
——— B des Y I:] ne e~
E@ ' — b

(Eeme= !“ Bemeattn g tanome fCP e ‘FIEEC m
[}
B

Some 70 non-profit organisations
from the world of education and
research, parent-teacher association,
consumer associations, public media...

Gardiens :tdu umérigue

(v
=
E§

Foo  SMPLON BB e ML

. 97 | | T
GESTE ‘ prorr  &rzéa— !"{',' m;% 5P '
Mines-Télécom

Concrete joint accomplishments
and key actions: the Educnum

Awards, an escape game on key 28 MPI ——— —
issues, educational resources, position "

papers... Soeistens M »_f;{'i‘ff' TECH' M ey “’7?

CNIL.

'O CFEN ¢ e
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Education and training

https://www.cnil.fr/fr/enfants-et-ados



https://www.cnil.fr/fr/enfants-et-ados

Campaign "All together for a safe internet”

. .
4 video for children from 8-10
o o o - o
(S tu as tout intérét ° Cos tfaces révélerit beaycoup ° N
a étre accompagné(e) par un adulte. ° Co dl"fo"”a“""s 6“ » o
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° o %
" o
E °
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b L 2
o . ©
SE,
A ca rd game Pour me créer un compte S oL, & CNIL. ‘®
Sur un réseau soial, < = oo 58 ot == e ‘“"'t"“"
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'ai bestin de.. e PROTEGEZ LA VIE PRIVEE DE VOS ELEVES LTS LA A L
nsaugpxaAmy anbre e s sk o 3vere dopstio pou 6 et 3 an prat i ranné,
A Rien. e n(m\mmummxnrmanrmnmmm-nm.m.w
308 3)MSIP : 13SUO) A0 sels
“Sjuased 53} 3p un,p pioe|
J10AB S10p N3 ‘ef> anod
B L'accord d'un de mes parents. stew'sue ] $2p 24duwio>
un,p UL B Ju3sHOINE
XNBDOS XNeAAI $3]

. “SUB G| SUIOL M2 JIOAR e} |
€ Avoir plus de 10 ans. ‘aidwo) un (3) s (3o}
193D 35 Inod ‘Duelj U3 g

Leaflets for teachers and parents ;
h G S e n i e ot v sl ]
e de La CNIL, en vaus rendant sur cnil.fr/fr/education ou en %

scannant ce QR code

CNIL.




Self-assessment of knowledge

uiz

Positioning test to find out where you
stand with regard to your uses... and
your knowledge of the protection of
your personal data

« Well done, you've got the right reflexes

« Not bad, but you can still improve

« You still have some way to go

°90 QUEsT-ce
QUE JE VATS
CHOISIR 7.

Crée
fon mol
fe passe:

CNIL.

IR st et
ci-dessaus, et compte combien tu a5 de 2

1 Pendant une partie de jou en tigne,
Samoural_du_60 vout discuter avec tol
Cest un jovear que tu ne connals pas.

4 Tu ignores, car s

& Pour debloquar un accessolre pouwr ton
personnage dans (o jea, I taut payer
T3 maman 3 enreglszr 53 cane bleus
dans @

3 ¢as Inconnes.

Tulul 6115 1 « O8 56 CONNAT 2

™ simpbe.
& Tan phs por eux, IS 1"3UNOAT pas.
e arget |

1 €5 r0p sympa | Ta Il raconses t3 o |

2 Tu 35 tids eavie de Uinscrim sur be
rsean soctal Tacotac pour mettro des
Mals daas le formutai
enpiie, 1 faut avolr plus de 13 ans ¢
> Tuvas en discaser avec tes parents
o e S3lt jamals, 5 S@0nT pess 1o
0"acoed paer ve Cober un Compie |
Tumets |3 éate de nalssance de on
Papa, i 3 Bargemens pies 6o 13 385 1
A Tutedis i « Dommage, I va falole
atendre | »

3 Pouracchber 0nt i, 0 dok 0 cobar

o mot de passe.

> Tu chasts lo mot do passe complied
QU U M panost

A Tumelanges majusceles, minuscues,
ChMTTOS. o1 poscTation.

Tumers 1234,

> 3100 papa qu'll e Poffre
pour (e annitversaire.

5 La grande saer do ta coploe est sur
Tacotac. Dans 53 deeniées video, alle montre
comment e 5o maquille...
4 Tu e 'as pas vue, Car ta n'as pas
Taconac.
Tu mers un smiley qul it
en commentaire.
> Tu Wkes, G2 bet fora platsir |

6 A Canahversaies do Tom, tu 35 pris das
phvotos at dos viatos da tous les lawitss.
En romrant, w les publles sur 10n peofil
en mode public en taguant tes amis.
> Tu €065 =a groupe ferme pour panager
45 phosos.

4 Tu envebes 3 chacun par e-mall
s photos et los Widoos sar lesquslies
1 appacat.

7 Lapgts do o gen 1o v testater tn
demands 'Indiquer ton admsse.

Tu Invenses wne advesse bidon.

4 Aquel pest blen lew servir 1on adresse ?
Tu gésinstalles Fappa.
Tol, ce que  veux, Cest jouer |
Tu sempis e 1 cliques sur « OK » |

A ——

& Quand tu regasdes des vid6es on ligns :

A Tu Mgles WS paEmares pour quo
s videos ne s'enchaisent pas
awemariquement.

Tu adores, parce que ks Videss
Senchament sans que s cholstsses.

> Te 25 Vs una veste homie qui 3
AeQOOTB(E), TU en partes 3 (#s parents
pour quUils modifiese les reglages.

Tu as un maximum de...

A Bravo ! En tigne, tu 3 les bons rflexes |
Sur Imemar, T 05 tres prudsnc(s) o 1rs Consclems) qu's y

PRABENCE SUR INTERNET

© Quand tu accades 3 un site wed
Tu o855 T0US 105 COOMSS, ST Cosx
qui ‘emplchent € accoder ux pages
qui PIntéressant.

A Tu refuses wous les cookles puls
s effaces Phissonque.
Tu cliques sur « ACcepeer » 605 ge'on
16 le demande, a0, (2 T'énerve,
ga blogque!

Fals passer le test 3 tes parents |
Sont-ils vraiment prudests ?

2 00 sques. On I que 1 a5 Sl B0 consels.. supes | /o]

s (s 3 mentrer aos VIotes o 3 explquer (3 fagom de .

aida]
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Poster for the classroom

Poster

Glossary

What is the Internet anyway?

Is a social network easy to recognise?

Is a search engine the same as a browser?
Do | use IP addresses too?

What is a cookie?

What is it? Do | have a browsing history?
My personal data is private!

Even online, children have rights!

Internet, Cest tout un monde ! On peut 5"y informer,
regarder ou publier des vidéas, apprendre 3 faire plein
de chases en suivant des tutas, jouer en ligne,
échanger des messages ou des photos...

Pour en profiter en toute sécurité, Cest important

de savoir de quoi on parte.

Quelques définitions utiles...

= Internet, C'est quoi, au fait 7

Cest un réseal Informatique mondial ouvert 3 tous,

QraCe aUQUel N POUT S'eVOYRr 0es MEssages, 0es
fichlers, vistter des sies, regarder des vidéas, communiquer
n visio. Quand on est « en ligne », OU « CONNCT&(e) », 0N est sur
Intemet.

= Un réseau social,
Cest facile i reconnaitre ?

Cest un ske Intemer qui permer 3 ses urllisateurs
oe partager des nformarions : (exies, photas, vidéos, llens...
Pour cela, chaque urilisateur doi se créer un compie. Meme s'I
Ie falt avec un pseudanyme, § peut toujours eue Identifié par
son e-mall et les informations qu'll donne. Parfols, on na pas

otre sur
sur poster des desvidéos
e créer s3 propre chame est blen un réseau socfal. Un service
0o messagerie Insiantanée qul penmer de créer des groupes de
destinataires est un réseau soclal.

= Un moteur de recherche,
~ c'est pareil quun navigateur 7
Un mavigareur, browser en anglals, est un logiciel
aMches
par exemple par hps:/.
Mats pour Chrcher une Informaion od n site parmi ces militards
e pages, 1l 1@ faut un « Mosewr de recherche ». A partir des mots
clés que tu lul Indiques, Il te propesera une liste de pages dans
laquelle tu pourras fouer.

= Des adresses IP, J'en utilise, moi aussi ?
Pour avolr acces 2 intemer, en France, N faut prendre
un abennement chez un foumisseur d'acces, qlll
nstallera wne comnexion. Cefte comnexion est
une adresse IP. IP signifie « Inrerner Protocol » e désigne IQ
ProCa0e Techmlgue qul permer d'emeaie o 00 racepTionner s
nformarions numeriques.
Lorsque tu te comnectes 3 Internet, adresse IP de la connexion
ulilisée sera visible par les sites el services que tu ulilises.
Sulvant I'endrolt 08 m @5, Il peut s'agir de I'adresse de 1a matson,
de 1on collége, de 12 bibllotheque, de ton taléphone porable,
e(C. Encore une fagon de nous sulve 3 ka trace !

- Un conkie, c'est quei ?

Les cookles sont des petits fichlers qul permettent 3

des sites ’enregistrer notre activite en tigne. Certalns
sont Inglspensabies, par exempée lors un achat en ligne, ain
de s'assurer que |a ransaction est correctement réalisée. Mals
13 plupan des cookles Servent STour 3 collecrer un maximum
@Informarians sur nous * Ainsl, e compllant tous les l1kes, les

ookles

1S SPOITS préfenes, 1on age, Ton leu devie... Faclle,
ensulie, e r'envoyer des publiciies sur mesure
o4 de 1@ proposer des publications qul ont
des chances do 1@ plaire. Mals ce n'est plus
vrament 1ol qul GAcides de ce que 1 vols.
Pourian, les surprises, C'est (op |

EN LIGNE, SOYONS TOUS PRUDENTS! €

< Quoil 7 J'al un historique de navigation 7

Cest 1a liste de toutes les pages wed visitées 3 panic

00 Ton navigatewr. Grace 3 cola, 00s que T [3pes les

premibres leTres G*un sKe que T VISKeS SOUVent, le navigatess
compiée 'adresse et aiche 1a page Immedlarement.

Parade : Utilise (e mode « mavigation privée » |

< Mes données personnelles, C'est privé |

Ce sont toutes les Informarians qul se rapporient 3

101, SON dIfectemen, COMME [oN NOM o ToA préncm,
solt par déduction, comme dans le Jeu « Qui estce ? » - cene
personne a 10 ans, elle est en CM2, elle hable 3 |a campagne,
olle 3ime 10 Judo...
Bret, les données personnelies, ce Somt : oM, prénom, age ou
date de nalssance, adresse pestale, adresse IP, adresse e-mall,
Volx, visage, photo, goats, activites, motes en classe, resultats
sportifs._. Certaines doanées sont alies « sensibles » : &a sante,
13 fefiglon, et plus (ard, es opintons poliigues, tes nisiolres
@"amour... Tos donndes personnelles, c'ost 12 vie privoe |

Parade : Ne dévelle pas tout sur Intemet !
Ne raconte pas ta vie !

= Méme en ligne,
Les enfants ont des droits !
* J'al le drolt ¢*ésre Informe(e) sur Iurllisarion faite de

mes données.
* "2l le drolr de refuser quelies solet utllisces,
* J'alle drolt de vérifier ces donndes er de les rectifier sl je
CONSTA0 (65 BMFRUsS.
* "2l le drolr de les fave effacer.
* 'al le dro ge falre disparatire mon nom cune Informarion qul
me derange.

Pa e T

‘de msides A exerces mes droils.

avec tes parents, sur cnil.fr/fr/education




Playing to use your knowledge

e The Incollables® fan & interactive quiz with 3 levels of
expertise

KEEP YOUR PRIVATE LIFE A
SECRET!

https://www.cnil.fr/en/discover-incollables-2020-quiz-privacy-challenge-each-other-and-showing-your-knowledge-data

CNIL.



https://www.cnil.fr/en/discover-incollables-2020-quiz-privacy-challenge-each-other-and-showing-your-knowledge-data

Thank you for your attention
pserrier@cnil.fr
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FUTURE OF
PRIVACY
FORUM
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Michael Murray

Head of Regulatory Policy,
UK Information Comissioner’s Office



Protecting children’s data online

lc O.
Information Commissioner’s Office

children’s
cod




The children's code shows how to design data protection
into online services so they're appropriate for children

Code applies to "relevant which are
” — aged under 18, in the UK.

It is a code of practice setting out 15 interlinked standards of age-
appropriate design for online services which process children’s personal
data.

The code is grounded in the provisions of the United Nations Convention
on the Rights of the Child (UNRC), and creates an open, transparent
and safer place for children to play, explore and learn online.

The standards in the code are
, introduced by the Data Protection Act (2018).

ico. G4 <
chlldrer(;s . ico.org.uk



The code has 15 standards

1. Best interests of the child

2. Data protection impact
assessments

3. Age appropriate application
4. Transparency

5. Detrimental use of data

ico. [/ <
chlld_rer(;I (3 -

6. Policies and community
standards

7. Default settings

8. Data minimisation

9. Data sharing

10. Geolocation

11. Parental controls

12. Profiling

13. Nudge techniques

14. Connected toys and devices

15. Online tools

ico.org.uk




ICO has been taking a wide-ranging approach to
supervising the code

« Supervision activity - engagement & evidence gathering with
60+ companies, 6 ongoing investigations

« Voluntary auditing 10 organisations
« Age assurance project, inc international standards

« Engagement with co-regulators and government

Policy development

ico. g <

children’s B8 ico.org.uk
; :




How 1s industry responding?

Children’s code evaluation 2023 feedback from business:

« 87% feel that the code has improved data protection for
children

« 72% understand the theory within the code

« 74% of business understand what conformance requires

« 27% made changes in 2022 to support conformance.

« 46% self-identifying as fully conformant in late 2022

Levelling off of awareness and changes in late 2022 / early 2023

ico. g3 <

children’s i
" ico.org.uk




Learning from supervision

« 80% of companies identified as either good or some
improvement needed, 20% significant issues identified

* A lack of commitment to transparency.

« Challenges of how children can exercise their data privacy
rights.

« Inadequate or non-existent age assurance or verification.

« Ongoing use of behavioural profiling linked to marketing,
detrimental use of data and data sharing.

* Privacy information not in child friendly language.

 Nudge techniques to encourage lower protections.

 Insufficient risk assessments and DPIAs.
1CO. (3 <

children’s i
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But companies are changing their approach

 visible behaviour change from companies - targeted and personalised
ads blocked for children and children’s accounts set to private by
default plus location history turned off by default.

« Google turned off adds to under 18s and TikTok turned profiles for
under 18s private by default; Snap, Instagram and Epic
Games making improvements to parental controls; and Meta, Sony
and Lego have started using age assurance systems to improve
identification of under-aged accounts and to improve age
appropriateness of content.

ico. G4 <
chlldrer(;s . ico.org.uk



ICO resources available

ICO AADC materials: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/childrens-information/childrens-code-guidance-and-resources/

|ICO GDPR resources: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/

Best interests of the child self-assessment | ICO

Age Assurance for the Children’s Code (ico.org.uk)

‘Likely to be accessed’ by children — FAQs, list of factors and case studies. | ICO
Children’s Code Self-Assessment Risk Tool | ICO

designing-data-transparency-for-children.pdf (ico.org.uk)

. ig.g-data-transparencv-for-chiIdren.pdf (ico.org.uk)

children’s
cod .


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/best-interests-self-assessment/
https://ico.org.uk/media/4018659/age-assurance-opinion-202110.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/likely-to-be-accessed-by-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/children-s-code-self-assessment-risk-tool/
https://ico.org.uk/media/2620177/designing-data-transparency-for-children.pdf
https://ico.org.uk/media/2620177/designing-data-transparency-for-children.pdf

