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ENCRYPTION KEEPS
YOUNG PEOPLE SAFE

Today's young people have lived
their entire lives in the age of the
commercial internet, social media,
electronic health records, and a
growing range of internet-
connected devices, from insulin
pumps to vehicles. Encryption is the
first, best protection to ensure that
communications, transactions,
personal data, and digital devices
are safe and secure.

Encryption protects the digital lives
of young people and keeps them
safe in the physical world as well,
whether it's preventing malicious
actors from gaining control of kids'
internet-connected health tools and
teens’ messaging accounts or
authenticating identities to keep
unwanted people out of protected
spaces like schools.

HOW ENCRYPTION
WORKS

Encryption is a mathematical
process that encodes information;
it can be used to keep information
confidential from unintended
viewers, to ensure the integrity

of data against tampering, and

to authenticate individuals for
account access or building entry.

Encryption applies a mathematical
formula to information, which
obfuscates plaintext information into
unreadable ciphertext. Each use of
encryption generates a "key” - a long
number that is the mathematical
solution to the formula and can
authenticate and unscramble the
protected sensitive information.
Encryption strength can depend

on the particular formula used

for obfuscation or the length

of the key - not all encryption is
equal, and cryptographers working
to keep data and systems safe must
constantly respond to any discovered
flaws or vulnerabilities. If a private
key is not kept secret, anyone with
the key can access the private data
or impersonate the authenticated
person or organization.
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https://www.mcafee.com/blogs/mobile-security/is-your-smart-home-vulnerable-to-a-hack-attack/
https://arstechnica.com/information-technology/2023/06/millions-of-americans-personal-dmv-data-exposed-in-massive-moveit-hack/
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https://www.wftv.com/news/local/hackers-claim-massive-data-heist-florida-health-department-system/AWOZV35GJFAG3F76QLICWYZJMQ/
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https://digitaldefensefund.org/ddf-guides/device-encryption-guide
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https://www.cybereason.com/blog/research/operation-soft-cell-a-worldwide-campaign-against-telecommunications-providers
https://www.cm-alliance.com/cybersecurity-blog/securing-influencer-accounts-high-follower-counts-and-cyber-crime
https://www.hhs.gov/sites/default/files/2022-02-17-1300-emr-in-healthcare-tlpwhite.pdf#page=16
https://www.theverge.com/23573362/anker-eufy-security-camera-answers-encryption



