UNPACKING AGE ASSURANCE: TECHNOLOGIES AND TRADEOFFS PRIVACY |

Age Assurance is the umbrella term for existing and emerging methods used to establish an individual's age or age range. In a rapidly evolving regulatory landscape, there is no 'one-size-fits-all' solution; instead, policymakers FORUM
and organizations should focus on proportionate, risk-based solutions tailored to specific use cases. By adopting a layered approach and leveraging emerging standards like ISO/IEC 27566, platforms can ensure that age checks

prioritize functionality, performance, privacy, security, and acceptability.
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* Provide a result that relates to the individual.
* Maintain low errors over different demographics.
* Facilitate access based on true positive (TP) and

PARENTAL VOUCHING: A parent establishes an account with an above method and confirms the child or teen's age.

RISK MANAGEMENT TOOLS

prohibit for true negative (TN) results. EMERGING AGE ASSURANCE CONCEPTS: Age Assurance methods are rapidly evolving — below are some of the key emerging technologies.
WHO IS RESPONSIBLE FOR AGE ASSURANCE? — it
Answering this question requires policy and AGE SIGNALS AND AGE TOKENS HOW USER-BINDING WORKS ONE-TIME VS. REUSABLE AGE CREDENTIALS —4% 5 %it;
technical choices in a complex and evolving Age si T . . One-ti hecl i itive identi - u
; : ge signals and tokens work together to User-binding ensures the age assurance result is accurately linked to TG EEE S MR ([(EpE NG IEEy)
environment where age assurance functions may replace the sharing of raw identity documents the correct i%dividual. This %nitigates the risk of shared devyices and uploads, increasing friction and data exposure. ZERG KNOWLEDEE PROOFS PAOCESSING
be split across the technology stack. with verified attributes. An age signal is the can be done using biometrics, multi-factor authentication (MFA), or Reusable credentials store a single verification
real-time communication of a user's age status passkeys. as a secure token, enabling instant age K
IS ASSURANCE BALANCED WITH PRIVACY RISKS? (e.g., "Over 18"), while an age token is the confi Lma_tlc?n across platgormsHWIthout ol q P
After considering privacy risks and mitigations, secure, reusable digital cr(_edennalthat stores . . . L . re-submitting sensitive data. However, _ 110110 | 4 otkor
A ih an lwarrants the lovel this status on a user's device or browser. Initial Verification: You perform a one-time age assurance (e.g., scanning a interoperability is currently limited to specific 1101
co attheidssurance goa. warrants the leve oo MR . q government ID or using Al-based facial age estimation). ;
of privacy risks and other impacts associated with Functioning like a "digital ticket," this combi- trust frameworks as universal standards for IMMEDIATE DELETION DATA
the chosen age assurance method. ELED) Lo platfc_)rms to l_n_stantly el The "Binding" Step: The system captures a biometric template (such as a facial aosr{plEL el (Lo £t Sl pEiinli OF ID DATA MINIMIZATION
age without accessing sensitive source data. Rather th . : P face. it utili uf
HIGHER ASSURANCE LOWER ASSURANCE 2 map). at" ert a'n storing an 1mage of your face, it uti lzes_a UZ?y ] ()
PROVIDED PROVIDED extractor"—a privacy-preserving method that converts unique biometric (
features into a stable, irreversible cryptographic key. = E‘
AGE ‘! 1ASG1E9 Encryption: A digital "Age Assurance Certificate" S;RATION OF STANDARDS
18 " " : "y N . e
DOUBLE-BLIND ARCHITECTURE 3 fjer;sig.,ugli%ﬁnigt:iiz*;(g is encrypted and locked using this 2 __ _ e=mm—m ZERO KNOWLEDGE PROOF (ZPK) ERECEEelE s
BUT BUT ) " 7 A Zero-Knowledge Proof (ZKP) is a crypto- B IEEE 2089.1
Separates identity from activity: an Re-Authentication: Whenever you access the SN / raphic method %hat confirms a user¥r,13eets a - e
external service verifies your age without restricted service, the system performs a brief o~ // g P_ﬁ } T Sy -~ ‘m.n- [J#t— |
knowing which site you visit, while the 4 "liveness check." This regenerates the key from your )/ specific requirement (_e.g., e e A i-‘ m
website confirms you are of age without biometrics in real-time to decrypt the certificate. If N exposing any underlying personal ‘?a‘?- The m el
ever learning your identity. This prevents an unauthorized user—such as a child—attempts verifier learns onlyl whether the claim is ANTI-CIRCUMVENTION cm
linking user data to online behavior. to use the device, their features will not match true—not the user's birthdate, identity, or e (s AND AUDITING
the key, leaving the certificate inaccessible. other details. &
EXAMPLE USE CASE INITIAL EXPERIENCE SECONDARY FEATURE GREATER ASSURANCE NEEDED
DECLARATION ESTIMATION VERIFICATION, INFERENCE AND VOUCHING AGE SIGNAL / TOKEN BINDING
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